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Foreword

The Bureau of Justice
Statistics is pleased to
publish Use and
Management of Criminal
History Record
Information: A
Comprehensive Report,
2001 Update. The report is
an update of a report first
published in 1993 that was
the first descriptive review
of the Nation’s criminal
history information
systems. The report
discusses in nontechnical
terms the complex,
interrelated network of
local, State, and Federal
information systems that
provide criminal history
records to both criminal
justice and noncriminal
justice users. The 2001
update reflects changes in
the handling of criminal
history records that
occurred in the 1990s
following policy
developments, societal
changes, technological
advances, and other
factors.

The report is the latest in
BIJS’s efforts to assist
States in improving the
quality of criminal history
record information and to
ensure that accurate data
are readily available for
operational and research
purposes. We hope that the
report will be of value to
policymakers and
practitioners who are
addressing the critical
issues relating to criminal
history record information
that will accompany
expanded development of
systems for the interstate
exchange of this
information.

Lawrence A. Greenfeld

Deputy Director
Bureau of Justice Statistics
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Glossary

Automated Fingerprint
Identification System
(AFIS): An automated
system for storing, searching,
and transmitting digitized
fingerprint images. (See
pages 32, 48-49, and 61-63.)

Brady Handgun Violence
Prevention Act (Brady Act):
The Brady Act amended the
1968 Gun Control Act to
mandate background checks
for potential gun buyers
before a firearm purchase can
be completed. (See pages 54,
and 93-94.)

Criminal History Record
Improvement (CHRI)
Program: Administered by
the Bureau of Justice
Statistics, U.S. Department of
Justice, this was the first
grant program in a long-term
and multifaceted effort by the
U.S. Department of Justice
(DOJ) to help States improve
the quality of their criminal
history records. (See pages
94-97.)

Central Repository: The
database, or agency housing
the database, that maintains
criminal history records on
all State offenders. Records
include fingerprint files and
files containing identification
segments, arrest notations,
and dispositions. (See pages
2, and 23-24.)

Use and Management of Criminal History Record Information: A Comprehensive Report

2001 Update

Criminal History Record
Information (CHRI) or
Criminal History Record
Information System: A
record, or system for
maintaining records, that
includes individual identifiers
and that describes an
individual’s arrests and
subsequent dispositions. (See
chapter I1.)

Criminal Justice
Information Services
(CJIS) Advisory Policy
Board (APB): Successor to
the National Crime
Information Center (NCIC)
APB, the CJIS APB is
comprised of 30 criminal
justice officials who provide
policy input to guide the
Federal Bureau of
Investigation (FBI) in the
administration of its CJIS
Division. The CJIS Division
administers the NCIC, the
Uniform Crime Reporting
(UCR) Program, the
Integrated Automated
Fingerprint Identification
System (IAFIS), and other
information system programs
determined by the FBI
director to have some
relationship with these
programs. (See page 27.)

Data Quality: The extent to
which criminal history
records are complete,
accurate, and timely. (See
pages 3, 37-39, 47-50, and
88.)

Data Warehousing: A term
used to describe a data
management process that
permits the collection of data
from different and often-
disparate electronic sources
in a single database for use in
queries, detailed analysis, and
report preparation. (See pages
5, and 67-68.)

Felony or Serious
Misdemeanor: The offense
categories for which
fingerprints and criminal
history information are
accepted by the FBI and
entered in the Bureau’s files,
including the III. “Serious
misdemeanor” is defined to
exclude certain minor
offenses, such as drunkenness
or minor traffic offenses.
(See pages 12, 27, 31, and
74.)

Integration: A process by
which a computerized
information system
maintained by one entity is
programmed to electronically
interact and share data with a
computerized information
system maintained by another
entity. (See pages 63-67.)

Glossary * xi



Interstate Identification
Index (III): An “index-
pointer” system maintained
by the FBI for the interstate
exchange of criminal history
records. (For complete
information, see chapter V.)

Juvenile Justice Records:
Official records of juvenile
justice adjudications. (See
pages 27-29.)

Livescan and Cardscan:
Automated devices for
generating and transmitting
digitized fingerprint images.
Livescan devices capture
fingerprint images directly
from subjects’ fingers, which
are rolled onto glass scanning
plates. Cardscan devices scan
and digitize standard inked
fingerprint cards and can
transmit electronic images
with related textual data to
remote sites for printout or
direct use. (See page 62.)

Master Name Index (MNI):
A subject identification index
maintained by criminal
record repositories that
includes names and other
identifiers for all persons
about whom records are held.
(See pages 29-30.)

Glossary » xii

National Child Protection
Act of 1993: A Federal law
whose provisions include the
establishment of a national
criminal background check
system to which a designated
criminal justice agency in
each State must report or
index child abuse crime
information for child-care
provider background checks.
(See page 54.)

National Crime
Information Center
(NCIC): An automated,
nationally accessible database
of criminal justice and
justice-related records
maintained by the FBI that
includes “hot files” of wanted
and missing persons, stolen
vehicles, and identifiable
stolen property, including
firearms. (See pages 26-27
and chapter V.)

National Crime
Information Center 2000:
The new generation of the
automated NCIC system.
NCIC 2000, which
electronically compiles,
disseminates, and exchanges
timely criminal justice
information; pertinent
graphic images, including
mug shots, tattoos, and
signatures; and records of
wanted and missing persons
and of identifiable stolen
property, became operational
on July 11, 1999. (See page
92.)

National Crime
Information Center
Advisory Policy Board
(APB): An advisory
committee comprised of
criminal justice officials,
representatives of criminal
justice associations, and user
representatives that provided
policy input to guide the FBI
in the administration of the
NCIC system. The NCIC
APB was reorganized as the
Criminal Justice Information
Services (CJIS) APB in 1994.
(See page 27.)

National Crime Prevention
and Privacy Compact: An
interstate and Federal/State
compact designed to facilitate
use of the III to exchange
criminal history data among
States and the Federal
government for noncriminal
justice purposes. (See pages
89-90.)

National Criminal History
Improvement Program
(NCHIP): An umbrella
funding program
administered by the Bureau
of Justice Statistics, U.S.
DOJ, designed to assist States
in meeting evolving Federal
and State requirements
concerning criminal history
and related records, such as
protective orders and sexual
offender registry records.
(See pages 43, 94-97.)

Use and Management of Criminal History Record Information: A Comprehensive Report
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National Fingerprint File
(NFF): A database of
fingerprints, or other
uniquely personal identifying
information, relating to an
arrested or charged individual
maintained by the FBI to
provide positive
identification of record
subjects indexed in the III
System. (See pages 24, 77,
84-89.)

National Instant Criminal
Background Check System
(NICS): An automated
system established in
accordance with the Brady
Handgun Violence
Prevention Act to check the
eligibility of prospective gun
purchasers. (See pages 93-
94.)

National Law Enforcement
Telecommunications
System (NLETS): A
computerized, high-speed
message-switching system
maintained by the States that
provides for the interstate
exchange of criminal justice-
related information among
local, State, and Federal
criminal justice agencies.
(Referenced throughout
report.)

Use and Management of Criminal History Record Information: A Comprehensive Report

2001 Update

National Sex Offender
Registry Assistance
Program (NSOR-AP):
Instituted in FY 1998 to help
States respond to Federal
mandates to establish sex
offender registries and to
contribute data to a national
sex offender registry. Funded
under the National Criminal
History Improvement
Program (NCHIP) beginning
in FY 1999. (See page 99.)

Positive Identification:
Identification of an individual
using unique biometric
characteristics not subject to
alteration. Positive
identification is distinguished
from identification using
name, sex, birth date, and
other nonbiometric identifiers
typically displayed on
documents subject to
alteration or counterfeit, such
as birth certificates, Social
Security cards, or drivers’
licenses. ( See pages 12 and
25.)

Security Clearance
Information Act (SCIA):
Federal legislation requiring
States to make criminal
history records available to
certain Federal agencies in
connection with screening for
security clearances. (See page
51.)

Sex Offender Registry: A
registry established to help
law enforcement agencies
keep track of convicted sex
offenders released into the
community. (See page 99.)

Survey of State Criminal
History Information
Systems: A comprehensive
survey of the States, the
District of Columbia, the
Commonwealth of Puerto
Rico, and the U.S. Virgin
Islands, funded by BJS, U.S.
DOJ, that describes the status
of their criminal history
record systems. SEARCH,
The National Consortium for
Justice Information and
Statistics, has conducted this
biennial survey six times
since 1989, most recently in
1999. (See pages 30-36.)
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Introduction

Purpose of this report

In 1993, SEARCH, The Na-
tional Consortium for Justice
Information and Statistics,
and the Bureau of Justice
Statistics, U.S. Department of
Justice, produced the first
comprehensive examination
of the Nation’s criminal his-
tory record systems and the
major issues and develop-
ments that affected them.

Use and Management of
Criminal History Record In-
formation' described in non-
technical terms the complex
and interrelated network of
Federal, State,” and local in-
formation systems that pro-
vided criminal history
records to criminal justice
personnel and to authorized
noncriminal justice users.

It also assessed the roles
these systems played in the
effective functioning of the
criminal justice system, and
reviewed the impact that new
technologies and strategies

'Robert R. Belair and Paul L.
Woodard, Use and Management of
Criminal History Record Informa-
tion: A Comprehensive Report,
Criminal Justice Information Policy
series, NCJ 143501 (Washington,
D.C.: U.S. Department of Justice,
Bureau of Justice Statistics, No-
vember 1993).

?As used in this publication, the
term ““State” refers to all 50 U.S.
States, the District of Columbia,
Guam, the Northern Mariana Is-
lands, Puerto Rico, and the U.S.
Virgin Islands.

had on the completeness, ac-
curacy, and availability of
criminal history records.

The report served as a valu-
able reference tool through
the mid- and late-1990s.
Now, as the 21* century
dawns, Use and Management
of Criminal History Record
Information has been revised
to reflect changes in the han-
dling of criminal history re-
cords that occurred in the
1990s following policy de-
velopments, societal changes,
technological advances, and
other factors.

This revised report includes:

e Anoverview of how
typical State criminal
justice systems are
structured, how the
criminal justice process
works, and how criminal
history records are used
in the justice system.

e An overview of existing
State and Federal crimi-
nal history record sys-
tems and of the product
they provide — the
criminal history record.

e Anoverview of laws
regulating criminal his-
tory record systems, and
a look at two key issues
affecting the systems —
data quality and dissemi-
nation.

e An examination of the
evolution of information
technology and informa-
tion system capabilities
that affect criminal his-
tory record systems.

e A description of the In-
terstate Identification In-
dex (III) system and the
role it plays in the de-
centralization of the Na-
tion’s criminal history
record information sys-
tem.

e An overview of Federal
initiatives and activities
that affect criminal his-
tory record systems.

It is hoped that readers will
derive a general understand-
ing of how criminal history
record systems work, the
types of information they
maintain, who reports the
information to these systems
and by what means, how ac-
curate and complete the in-
formation is, and who obtains
the information and for what
purposes.

This report should also help
readers understand the
changing relationship among
local, State, and Federal sys-
tems, and how presently
available and emerging tech-
nology is affecting the effi-
ciency of the systems and the
quality of the information
they maintain and dissemi-
nate.

Use and Management of Criminal History Record Information: A Comprehensive Report Page 1
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With this background, State
and Federal legislators and
other policymakers, as well
as the general public, should
better understand the critical
importance of criminal record
repositories, and also how
data quality problems and
other difficulties — and the
new strategies and technolo-
gies being used to solve them
— affect the usefulness of the
systems, and ultimately the
efficiency of criminal case
processing and the effective-
ness of crime control strate-
gies.

Background

Repositories of criminal
history record
information

This report discusses in detail
the operations of State and
national criminal history re-
cord repositories that provide
information about individu-
als’ past criminal involve-
ment to criminal justice
practitioners and to non-
criminal justice agencies and
organizations that need such
information to carry out their
duties and functions.

— State systems

Each State operates a central
criminal history record re-
pository that receives case
processing information con-
tributed by law enforcement
agencies, prosecutors, courts,
and corrections agencies
throughout the State. These

repositories compile this in-
formation into comprehen-
sive criminal history records
or “rap sheets,” as they are
often called. Rap sheets are
made available to criminal
justice personnel, for author-
ized purposes, by means of
statewide telecommunica-
tions systems.

Maintenance of such central
repositories relieves local and
State criminal justice agen-
cies from maintaining expen-
sive and duplicative
information systems that at-
tempt to compile comprehen-
sive offender records. They
need only maintain systems
that support their own case
processing needs, and can
rely upon State central re-
positories for information
about case processing in
other agencies.

State repositories also make
criminal history records
available to some noncrimi-
nal justice agencies, such as
State agencies authorized by
law to obtain the records for
such purposes as employment
screening and occupational
licensing. Increasingly, local
law enforcement agencies are
being required by State and
Federal law to conduct crimi-
nal history background
checks on individuals pursu-
ing employment in sensitive
positions in child and elder
care and security, and for
certain license authorizations.
State criminal history re-
pository databases are among
those searched during such
background checks.

— Federal systems

At the Federal level, the Fed-
eral Bureau of Investigation
(FBI) maintains criminal
history record files on Fed-
eral offenders, as well as files
on State offenders, to the ex-
tent that States voluntarily
submit such information. The
FBI has accepted and re-
corded State offender infor-
mation for more than three-
quarters of a century and has
compiled a criminal history
database that, to a great ex-
tent, duplicates the files of
the State repositories.

The FBI also maintains a na-
tionwide telecommunications
system that enables Federal,
State, and local criminal jus-
tice agencies to conduct na-
tional record searches and to
obtain information about in-
dividuals who are arrested
and prosecuted in other
States.

In addition, the FBI provides
criminal record services to
noncriminal justice agencies
authorized by Federal law to
obtain such records.

Timely criminal history
record information
issues

This report, which describes
State and Federal criminal
history record repositories
and the problems, issues, and
developments that affect
them, should be timely for a
number of reasons.

Page 2 Use and Management of Criminal History Record Information: A Comprehensive Report
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— Data quality

First, when Use and Man-
agement of Criminal History
Record Information was
published in 1993, records
maintained by State and Fed-
eral repositories were not
always accurate and up-to-
date, primarily due to the
failure of criminal justice
agencies to report informa-
tion accurately, completely,
and regularly, but also in
some cases due to a lack of
adequate equipment and pro-
cedures at the repositories.
While data quality has im-
proved since then, in part
because of the growing rec-
ognition of the value of accu-
rate and up-to-date criminal
history records and the in-
creased Federal and State
funding that resulted from
this recognition, there is still
room for improvement. Local
justice agencies, for example,
are providing State reposito-
ries with more final court
dispositions for recent arrests
than in the past, but not for
older arrests previously re-
ported to the repositories.

Recent surveys and audits
have also shown the follow-
ing:

e There is a wide disparity
among the States in the
time it takes final court
dispositions to reach
State repositories, and in
the time it takes for the
repositories to enter dis-
position data into their

e More than half of the
State criminal history re-
positories developed
backlogs in entering ar-
rest and disposition data
into their databases.

e Most State criminal his-
tory repositories receive
some final court disposi-
tions that they are unable
to link to arrest records.

As noted previously, a num-
ber of initiatives have been
implemented to improve
criminal history record data
quality nationwide, including
Federal grant assistance to
the States and the promulga-
tion of voluntary data quality
standards. States may be re-
quired, in some instances, to
provide matching funds or to
institute appropriate informa-
tion-reporting procedures
before they are deemed eligi-
ble for some Federal grant
programs. This may require
legislative activity for fund-
ing to support technology
purchases and increased
staffing, or to institute or
amend existing laws and
regulations to facilitate
broader information ex-
change.

Given the complexity of
these recent developments, it
is hoped that this report will
guide and assist legislators
and other policymakers in
understanding these devel-
opments and the important
role the repositories play in
national initiatives to im-

— Decentralized
recordkeeping

Second, State repositories
and the FBI are engaged in a
cooperative program to
eliminate the maintenance of
duplicative State offender
records at both the State and
Federal levels.

The current practice of
maintaining centralized State
offender files at the FBI is
being replaced by the III,
which will make the State
repositories primarily respon-
sible for providing State
criminal history records for
interstate and Federal-State
purposes. Full participation in
this program will require
many States to modify record
dissemination laws and poli-
cies, and to upgrade their re-
positories’ technical
capabilities to realize the
long-term cost savings and
potential for improved per-
formance available through
III participation.

— New technologies

Third, new technologies con-
tinue to emerge that offer
great potential for signifi-
cantly increasing the effi-
ciency of the criminal history
record repositories and the
quality of the information
they collect, maintain, and
disseminate. The declining
cost and impressive capabili-
ties of state-of-the-art infor-
mation technology are

databases. prove data quality. motivating many States to
automate their information

systems and to integrate them
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with justice agencies in their
States, in other States, and at
the Federal level. However,
these automation efforts raise
new questions that must be
addressed concerning pri-
vacy, confidentiality, data
ownership, funding responsi-
bilities, long-term mainte-
nance, and other issues.

Content of this report

This report contains six major
chapters that provide a com-
prehensive, nontechnical re-
view of criminal history
record information systems
nationwide, and how the re-
cords contained in those sys-
tems are used and managed.
Supporting tables and infor-
mation are presented in 21
appendixes. To find specific
topics or areas of interest,
readers are encouraged to
refer to the detailed table of
contents. Readers are also
encouraged to refer to a glos-
sary of terms used in this re-
port, located following the
table of contents.

Because the scope of this re-
port is broad, readers may
wish to refer to the other
compendia, reports, or docu-
ments — cited throughout
this report in footnotes — for
more specific or timely data.
In addition, readers may find
a certain amount of duplica-
tion between chapters; this is
because each chapter is de-
signed to stand alone as a
reference document.

The chapters and the topics
they cover are as follows:

Chapter I provides a brief
overview of how typical State
criminal justice systems are
structured, how the criminal
justice process works, and
how criminal justice practi-
tioners use criminal history
records. It describes the main
case processing steps in a
typical State’s criminal jus-
tice system and identifies the
decision points in these proc-
esses that require reliance on
criminal history records, with
a brief explanation of the
types of information needed
and the time frames within
which it is needed. The
chapter also identifies the
decisions and actions that
occur in the course of crimi-
nal case processing that are
reflected, or that should be
reflected, in criminal history
records.

Chapter II provides an over-
view of existing criminal
history record systems, with
emphasis on the State central
repositories and the FBI’s
criminal history record sys-
tems. The chapter includes a
summary of the historical
evolution of the State re-
positories and the FBI’s re-
cord systems. It then
describes the types and num-
bers of records maintained by
the repositories and the FBI,
the extent of present and
planned automation, the
number of inquiries handled,
and major criminal justice
and noncriminal justice users.
The chapter also describes

how information is reported
to the repositories and the
FBI and how users have ac-
cess to the information. Fi-
nally, the chapter describes
the quality of the information
maintained by the reposito-
ries, the format and content
of the criminal history re-
cords they disseminate, and
the principal systematic and
procedural strategies utilized
to ensure data quality and
system integrity.

Chapter III analyzes the
legal standards applicable to
the criminal history record
repositories, including con-
stitutional and common law
doctrines, as well as statutory
and regulatory requirements.
This chapter also analyzes in
some detail the laws, regula-
tions, and policies relevant to
two major issues concerning
criminal justice information
management — data quality
and dissemination.

Chapter IV describes some
of the technological innova-
tions and information man-
agement strategies now in use
or available to criminal re-
cord repositories to improve
record quality and the ability
to exchange information.
Technologies, innovations,
and strategies described in-
clude:

e Automated reporting of
criminal history informa-
tion to the repositories by
law enforcement agen-
cies, prosecutors, courts,
and corrections agencies.

e Automated fingerprint
identification technology,
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its impact on the accu-
racy of the identification
function, and the effi-
ciency of inquiry and re-
sponse procedures.

e Livescan fingerprint
technology and its impact
on the efficiency and ac-
curacy of arrest subject
processing, inquiry proc-
essing, and the transmis-
sion of fingerprint images
to the repositories.

e Justice system integration
that provides higher
quality criminal history
records by reducing re-
dundant data entry, and
that facilitates the trans-
fer of information to
agencies participating in
the criminal justice proc-
ess and, ultimately, to the
criminal history reposi-
tory.

e Data warehousing tools
that program incoming
data and transform ex-
isting data so the data can
be used in detailed re-
search, analysis, and
planning.

e Data exchange standards
that allow information
sharing among justice
agencies using equipment
manufactured by differ-
ent vendors.

e Internet security strate-
gies that may allow the
wide-scale transfer of
criminal history informa-
tion on the Internet, and
which may ultimately re-
duce dependence on
costly dedicated net-
works and improve data
quality at the repository

level by providing cost-
effective on-line access
to smaller justice agen-
cies.

e Policy innovations that
allow justice entities to
maximize the capabilities
of emerging information
technologies and systems
and that increase trust in
the systems by develop-
ing recognized policies
and requirements for
system operation, which
attract more justice par-
ticipants.

Chapter V describes the III,
including an overview of the
system’s structure and the
history of phased testing and
implementation up to the pre-
sent. The chapter describes
how the processing of crimi-
nal justice and noncriminal
justice inquiries presently
works using FBI files, the
National Fingerprint File, the
Master Name Index, and
other information sources.
The chapter also describes
the principal burdens and
benefits that participation in
the system will entail for the
State repositories and the
FBI. Finally, the chapter
summarizes the provisions of
the National Crime Preven-
tion and Privacy Compact,
which formalizes III partici-
pation by the FBI and the
State repositories for non-
criminal justice purposes.

Chapter VI provides a brief
overview of current Federal
initiatives and activities that
affect or are related to crimi-
nal history record systems,
including:
e The FBI’s Integrated
Automated Fingerprint
Identification System.

e The National Instant
Criminal Background
Check System, mandated
by the Brady Handgun
Violence Prevention Act.

e Federal grant programs to
improve data quality.

e The National Sex Of-
fender Registry Assis-
tance Program.

e The Crime Identification
Technology Act of 1998.

e The National Crime Pre-
vention and Privacy
Compact.
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Chapter I: How the criminal justice system works and

how it uses criminal history records

This chapter provides an
overview of how the criminal
justice system works and how
criminal justice personnel
utilize criminal history re-
cords.

Section 1: Typical State
criminal justice system
structure, describes a typical
State criminal justice system
structure, and includes a dis-
cussion of criminal codes and
procedures, police agencies,
local detention facilities,
prosecution agencies, courts,
and corrections agencies.

Section 2: Typical State
criminal justice process,
describes how criminal cases
are processed in a typical
State criminal justice system
— from investigation through
arrest, prosecution, adjudica-
tion, and correctional super-
vision.

Section 3: How criminal
justice practitioners use
criminal history records,
identifies the actions and de-
cisions in the criminal justice
process that require a reliance
on criminal history record
information, and explains the
types of information needed
and the time frames within
which it is needed.

Use and Management of Criminal History Record Information: A Comprehensive Report
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Background

This discussion is intended
for those readers who may
not be familiar with the
structure of the criminal jus-
tice system and how persons
accused of criminal offenses
are processed through the
system. This should enable
these readers to understand
why criminal history record
systems are necessary, and
how the efficiency of these
systems and the quality of the
information they provide can
significantly impact the ef-
fectiveness of criminal case
processing and the success of
crime control strategies.

Section 1: Typical
State criminal justice
system structure

Although there are local,
State, and Federal criminal
justice systems, the vast ma-
jority of crimes are prose-
cuted under State law. For
this reason, this discussion
will focus primarily on State-
level systems, and will de-
scribe a more-or-less typical
State criminal justice struc-
ture. It should be stressed,
however, that the local, State,
and Federal systems are sig-
nificantly interrelated and
depend upon a high level of
cooperation among officials
at all three levels.

This section discusses these
components of a State crimi-
nal justice system:

e criminal codes and pro-
cedures

e police agencies

e local detention facilities
e prosecution agencies

e courts

e corrections agencies.

Criminal codes and
procedures

Some crimes are Federal by
nature, such as attempts to
assassinate the president,
certain antitrust violations,
and some criminal conspira-
cies or enterprises that utilize
the mails or other instruments
of interstate commerce.
These crimes are prosecuted
in Federal courts and con-
victed offenders are usually,
but not always, incarcerated
in Federal correctional facili-
ties.

Other crimes or violations are
local in nature, such as loi-
tering or public drunkenness.
These less serious offenses
are processed through local
systems at the city, township,
or county level.

Most crimes, however, are
State crimes, including mur-
der, robbery, burglary, rape,
and other dangerous crimes
that constitute the core of the
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Nation’s serious crime prob-
lem. Each of these govern-
mental levels — local, State,
and Federal — defines its
own criminal laws and crimi-
nal procedures. At the Fed-
eral level, the Congress’ has
enacted a Federal criminal
code defining Federal crimes
and a code of Federal crimi-
nal procedure setting out ap-
plicable rules for processing
criminal cases through the
Federal courts. State legisla-
tures enact criminal statutes
and procedural codes at the
State level. City councils or
similar governing bodies act
at the local level.

Each of these levels depends
upon a high degree of coop-
eration with criminal justice
officials at other govern-
mental levels. This interrela-
tion and cooperation is
especially important between
local and State governments
and exists at every phase of
the criminal justice process,
from investigation through
correctional treatment. These
roles are sometimes defined
by law, sometimes by formal
agreements, and sometimes
by informal practice.

Police agencies

Police protection is primarily
local in nature — a function
of cities, municipalities, or
counties. Most State law
violations are investigated by
local police, and crime sus-
pects are arrested and
charged at the local level. In

3 .
In this report, “the Congress” re-
fers to the United States Congress.

addition, other police units —
such as State troopers, Fed-
eral Drug Enforcement Ad-
ministration officers, or
Federal Bureau of Investiga-
tion (FBI) agents — may be
involved with local police in
the investigation, arrest, and
prosecution of certain cases.

Local detention facilities

Jails, which are also primar-
ily local in nature, detain not
only persons arrested for lo-
cal offenses, but also virtu-
ally all persons charged and
awaiting trial under State
law. Local jails may also
house Federal detainees and
State “prison-ready”” inmates
— convicted and sentenced
persons whose transfer to
State prison is delayed by
overcrowding or other rea-
sons. In most such cases,
State or Federal governments
pay fees to the local commu-
nities that house these prison-
ers.

Prosecution agencies

Prosecution is another essen-
tially local function that plays
a vital role in the enforce-
ment of State criminal laws.
Most prosecutors are elected
at the city, county, or district
level. They may be called
District Attorneys, as they are
in California and Wyoming,
or State’s Attorneys, as they
are in Illinois and South Da-
kota. They also may be called
Prosecuting Attorneys,
Commonwealth’s Attorneys,
County Attorneys, or City
Attorneys.

These locally elected and
locally accountable officials
are responsible for prosecut-
ing local offenses, and also
virtually all offenses defined
under State law. For many of
them, prosecuting State
crimes is their primary, and
often their exclusive, func-
tion.

Courts

Courts exist at the local,
State, and Federal levels.
Most States have “integrated”
court systems that, as a result
of reform and modernization,
have a more or less uniform
statewide structure that com-
bines local and State courts
into essentially one system.
Some States, such as Alaska
and Maryland, have what are
known as “unified” court
systems. In such systems, all
courts are directly adminis-
tered by the State, usually
through a State-level court
administration office.

There are magistrates’ courts,
lower-level trial courts, fel-
ony trial courts, and interme-
diate and final appellate
courts in a typical State judi-
cial system. Magistrates, or
Commissioners in some
States, conduct initial appear-
ances in criminal cases. They
may set bail, but usually have
no trial jurisdiction. Lower-
level trial courts, often called
Municipal Courts, County
Courts, or District Courts, are
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usually limited to trying mis-
demeanor cases and con-
ducting probable cause
hearings in felony cases.

The next tier is the felony
trial court, commonly called
the Circuit Court or Superior
Court. In New York, this
court is called the Supreme
Court. These are the basic
State trial courts with juris-
diction over felony offenses
and often over misdemeanor
cases appealed from the
lower trial courts. About one-
half of the States have inter-
mediate appellate courts,
usually called the Court of
Appeals. The State Supreme
Court tops the structure as the
highest State appellate court.
In New York, this court is
called the Court of Appeals.

Generally, there is a right of
appeal to the State Supreme
Court from the intermediate
appellate court, or directly
from the trial courts if no in-
termediate appellate court
exists. Under some circum-
stances, such as alleged deni-
als of constitutional rights,
Federal courts can review
State court decisions.

Corrections agencies

“Corrections” is an umbrella
term for probation agencies,
State prisons, and parole
agencies. Correctional super-
vision is primarily a State
function, although, again,
cooperation among govern-
mental entities is common. It
has already been noted that

local jails may hold State
prisoners.

In addition, State prisons may
hold Federal prisoners, such
as those who are in special
protection programs, while
Federal prisons may hold
State prisoners who are at
particular risk in the State
systems. A prisoner may
sometimes serve concurrent
State and Federal or State and
local sentences.

Section 2: Typical
State criminal justice
process

Although there may be
unique aspects of every
State’s criminal justice sys-
tem, the essential steps or
functions of practically each
State’s system are similar.
The following discussion de-
scribes how these essential
steps function in a typical
State system, and points out
some shortcomings in the
process that may detract from
the creation of adequate
criminal case records.

The steps or functions dis-
cussed in this section are:

e investigation

e arrest

e booking

e initial court appearance
e preliminary hearing

e pretrial release decision
e prosecutor review

e grand jury indictment

e arraignment

e trial court action

e appeal
e sentencing

e correctional supervision.

(See figure 1, which illus-
trates the sequence of events
in the criminal justice sys-
tem.)4

*The flowchart in figure 1, which
illustrates the sequence of events in
the criminal justice system, updates
the original chart prepared by the
President’s Commission on Law
Enforcement and Administration of
Justice in 1967, and which appeared
in the Commission’s report, The
Challenge of Crime in a Free Soci-
ety. The chart summarizes the most
common events in the criminal and
juvenile justice systems, including
entry into the criminal justice sys-
tem, prosecution and pretrial serv-
ices, adjudication, sentence and
sanctions, and corrections. Down-
loadable electronic files of both full-
color and black-and-white versions
of the chart, as well as instructions
for ordering full-color posters of the
chart, appear on the Bureau of Jus-
tice Statistics’ Web site at
http://www.ojp.usdoj.gov/bjs
/flowchart.htm.
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Investigation

Police conduct most criminal
investigations, but grand ju-
ries or other special bodies,
such as crime commissions or
legislative committees, may
also undertake investigations.
Most information utilized by
criminal investigators is
commonly referred to as “in-
telligence” information
(compiled in an effort to an-
ticipate, prevent, or monitor
possible criminal activity) or
“investigative” information
(obtained in the course of an
investigation into specific
alleged criminal acts).

Many State laws make a
sharp distinction between this
type of information and
criminal history record in-
formation. Intelligence and
investigative information is
regarded as more sensitive
and potentially more harmful
to privacy and confidentiality
interests. Consequently, it is
more strictly regulated in
many States. Investigators do
use criminal history record
information, however, as
shown in section 3 of this
chapter.

Arrest

The next stage in the process,
in most cases, is the arrest.
An arrest may occur pursuant
to an arrest warrant, although
an arrest warrant is not gen-
erally needed except for a
misdemeanor offense com-
mitted outside of the arresting
officer’s presence or when
the officer must enter the

subject’s premises to make
the arrest. The more typical
arrest is sometimes referred
to as an “on view” arrest.
This occurs when the officer
personally witnesses the
crime, or has sufficient in-
formation from a reliable
source to establish probable
cause that a crime occurred
and that the arrest subject
was involved.

In most instances, the arrest
is the event that triggers the
creation of a criminal history
record for a particular case.
Virtually all States have laws
or regulations requiring ar-
resting agencies to report
certain arrests to the central
repository.” (State central
criminal history record re-
positories are described in
chapter II.) These laws usu-
ally apply to all arrests for
offenses classified as felonies
or serious misdemeanors.

In addition to reporting in-
formation about the arrest,
the arrest subject and arrest
charges, arresting agencies
are also required to obtain
and submit the arrest sub-
ject’s fingerprints. These fin-
gerprints provide so-called
“positive identification” of
the record subject and are
crucial for these reasons:

>Robert R. Belair and Paul L.
Woodard, Data Quality of Criminal
History Records, Criminal Justice
Information Policy series, NCJ
98079 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, October 1985).
Hereafter, Data Quality Report.

e  Searching criminal his-
tory record systems.

e Linking prior arrest and
conviction records to per-
sons who subsequently
use false names.

e  Ensuring the admissibil-
ity of criminal records in
subsequent proceedings
for such purposes as
sentencing.

For these reasons, it is vitally
important that fingerprints be
obtained and submitted to the
repository for all cases that
are required by law to be in-
cluded in the repository’s
database.

In cases that begin with ar-
rest, most arresting agencies
have booking procedures de-
signed to ensure that finger-
prints are obtained and
submitted as required. Not all
cases begin with arrest, how-
ever. Citations, used in the
past primarily for minor of-
fenses, are being used more
often in many States for seri-
ous misdemeanors and even
for some felonies.

Citations are paper forms
given to the subject in lieu of
arrest and booking, and
which contain a legally en-
forceable order to appear in
court on a specified date or as
ordered. Since the subject is
not detained and booked, fin-
gerprints are not obtained and
submitted to the repository in
the usual way.

If there are no procedures in
place to ensure that
fingerprints are obtained at
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the time of the subject’s court
appearance, or at some other
point in the proceedings, the
case history may lack a basis
for positive identification.
Any resulting conviction may
not be legally admissible in
subsequent proceedings.
Moreover, without positive
identification, case
information cannot reliably
be associated with
information about prior and
subsequent offenses
committed by the record
subject, which is needed to
form a comprehensive
criminal history.

A similar problem is pre-
sented by cases in which ad-
ditional charges are filed
against persons already
charged in other cases. For
example, a person who is
arrested, charged, and finger-
printed in connection with an
alleged burglary may,
through subsequent investi-
gation, be linked to additional
burglaries, which may be
charged as separate cases.
New fingerprints are often
overlooked for these new
cases, even though the sub-
ject may still be in custody,
and appropriate steps may not
be taken to establish a link
between the new cases and
the earlier fingerprints.

‘Where an arrest does occur,
the detained person may later
be released without being
booked and charged. In such
cases, no report to the re-
pository is required and none
should be made. (This as-
sumes that no report on the

arrest, that is, a fingerprint
card, has already been sub-
mitted to the repository.)

Booking

The booking process is a
critical stage in a criminal
case’s information flow.
Booking typically involves
an entry into a chronological
arrest log or arrest register,
the filing of an arrest report
by an arresting officer, and
the preparation of a statement
of charges as the arresting
officer sees them.

Personal information about
an arrestee, such as name,
address, date of birth, sex,
race, eye and hair color,
weight, and any scars, marks,
or tattoos that may be useful
in identifying the person, is
obtained and recorded during
the booking process.

As noted previously, the
subject is fingerprinted if the
arrest is for a felony or a se-
rious misdemeanor. Typi-
cally, three sets of
fingerprints are obtained —
one for the arresting agency’s
files and two to be sent to the
State repository (one for the
repository’s use and one to be
forwarded to the FBI in ap-
propriate cases).

At some point in the booking
process, the agency queries
available criminal history
record systems to determine
whether the subject has a re-
cord of prior or pending cases
that may affect how he or she
is processed. These record

systems include the agency’s
own files, files maintained by
the criminal history record
repository in the State where
the agency is located, and
files included in the Interstate
Identification Index (III), if
positive identification is not
established during the local
and State inquiries. (Il is a
national system that can de-
termine whether the subject
has a Federal record or a re-
cord in another State. This
national-level system, often
referred to as “Triple I,” is
discussed in detail in chapter
V)

The booking stage is another
point at which an arrestee
may be released without
prosecution — an event that
could cause problems for
criminal history record re-
porting purposes if the sub-
ject was fingerprinted before
release and the fingerprints
were already sent to the re-
pository. A notice of the re-
lease must also be sent to
avoid the creation of an open-
arrest record without a nota-
tion that the case was offi-
cially terminated. A recent
survey of State repositories
revealed that around 60% of
the States have laws or regu-
lations that require law en-
forcement agencies to send
such notices to the reposi-
tory,® and audits have shown

%Sheila J. Barton, Survey of State
Criminal History Information Sys-
tems, 1999, Criminal Justice Infor-
mation Policy series, NCJ 184793
(Washington, D.C.: U.S. Depart-
ment of Justice, Bureau of Justice
Statistics, October 2000) p. 4 and
table 7. Hereafter, 1999 Survey.

Use and Management of Criminal History Record Information: A Comprehensive Report Page 13

2001 Update



that failure to send such no-
tices, even where required by
law, is a pervasive problem.

Not all arresting agencies
have booking facilities. In
such cases, the arrestee is
usually turned over to another
agency for processing. This is
commonly noted on the sub-
ject’s record as “TOT,” fol-
lowed by the name of the
receiving agency.

Initial court appearance

The defendant’s initial ap-
pearance before a court or
magistrate is the next step.
This must occur “without
unnecessary delay,” which in
some States means within 24
hours.

A number of things can hap-
pen at the initial appearance:

e The judge or magistrate
may make a probable
cause finding. In felony
cases, however, this is
usually delayed until the
next step in the process,
the preliminary hearing,
unless the two stages are
combined, as they are in
some jurisdictions.

e  Charges against the de-
fendant may be dis-
missed.

e Legal counsel may be
assigned if the defendant
is indigent.

e A pretrial release deci-
sion may be made.

e In nonserious cases, the
entire case may be com-
pleted and a disposition
may be entered.

All this information, with the
exception of the handling of
the nonserious case, is typi-
cally reportable to the State
repository and has conse-
quences for the completeness
and accuracy of the criminal
history record.

Preliminary hearing

The next step is the prelimi-
nary hearing, which may not
be required in all jurisdic-
tions, particularly in cases in
which a grand jury must issue
an indictment. Simply put,
the preliminary hearing de-
termines whether there is
enough evidence to hold
(“bind over”) the defendant
for trial. To make this deter-
mination, the judge or mag-
istrate must be satisfied
beyond a reasonable doubt
that a crime was committed,
and must find probable cause
that the defendant committed
the crime.

The court may take other ac-
tions at this time as well. For
example, if the prosecutor
cannot present enough evi-
dence to meet the required
findings, the judge will dis-
miss some or all of the
charges. The judge also may
make or change a pretrial
release decision, such as an

Pretrial release decision

As noted, the pretrial release
decision may occur as early
as the initial appearance. It
may be reviewed and
changed, possibly several
times, at later stages of the
case proceedings.

Courts have a number of
pretrial release choices based
upon available information
about the crime with which
the defendant is charged, the
defendant’s prior criminal
record, and the likelihood
that the defendant will appear
or fail to appear for trial:

e The defendant may be
jailed without bail if the
defendant is charged with
a capital offense, or if the
court finds that the de-
fendant may not appear
for trial or may pose an
undue risk to the com-
munity if released.

e The defendant may be
jailed in default of bond,
if bail is set and the de-
fendant is unable to post
bond.

e The defendant may be
released on cash bond or
without bond (released
on his or her own recog-
nizance or “ROR”).

e The defendant may be
released on specific con-
ditions or restrictions de-
signed to keep the
defendant out of trouble
and to reduce the likeli-

increase or decrease in bail. hood of flight.
Selected tables from the 1999 Sur-
vey are set out in this report as ap-
pendixes 9-18.
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If the defendant is released
and fails to appear for ar-
raignment or trial, an arrest
warrant may be issued, and
bond may be revoked or
changed.

Prosecutor review

Although the point at which
the prosecutor first becomes
involved in the process varies
from jurisdiction to jurisdic-
tion, this involvement typi-
cally begins soon after arrest.
After reviewing the offense
circumstances, the arrestee’s
prior record, if any, and any
other available information,
the prosecutor may decide to
file all of the charges indi-
cated by the arresting officer
in the statement of charges,
or the prosecutor may decline
to prosecute some or all of
the charges. The prosecutor
may also add or modify
charges.

If the prosecutor decides to
go ahead with the proceed-
ings, the prosecutor may ini-
tiate prosecution in some
cases by filing an “informa-
tion” with the appropriate
court.” The prosecutor may
also present the charges to a
grand jury and seek an “in-
dictment.” Grand jury in-
dictment is commonly
required in felony cases un-
less waived by the defendant.

" An “information” is a formal ac-
cusation against a person for the
commission of a crime. It differs
from an indictment in that an infor-
mation is presented by a public
officer, usually the prosecutor, upon
his oath, rather than by the grand

jury.
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Once a case is filed, it takes a
court order based upon good
cause shown to drop any of
the charges.

Grand jury indictment

A grand jury is “grand” be-
cause it is typically larger
than a regular trial jury,
which usually consists of 12
persons. Grand juries fre-
quently consist of 23 jurors,
although State laws may set
other sizes. Grand juries re-
ceive complaints and accusa-
tions in criminal cases, hear
evidence presented by the
prosecutor, and decide
whether there should be a
trial. If a grand jury finds that
there is sufficient credible
evidence to sustain the
charges presented by the
prosecutor, it issues a “true
bill of indictment.”

It is also possible in some
cases for the grand jury to
conduct investigations and
initiate criminal proceedings
on its own. It then issues
what is commonly called a
“grand jury original” indict-
ment. If the subject of the
indictment is not already in
custody, the appropriate court
may issue an arrest warrant.
The court may also issue a
“summons” directing the per-
son to appear in court on a
specified date. In such cases,
care must be taken to ensure
that the person’s fingerprints
are obtained at the court ap-
pearance or the case record
may lack positive identifica-
tion.

Arraignment

After charges are formally
filed by indictment or infor-
mation, the accused person is
scheduled for arraignment
before a court. At this ap-
pearance, the accused is ad-
vised of the charges filed and
of his or her rights under the
law. For example, if the ac-
cused person does not already
have legal counsel, he or she
is advised of right to counsel,
including the right to court-
appointed counsel if the ac-
cused is indigent. If the ac-
cused person has counsel or
waives legal representation,
he or she is asked to enter a
plea.

Plea options include guilty or
not guilty to some or all of
the charges, or nolo conten-
dere (no contest) to some or
all of the charges. The ac-
cused may also plead not
guilty by reason of insanity
or diminished capacity, or
guilty but insane. In this re-
gard, before the trial can
continue, the judge must de-
termine whether the accused
is competent to understand
the proceedings and to assist
counsel in his or her defense.

The defendant may enter a
plea as a result of charge or
sentence negotiations with
the prosecutor. The judge
may reject a guilty plea if the
judge finds that the defendant
was coerced or does not un-
derstand the charges or the
consequences of his or her
plea. If the judge accepts a
guilty or a no-contest plea,
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the judge normally enters a
judgment of conviction on
the record. The judge may
also impose sentence if the
charges are not serious. Sen-
tencing is usually set for a
later date in cases involving
felonies or serious misde-
meanors, and the judge may
order a presentence report to
guide the sentencing deci-
sion.

If the defendant pleads not
guilty to some or all of the
charges or if a guilty plea is
rejected, the case is sched-
uled for trial on the remain-
ing charges.

Trial court action

Trial usually results in an
acquittal or conviction on
some or all of the charges.
Other common trial court
judgments can include, as to
some or all of the charges:
dismissal, nolle prosequi (no
further prosecution), not
guilty by reason of insanity,
and guilty but insane.

There are other trial out-
comes that can result in con-
fusing criminal history
records, such as “probation
without verdict.” This usually
results from plea negotia-
tions, and can occur before a
plea is entered or after the
entry of a guilty plea but be-
fore the entry of a judgment
of conviction. In such cases,
the defendant is placed on
probation with specified re-
strictions or conditions for a
designated period. At the end
of that time, the charges are

dismissed if the defendant
has complied with the condi-
tions. If the defendant has not
complied, trial may resume
or the court may enter a
judgment of conviction on
the guilty plea and proceed to
sentencing.

Another such outcome is in-
definite postponement. This
is usually ordered pursuant to
a plea negotiation and is un-
dertaken to determine
whether the defendant can
refrain from law enforcement
contact for a specified period.
If so, the case is dismissed. If
not, trial is resumed.

Deferred judgments of this
kind present recordkeeping
problems because, often-
times, no notice is sent to the
State repository at the end of
the probationary period indi-
cating whether the charges
were dismissed or reinstated.
As a result, the criminal his-
tory record maintained by the
repository may be ambiguous
as to whether the case has
been concluded and what the
final outcome was.

The conclusion of trial pro-
ceedings is another point at
which bail may be reviewed
and changed. After convic-
tion, the risk of flight may be
thought to have increased and
a higher bail may be justified.
Bail may also be denied
pending sentencing or appeal.

Appeal

An appeal may follow sen-
tencing or may be instituted

before sentence is imposed.
Some appeals may be auto-
matic, as in death penalty
cases; in other cases, the con-
victed person may have a
right to appeal if he or she
chooses. In certain cases,
however, appeal may be at
the discretion of the appellate
court.

There are also so-called
“post-conviction actions’ that
can result in appellate review
of some aspects of criminal
cases. The most common is
the writ of habeas corpus, the
function of which is to obtain
release from unlawful im-
prisonment. This and other
post-conviction actions can
be based on claims of inade-
quate legal representation or
denial of certain constitu-
tional rights, among other
grounds, and can result in
review by State and Federal
appellate courts.

Sentencing

A sentence may be decided
or recommended by the jury,
as in capital cases, or im-
posed by the judge. Typi-
cally, a sentencing hearing is
held for felony cases. In all
States, the sentencing judge
has the discretion, by express
statutory authority or by vir-
tue of inherent judicial pow-
ers, to order the preparation
of a presentence report to
guide the sentencing deci-
sion.® The presentence report

8Paul L. Woodard, Sratutes Re-
quiring the Use of Criminal History
Record Information, Criminal Jus-
tice Information Policy series, NCJ
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almost always includes in-
formation about the defen-
dant’s past criminal activity.

Sentencing options may in-
clude (separately or in com-
bination):

e the death penalty

e incarceration in a prison,
jail, or other facility

e probation

e asuspended sentence, in
whole or in part

e afine
e  restitution

e forfeiture of the proceeds
of the crime

e confinement in a mental
health facility

e community service.

The judge may have discre-
tion as to sentence choices
and sentence length, but State
law may provide for manda-
tory, determinate, or en-
hanced sentencing in some
cases, and may limit or deny
probation eligibility. Sen-
tencing approaches are dis-
cussed in section 3 of this
chapter.

Correctional supervision

The final step in the criminal
justice process is correctional
supervision. Basically, this
step includes the so-called

129896 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, June 1991) p. 15.
Hereafter, Statutes Report. Selected
tables from the Statutes Report are
set out in this report as appendixes
1-7.

“three Ps”: probation, prison,
and parole.

Incarceration in a State prison
is usually for persons who are
convicted of felonies and re-
ceive sentences of 1 year or
more. Sentences of less than
a year are usually served in
local jails or other local fa-
cilities. A person may receive
a “split sentence”; that is, the
person may serve some time
but also receive a period of
probation. If a person is
placed on probation in lieu of
incarceration and fails to
comply with the terms of
probation — including mak-
ing monetary restitution, if so
ordered — probation may be
revoked and the person may
be sent to jail or prison. The
same applies to a person who
is paroled after serving part
of a term of incarceration and
fails to comply with the con-
ditions of parole.

Section 3: How
criminal justice
practitioners use
criminal history
records

This chapter has previously
mentioned some of the uses
that criminal justice practi-
tioners make of criminal his-
tory records. This section
reviews in more detail the
uses, both mandatory and
discretionary, that such prac-
titioners make of criminal
history records as they per-
form their duties in process-
ing offenders through the

criminal justice system.
These uses include:

e police uses

e pretrial release uses
e  prosecutor uses

e court uses

e corrections uses.

This section discusses the
types of criminal history re-
cord information needed to
guide criminal justice deci-
sionmaking, and also dis-
cusses the time frames within
which the information is
needed.

Background

The importance of the crimi-
nal history record to the ef-
fective functioning of the
criminal justice system can
hardly be overstated. Re-
search has shown that as
many as two-thirds of all per-
sons arrested for criminal
offenses have prior criminal
records, often including of-
fenses in multiple jurisdic-
tions or States.” Many
arrestees, if identified as prior
offenders, would be treated
differently than first offend-
ers. For example:

e  Prior offenders might not
be released on bail or on
their own recognizance.

e Prior offenders might not
be able to legally pur-
chase firearms, which
would enable them to
commit more crimes.

*Ibid., p. 1.
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e In many cases, prior of-
fenders would not be eli-
gible for probation or
other lenient treatment.

e In some cases, prior of-
fenders would be subject
to upgraded or enhanced
charging and sentencing
and would receive longer
prison terms.

e In some cases, prior of-
fenders might be subject
to sentencing as career or
habitual offenders to long
prison terms without pa-
role.

Thus, simply put, the avail-
ability or nonavailability of
complete, accurate, and
timely criminal history re-
cords can have a direct im-
pact on the functioning of the
criminal justice system.

Police uses

Police agencies use criminal
history records in numerous
ways, including as an inves-
tigative tool. Criminal re-
cords can aid them in
compiling suspect lists, based
upon prior criminal patterns,
or in eliminating suspects
who can be determined to
have been incarcerated at the
time of the crime. Informa-
tion about a suspect’s prior
record can also be helpful in
obtaining a search warrant or
establishing criminal knowl-
edge or motive.

The record can be extremely
useful to the police officer in
the field. When an officer
makes a stop, information
about the stopped person’s

dangerousness or past violent
activity can save the officer’s
life. In addition, information
about a suspect’s criminal
record may be necessary to
determine whether a crime
has occurred, such as posses-
sion of a firearm or other
dangerous weapon by a felon.
There are provisions in the
penal codes of the Federal
Government, 49 States, the
District of Columbia, and the
U.S. Virgin Islands making it
a criminal offense, usually a
felony, for a person previ-
ously convicted of a felony to
own, possess, or carry a fire-
arm or, in some States, cer-
tain other dangerous

10
weapons.

A suspect’s status as an es-
capee or failure to comply
with the conditions of his or
her current status as a proba-
tioner, parolee, or bailee can
also be determined from the
suspect’s criminal record, if it
is complete and current.

Pretrial release uses

The presence or absence of a
prior criminal record is ar-
guably the most relevant in-
formation to a judge or

"6bid. at table 10 lists the 43
States that had implemented such
laws when the Statutes Report was
issued in 1991. Six States — Geor-
gia, Idaho, Indiana, Massachusetts,
Michigan, and South Dakota —
have since banned those convicted
of or charged with, but not yet tried
for, felonies from possessing fire-
arms. Vermont was the only State in
mid-2001 not to have such laws.
Table 10 is included in this report as
appendix 1.

magistrate deciding whether
and under what conditions to
release a person on bail
pending trial. Indeed, all 50
States, the Federal Govern-
ment, the District of Colum-
bia, the U.S. Virgin Islands,
and Puerto Rico have statu-
tory or constitutional provi-
sions or court rules that
explicitly require or permit
the consideration of an ar-
rested person’s prior criminal
record in making pretrial and
post-trial release decisions."'

In some cases, pretrial release
is prohibited by law if per-
sons charged with designated
offenses were already on bail
when arrested, or if they have
previous convictions for
designated offenses. In addi-
tion, laws in many States
permit courts to order “pre-
ventive detention” of persons
with prior records that indi-
cate that they would be dan-
gerous or might commit
further crimes if released.

Information that an arrested
person has previously failed
to appear as ordered (usually
noted on criminal history re-
cords as “FTA”) is also im-
portant at the bail-setting
stage. Virtually all States
permit such information to

"bid. at table 2 lists the 47 States
that had implemented such laws
when the Statutes Report was issued
in 1991. Idaho, New Hampshire,
and Oklahoma have since imple-
mented similar laws. An excerpt
from table 2 is included in this re-
port as appendix 2.
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influence pretrial release de-
cisions, including the denial
of bail if the subject is
deemed likely to flee based
on prior FTAs and the seri-
ousness of the current crime.

Prosecutor uses

Prosecutors are among the

heaviest users of criminal

history records. They use

such records from the mo-

ment they become involved

in criminal cases until the

cases are terminated at the

defendants’ parole hearings

or earlier. Complete and ac-

curate criminal history record

information is needed by

prosecutors to provide input

and make decisions regard-

ing:

e bail

e enhanced charging

e plea bargaining

e presentations to grand
juries

e habitual or career crimi-
nal prosecutions

e impeachment of wit-
nesses

e sentence recommenda-
tions

e parole board hearings.

All States have statutory pro-
visions that authorize or re-
quire arrested persons with
designated prior convictions
to be charged as repeat of-
fenders, habitual offenders,
or career offenders, and, if
convicted, to be sentenced to
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enhanced prison terms.'* Un-
der some of these laws, the
prosecutor must allege habit-
ual or repeat offender status
in the charging document, or
give early notice of his intent
to seek an enhanced sentence.

In addition, almost all of the
States have provisions appli-
cable to certain crimes that
upgrade second and subse-
quent offenses, of the same or
similar type, to higher classes
of crimes than first offenses
— from a misdemeanor to a
felony, for example, or to a
more serious class of felony
or misdemeanor." In some of
these cases, the upgraded of-
fense must be specified in the
charging document. This
means that the prosecutor
must have complete informa-
tion about a defendant’s prior
record at the time the case is
filed in court, because the
class of offense charged can
affect the type of charging
document that must be used
or the court in which the case
must be filed.

Court uses

Courts are also heavy users
of criminal history record
information, although judges
may not be aware in some
cases that the information
before them comes primarily
from repository-supplied
criminal history records.

IZIbid., pp- 13-14 and table 5. An
excerpt from table 5 is included in
this report as appendix 3.

Blbid., p. 11 and table 3. An ex-
cerpt from table 3 is included in this
report as appendix 4.

They customarily receive the
information in modified form
— in bail reports prepared by
bail agencies or other agen-
cies, in presentence reports
prepared by probation de-
partments, or in presentations
by the prosecutor.

— For bail, pretrial, and
trial decisions

As noted previously, courts
need criminal history record
information for bail and pre-
trial release decisions at an
early stage in criminal pro-
ceedings, many times within
24 hours of the defendant’s
arrest. They also use criminal
history record information in
making probable cause de-
terminations, issuing arrest
warrants, and accepting or
rejecting pleas.

In some instances, courts are
authorized to consider evi-
dence of prior crimes by a
defendant during the trial
itself. Such evidence may be
admissible, for example, to
show motive, intent, criminal
knowledge, common plan or
scheme, or method of opera-
tion (modus operandi or
“M.0.”). Certain prior con-
victions may also be admissi-
ble to attack the credibility of
the defendant, if the defen-
dant testifies, or of other wit-
nesses.

— For sentencing
decisions

The most frequent use of

criminal history records by
courts, however, is in con-
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nection with sentencing. As
mentioned, many State laws
permit or require courts to
upgrade charges or impose
enhanced sentences for per-
sons with prior conviction
records, including life sen-
tences without parole for
certain habitual offenders in
some cases.

Some of these enhancement
laws take into consideration
not only past convictions, but
also the number and duration
of prison terms previously
served and the length of time
between release and renewed
criminal involvement."* In
addition, virtually all of these
laws take into account con-
victions in any State or Fed-
eral court and, in some cases,
in territorial or foreign courts
as well.”

In lieu of, or in addition to,
specific upgrade or enhance-
ment laws, some jurisdictions
have established sentencing
guidelines or presumptive or
determinate sentencing
structures based in part on
prior convictions as aggra-
vating factors, or on sentence
computation formulas that
include prior convictions as
factors in the computation.'®

— For probation and
parole decisions

Courts also take criminal
history record information

“Ibid., p. 14 and table 4. An ex-
cerpt from table 4 is included in this
report as appendix 5.

into account when deciding
whether to place offenders on
probation or to impose limits
on parole eligibility for incar-
cerated offenders. In some
jurisdictions, these decisions
are left to the discretion of
the courts. In other instances,
the limitations are mandatory.
For example, many repeat
offender, habitual offender,
and sentence enhancement
laws noted previously pro-
vide for mandatory prison
terms, foreclosing probation
as a possible sentence. Many
of them also deny or limit
parole eligibility. Probation
may also be prohibited by
law for certain convicted per-
sons who have previously
been convicted of certain se-
rious offenses, such as mur-
der or other offenses
involving violence."’

Corrections uses

The most frequent use of
criminal history record in-
formation by correctional
agencies is in the preparation
of presentence reports, which
commonly are prepared by
parole or probation agencies.
Correctional officials also use
such information for classifi-
cation purposes,'® and in
making decisions about eligi-
bility for good time credits,
early release, work furlough,
or release on parole."

"Ibid., p. 14.
lglbid., p- 51 and table 8. Table 8

is included in this report as appen-
dix 6.

lglbid., pp. 55-56 and table 9. An

As noted earlier, numerous
States have reformed their
sentencing structures in re-
cent years to provide for de-
terminate sentencing pursuant
to sentencing guidelines or
mandatory sentencing struc-
tures. Under some of these
laws, offenders are required
to serve the sentences im-
posed, less good time credits
only, with release on parole
prior to sentence expiration
no longer permitted.

Other State laws deny or
limit parole eligibility for
certain offenders based on the
number and seriousness of
prior convictions. Even
where parole eligibility is not
specifically constrained by
statute, parole decisions
commonly are based in large
part upon the seriousness of
the offender’s present offense
and his past criminal record.

Types of information
needed

It should be obvious that
criminal justice practitioners
use criminal history records
to guide decisionmaking at
every stage of the criminal
justice process. It should also
be obvious that the informa-
tion they need for these pur-
poses includes more than just
a list of arrest charges and
court dispositions. Proper
enforcement of the laws and
effective implementation of
crime control strategies may
require them to know not
only the number, nature, and
dates of prior convictions, but

lslbid., p. 14. excerpt from table 9 is included in also:
16Ibid., p- 13. this report as appendix 7.
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e  Whether an offender was
on bail or some other
form of supervision at the
time of arrest.

o  Whether an offender has
a history of violation of
release conditions or fail-
ure to appear as ordered.

e Whether other cases are
pending against the of-
fender and the status of
such cases.

e Whether particular past
crimes involved the use
of dangerous weapons or
actual or threatened vio-
lence.

e Whether prior convic-
tions were for felonies or
misdemeanors.

e Whether an offender has
served previous terms of
imprisonment.

e Whether new and prior
incidents of criminal in-
volvement were sepa-
rated by specified periods
during which the individ-
ual was free of criminal
involvement. In addition,
court officials often ex-
press a need for informa-
tion about previous
failures to pay fines or
restitution and informa-
tion about less serious of-
fenses that, in many
States, are not required to
be reported to the re-
pository, usually because
there is no legal require-
ment to obtain finger-
prints in such cases.”’

SEARCH Group, Inc., Report of

the National Task Force on Crimi-
nal History Record Disposition

Reporting, Criminal Justice Infor-
mation Policy series, NCJ 135836
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Finally, it should be re-
emphasized that virtually all
laws that require or permit
criminal justice decisions
based upon past criminal in-
volvement take into account
prior convictions in any State
or Federal court, and some-
times in territorial or foreign
courts as well.

Time frames within
which information is
needed

The time frame within which
criminal history record in-
formation is needed by
criminal justice practitioners
varies considerably. As noted
previously, information for
bail-setting purposes may be
needed within 24 hours of
arrest. Some of the investiga-
tive needs of law enforce-
ment officers may also
necessitate short response
times. Prosecutors need
criminal history record in-
formation at an early stage of
criminal proceedings for
charging purposes and for
making bail recommenda-
tions.

A growing number of States
have procedures, facilities,
and automated information
systems for making finger-
print-verified criminal history
record responses available
within such short time
frames. Some jurisdictions
have bail agencies or other
agencies charged with the

(Washington, D.C.: U.S. Depart-
ment of Justice, Bureau of Justice
Statistics, June 1992) p. 3. Hereaf-
ter, National Task Force Report.

responsibility of obtaining
and providing information for
use in bail determinations. In
some cases, these agencies
may have the staff and facili-
ties for making inquiries to
obtain complete and accurate
information concerning prior
criminal records. In many
cases, however, the only in-
formation available in time
for initial bail determinations
is a criminal history record
transcript received in re-
sponse to a name search of
the State’s criminal history
system and whatever infor-
mation is provided by the
police or is known to the
prosecutor or the court.

Because name searches are
not fully reliable and existing
criminal record files may be
inaccurate and incomplete,
particularly with respect to
case disposition information,
some short-term needs of
criminal justice officials are
not currently being met. In
some jurisdictions, however,
new technology is solving
some of these problems.
(This is discussed in chapter
Iv.)

Other needs are not as time-
critical. For example, agen-
cies ordered to prepare pre-
sentence reports generally
have time to investigate and
compile needed information.
There is often time to obtain
a fingerprint-based search of
the State’s criminal record
system, thus avoiding the risk
of missing previous record
information if the subject
gave a fictitious name when
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arrested. There may also be
sufficient time to receive a
response from the III system
indicating whether the sub-
ject has a record in another
jurisdiction. Finally, there
may be sufficient time to
contact courts and correc-
tional agencies, if necessary,
to obtain missing disposition
information or to verify the
accuracy of recorded arrest
and disposition information.
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Chapter Il: Overview of existing criminal history

record systems

This chapter describes the Nation’s existing criminal history record
systems at the State and Federal levels.

Section 1: Evolution of criminal history record systems, pro-
vides a brief historical review of the evolution of criminal history
record systems at the State and Federal levels.

Section 2: Information maintained in the Nation’s criminal his-
tory record systems, summarizes the types of information main-
tained by State and Federal criminal history record repositories,
including identification, criminal history, and juvenile information.

Section 3: The current status of the Nation’s criminal history
record systems, summarizes a recent Bureau of Justice Statistics
survey of State criminal history record systems and describes:

e The number of criminal history records maintained by State
and Federal repositories.
e The extent of repository automation.

e The reporting and access procedures utilized by the reposito-
ries.

Section 4: The product of the repositories — the criminal his-
tory record, discusses the quality of information maintained by the
repositories, and the adequacy of the content and format of the
criminal history records they produce.

Background
State-level systems

State-level criminal history
records are collected, main-
tained, and disseminated by
“State central repositories,”
which are agencies or bu-
reaus within State govern-
ments. These repositories are
often housed within the State
police or a cabinet-level
agency with public safety and
criminal justice responsibili-
ties, such as the Department
of Law Enforcement or the
Department of Public Safety.

Customarily, the repositories
are charged under State law
with the following:

e Establishing
comprehensive criminal
history records.

e Establishing an efficient
and timely record re-
trieval system.

e Ensuring accurate and
up-to-date records.

e Establishing rules and
regulations governing the
dissemination of criminal
history records to crimi-
nal justice and noncrimi-
nal justice users. Today,
all 50 States, Puerto Rico,
and the District of Co-
lumbia have established
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central repositories for
criminal history re-
cords.”!

Federal-level systems

At the Federal level, the Fed-
eral Bureau of Investigation
(FBI) functions as a criminal
history information reposi-
tory for both Federal offender
information and for records
of arrests and dispositions
under State law. As discussed
in this chapter, the FBI’s
criminal history record in-
formation role is changing at
the beginning of the 21*
century.

In the past, the FBI operated
as a centralized criminal his-
tory file that served as the
primary source for national
record searches and interstate
record exchanges. Actions
are under way that will trans-
form the Bureau’s role to that
of a “S1st State repository”
that will maintain and make
available information on
Federal offenders primarily.
States will send only first-
arrest information to the FBI,
which will use the data to
keep current the Interstate
Identification Index (III), a
listing of offenders and the
States that maintain their
criminal history records.
States will collect any subse-

'paul L. Woodard and Eric C.
Johnson, Compendium of State Pri-
vacy and Security Legislation: 1999
Overview, NCJ 182294 (Washing-
ton, D.C.: U.S. Department of Jus-
tice, Bureau of Justice Statistics,
July 2000) p. 5. Hereafter, 1999
Compendium.

quent criminal history infor-
mation that accrues on the
offenders, and will make of-
fenders’ entire criminal histo-
ries and related information
available for queries from
other States or from author-
ized Federal entities. This
process will spare State re-
positories and the FBI from
maintaining costly duplicate
records, and will provide
greater access to State-level
criminal history information,
which is generally more ac-
curate than that maintained at
the Federal level.

Under this process, the FBI
will maintain these systems:

e  The III, which will
permit authorized re-
questors to determine
whether any State or
Federal repository main-
tains a criminal history
record about a particular
subject.

e The National Fingerprint
File, which will provide
positive identification of
all offenders indexed in
the national system.
(These national systems
are discussed in detail in
chapter V.)

Section 1: Evolution of
criminal history record
systems

Although the Nation’s crimi-
nal history record system is
far from complete, vast
strides have been made, both
in terms of the extent to

which the system is orga-
nized in an effective and co-
ordinated manner, and in
terms of the quality of the
system’s product. It was not
always so.

This section reviews the his-
torical evolution of criminal
history record systems, and
includes discussions of the
following:

e Establishment of early
police departments.

e Early identification and
recordkeeping systems.

e Efforts to establish State
and Federal criminal
history record systems.

Establishment of early
police departments

At the beginning of the 20th
century, there was hardly
such a thing as a criminal
history record, much less a
criminal history record sys-
tem. Indeed, prior to 1835,
not a single American city
enjoyed even an organized
police force, much less an
organized police record sys-
tem. In 1835, Boston became
the first city to establish a
full-time police force. New
York followed suit in 1844.

State governments took on
the role of establishing orga-
nized police forces in less
populated areas of the coun-
try. Texas, for instance, es-
tablished the Texas Rangers
in 1853. Shortly thereafter,
Arizona established its own
State police force. By the end
of the 19th century, every
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major urban area and all re-
gional and State areas had
established law enforcement
agencies.”

Early identification and
recordkeeping systems

This is not to say, however,
that 19th century police
forces were keeping criminal
history record information.
Rather, throughout the 19th
century, most urban Ameri-
can police departments, if
they kept records at all, kept
what can be called the pre-
cursor of the criminal history
record — the so-called “po-
lice blotter.” The blotter was,
and is, a purely chronological
listing of events occurring
each day in a particular po-
lice department or, more of-
ten, in a particular precinct or
subdivision of a police de-
partment. Customarily, the
blotter contains the name,
age, sex, and race of persons
arrested, along with citations
to alleged offenses.”

ZRobert R. Belair, Intelligence
and Investigative Records, Criminal
Justice Information Policy series,
NCJ 95787 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, February 1985) p.
14. Hereafter, Intelligence and In-
vestigative Records. See also, James
N. Gilbert, Criminal Investigation
(Columbus, Oh.: Charles Merrill
and Company, 1980) chapter 3.
Hereafter, Gilbert.

SRobert R. Belair, Original Re-
cords of Entry, Criminal Justice
Information Policy series, NCJ
125626 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, November 1990)
pp. 6-7. See also, Michael J. Petrick,
“The Press, the Police Blotter and
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It was not until the emer-
gence of a reliable system for
identifying individuals, and
thus “positively” linking re-
cords to individuals, that law
enforcement agencies began
to keep records that were
“about individuals,” as op-
posed to being “about
events.” As early as the post-
Civil War period, famed de-
tective Allan Pinkerton
launched his own crude
criminal history record sys-
tem with respect

to persistent criminals. Pink-
erton called for the estab-
lishment of a national system
to collect and maintain re-
cords, including photographs,
of active criminals.

The first systematic attempts
to develop criminal identifi-
cation systems included
name-based registers of ha-
bitual criminals combined
with photographs, and an
anthropometric system for
taking exact measurements of
physical features which was
developed in the mid-19th
century by Alfonse Bertillon
of France. In 1896, the Inter-
national Association of
Chiefs of Police (IACP) es-
tablished the first “national”
criminal identification system
in Chicago.”

At about the same time, the
“Henry Classification Sys-
tem” emerged as the first ef-

Public Policy,” 46 Journalism
Quarterly 475 (Autumn 1969) n.1.
24Intelligence and Investigative
Records, p. 18. See also, Gilbert, p.

17.
BGilbert, p. 17.

fective method for the use of
fingerprints to positively
identify previous offenders
and to search identification
files.” In 1908, the U.S. De-
partment of Justice (DOJ)
formed the Identification Bu-
reau (the forerunner of the
FBI), whose responsibilities
included the establishment of
a fingerprint-based criminal
history record information
system.”” By 1911, finger-
printing was a commonplace
and important part of the
American criminal justice
system. Fingerprints were
being used by the police, in
the courts, by corrections
agencies, and for many other
justice and government pur-

28
poses.

Efforts to establish
criminal history record
systems

Fingerprinting and related
recordkeeping received an
important impetus in 1924
when the U.S. Congress di-
rected the FBI to create an
“Identification Division” to
acquire, maintain, and use
fingerprint information for
criminal identification and
for certain other purposes.”

*Clarence G. Collins, Fingerprint
Science: How to Roll, Classify, File
and Use Fingerprints (Placerville,
Ca.: Copperhouse (formerly Cus-
tom) Publishing Company, 1985) p.
1. Hereafter, Collins.

Ibid.

E A. Reed, “The Finger Mark,
the Prime Piece of Scientific Evi-
dence,” Journal of Forensic Sci-
ences (January 1981) p. 9.

P Collins, p. 2.
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The Identification Division
started with slightly more
than 800,000 fingerprints,
which represented contribu-
tions from the files of the
IACP; the Federal peniten-
tiary at Leavenworth, Kansas;
and the DOJ’s own Identifi-
cation Bureau records.”

Notwithstanding this signifi-
cant progress, the Wicker-
sham Report — the product
of a congressionally char-
tered comprehensive exami-
nation of the criminal justice
system undertaken in the
1930s — concluded that vast
improvements were needed
in the Nation’s criminal jus-
tice record system. Serious
work on those improvements,
however, had to wait almost
40 years.

In 1967, the President’s
Commission on Law En-
forcement and Administra-
tion of Justice published a
comprehensive critique of the
criminal justice system. It
concluded that crime in the
United States was a massive
problem and that the Nation’s
criminal justice system was
too antiquated to mount an
effective response.’’ The re-
port called for, among other
things, a significant Federal
effort to establish and auto-
mate a national criminal his-
tory record system.

“Ibid,

president’s Commission on Law
Enforcement and Administration of
Justice, The Challenge of Crime in a
Free Society (Washington, D.C.:
Government Printing Office, Febru-
ary 1967).

— Law Enforcement
Assistance
Administration efforts to
establish State systems

In 1969, the U.S. DOJ’s Law
Enforcement Assistance Ad-
ministration (LEAA), estab-
lished in response to the
Commission’s recommenda-
tions, initiated Project
SEARCH, a consortium of
the States charged with de-
veloping and demonstrating a
computerized system for the
interstate exchange of crimi-
nal history record informa-
tion. At about the same time,
the U.S. Attorney General
authorized the FBI to manage
the interstate exchange as-
pects of any operational sys-
tem resulting from this
successful demonstration.”
In 1972, LEAA launched a
Comprehensive Data Systems
program (CDS) designed to
encourage each State to de-
velop a criminal justice in-
formation system to meet its
own needs. By 1976, 26
States were participating in
the Computerized Criminal
History (CCH) component of
the CDS program. These
States and others had estab-
lished central State reposito-
ries charged with maintaining
statewide criminal history
record systems.33

*ccH Project Committee, Tech-
nical Report No. 14: The American
Criminal History Record: Present
Status and Future Requirements
(Sacramento: SEARCH Group, Inc.,
September 1976) p. 6.

PIbid,

— Federal Bureau of
Investigation efforts to
establish Federal
systems

As noted earlier, the FBI has
collected and maintained
criminal history records since
the early part of the 20" cen-
tury. From its inception in the
mid-1920s through the mid-
1960s, the FBI’s criminal
history recordkeeping opera-
tion, centered in the Identifi-
cation Division, maintained
manual criminal history re-
cords. The records could be
retrieved by name and other
biographic identifiers, as well
as by an FBI number. In ad-
dition, the records were “fin-
gerprint-supported,” which
meant that a fingerprint card
was maintained as a part of
each criminal history record
to provide positive identifi-
cation of the offender.

In 1967, the FBI established
the National Crime Informa-
tion Center (NCIC) to pro-
vide a nationwide, user-
oriented computer response
for criminal justice records.
NCIC maintains so-called
“hot files” containing infor-
mation about wanted and
missing persons, stolen vehi-
cles, license plates, guns,
boats, securities, and articles
of personal property, and
certain other types of files.”

34Paul L. Woodard and Robert R.
Belair, Criminal Justice “Hot”
Files, Criminal Justice Information
Policy series, NCJ 101850 (Wash-
ington, D.C.: U.S. Department of
Justice, Bureau of Justice Statistics,
November 1986) pp. 11-14. Infor-
mation on the NCIC “hot files” was
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NCIC maintains its own na-
tionwide telecommunications
system and operates as a co-
operative Federal-State ven-
ture. Policy input is provided
through the FBI’s Criminal
Justice Information Services
Advisory Policy Board (CJIS
APB), which also reviews
and makes recommendations
on the Uniform Crime Re-
porting Program (UCR), the
Integrated Automated Fin-
gerprint Identification System
(IAFIS), and other informa-
tion systems determined to
have some relationship with
these programs.

In 1971, NCIC implemented
an interstate computerized
criminal history record sys-
tem — the CCH System —
containing records of indi-
viduals arrested for both Fed-
eral and State felonies and
serious misdemeanors. By the
mid-1970s, NCIC/CCH held
several million automated
criminal history records.
However, concerns about the
practicality, cost, and wisdom
of establishing a national
centralized criminal history
record system led the FBI to
phase out the CCH program
in the early 1980s in favor of
the decentralized III national
criminal history record sys-
tem. (See chapter V.)

obtained from the NCIC Operating
Manual and other documents pub-

lished by the FBI, and from NCIC

officials and staff.

Section 2: Information
maintained in the
Nation’s criminal
history record
systems

This section details the types
of information maintained in
State and Federal criminal
history record systems, in-
cluding:

e subject identification

e criminal histories

e juvenile records

e other information (such
as pretrial release infor-
mation and felony con-
viction flags)

e master name indexes.
Background

The heart of the mission of
the State and Federal reposi-
tories is to maintain compre-
hensive criminal history
records or “rap sheets.”
Criminal history records
maintained by the State and
FBI repositories contain:

e Information identifying
the subject of the record.

e Information about the
record subject’s current
and past involvement
with the criminal justice
system (including arrests
or other formal criminal
charges, and any disposi-
tions resulting from these
arrests or formal
charges).” The reposito-

*The term “criminal history re-
cord information” is defined by
Federal regulations to mean “infor-
mation collected by criminal justice
agencies on individuals consisting
of identifiable descriptions and no-

ries often limit their col-
lection of criminal his-
tory information to
felonies or serious mis-
demeanors.

Other types of criminal jus-
tice information are not in-
cluded in criminal history
files. For example, “investi-
gative information,” “intelli-
gence information,” and
records relating to traffic of-
fenses and certain other petty
offenses are specifically ex-
empted from the definition of
“criminal history records” in
Federal regulations governing
Federally funded record sys-
tems and are seldom main-

tained in State repositories.*

Generally, State criminal
history record repositories
did not accept or maintain
records of juvenile offenses,
except for cases in which ju-
veniles were tried as adults.
However, a dramatic increase
in the juvenile crime rate in
the early 1990s, combined
with a series of highly publi-
cized crimes committed by
juvenile offenders, some with
extensive criminal histories,
prompted Congress and many
State legislatures to consider
changing this practice as the
1990s came to a close.
Among the changes being
considered were maintaining

tations of arrests, detentions, in-
dictments, information, or other
formal criminal charges, and any
disposition arising therefrom, sen-
tencing, correctional supervision,
and release.” 28 C.F.R. § 20.

361999 Compendium, supra note
21,p. 4.
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State repository files for ju-
veniles whose crimes would
be considered felonies if
committed by adults; sup-
porting juvenile files with
identifiers such as photo-
graphs and fingerprints; and
merging an individual’s ju-
venile and adult criminal
records. (Both houses of
Congress, in fact, considered
significant changes in 2000 to
the methods used to maintain
and disseminate juvenile
criminal history records, al-
though no new Federal laws
had been enacted in this area
as of mid-2001.)

Identification information

An individual’s criminal
history record typically in-
cludes the following identifi-
cation information:

— Personal description

Identification information
usually includes the subject’s
name, address, date of birth,
Social Security number, sex,
race, and physical character-
istics such as hair and eye
color, height, weight, and any
distinguishing scars, marks,
or tattoos. Identification in-
formation may also include
the subject’s place of em-
ployment, automobile regis-
tration, and other pertinent
information.

— Fingerprints

Most importantly, personal
information also includes a

biometric identifier — fin-
gerprint information. The
number of States reporting
100% fingerprint support for
their criminal history files has
fluctuated since SEARCH
conducted its first survey of
criminal history information
systems in 1989. Thirty-eight
States responding to that sur-
vey, which covered the status
of the States’ criminal history
repositories through year-end
1989, reported that 100% of
their criminal history files
were fingerprint-supported.”’
By 1992, that number had
grown to 41 States, the Dis-
trict of Columbia, and the
U.S. Virgin Islands.™ The
most recent figures, which
cover the repositories’ status
through year-end 1999, show
that 37 States reported 100%
fingerprint support for their
criminal history files. More
than 8.8 million fingerprint
cards or electronic substitutes
were submitted to State
criminal history repositories
in 1999.%

T Sheila J. Barton, Survey of
Criminal History Information Sys-
tems, Criminal Justice Information
Policy series, NCJ 125620 (Wash-
ington, D.C.: U.S. Department of
Justice, Bureau of Justice Statistics,
March 1991) table 6. Hereafter,
Survey Report.

*Sheila J. Barton, Survey of
Criminal History Information Sys-
tems, 1992, Criminal Justice Infor-
mation Policy series, NCJ 143500
(Washington, D.C.: U.S. Depart-
ment of Justice, Bureau of Justice
Statistics, November 1993) table 6.
Hereafter, 1992 Survey. Table 6 is
included in this report as appendix
8

391999 Survey, supra note 6, p. 3.

Criminal history
information

Criminal history information
includes information about
any arrests, along with avail-
able disposition data. Dispo-
sition data most commonly
include information about
“final” dispositions — deci-
sions or actions that terminate
cases, including police deci-
sions to drop all charges,
prosecutor decisions to not
prosecute the cases, and trial
court dispositions. Where
court action results in a con-
viction, the criminal history
record should show the sen-
tence imposed and informa-
tion about correctional
reception and release.

Juvenile record
information

As noted previously, the FBI,
like most State repositories,
did not maintain juvenile re-
cord information, except with
respect to juveniles tried as
adults.* However, dramatic
increases in juvenile crime
that occurred in the early
1990s, when juveniles were
involved in 14% of arrests for
violent crime (compared to
around 10% of such arrests in
the early- to mid-1980s),
prompted a re-evaluation of
the nearly century-long prac-
tice of adjudicating juvenile

40Testimony of Lawrence K.
York, Assistant Director, Identifi-
cation Division, FBI, before the
Subcommittee on Civil and Consti-
tutional Rights, Committee on the
Judiciary, U.S. House of Represen-
tatives, March 20, 1992.
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offenders differently than
adult offenders.*' On July 15,
1992, the Attorney General
adopted a rule authorizing the
FBI to accept State-reported
records of serious offenses by
juveniles.*” In December
1992, the FBI announced that
juvenile record information
received pursuant to the new
rule would be disseminated
under the same standards that
apply to the dissemination of
adult criminal history re-
cords.*

While juvenile crime began
to decline following its sta-
tistical peak in 1994, public
interest in more punitive
treatment of juvenile offend-
ers continued, motivated in
large part by a series of
highly publicized and emo-
tionally wrenching school
shootings by students that
occurred in the latter half of
the 1990s. Both houses of
Congress passed legislation
in 2000 that weakened or
eliminated many of the pre-
vious protections provided to
juvenile offenders. Included
in both bills were provisions
that would change the way
juvenile criminal history re-
cords were disseminated; that
would allow the fingerprint-
ing of juvenile offenders who

4ISee, “The juvenile share of the
crime problem decreased in 1997,”
Office of Juvenile Justice and De-
linquency Prevention, available at
http://www.ojjdp.ncjrs.org
/jjbulletin/9812_2/crime.html.

2yu.s. Department of Justice,
“Juvenile Records,” 56 Federal
Register 25642 (June 5, 1991).

* Amending 28 C.FR. §
20.32(a)(b).
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committed crimes that would
be considered felonies if
committed by adults; that
would create grant programs
for States interested in im-
proving the accuracy and ac-
cessibility of their juvenile
criminal history records; and
other provisions related to
these records. Neither bill
was enacted, however, and a
House and Senate conference
formed to iron out differences
between the two bills had not
reached a consensus as of
mid-2001.

Other information

Practices vary as to additional
information that may be
contained in a criminal his-
tory record.

— Interim dispositions

Some repositories include
information about pretrial
release or confinement and
“nonfinal” or “interim” dis-
positions, such as prosecutor
decisions to file, modify, or
drop charges referred by the
police.

— Felony flags

Forty-two States currently
“flag” some or all felony
convictions in their criminal
history databases, and an ad-
ditional 20 States collect suf-
ficient data to flag at least
some felonies.* Such infor-
mation can be essential for
users of criminal history re-

441999 Survey, supra note 6, table
1. Table 1 is included in this report
as appendix 9.

cords. For example, because
the Gun Control Act of 1968
prohibits the purchase or pos-
session of firearms by per-
sons convicted of felonies or
domestic violence misde-
meanors, systems that flag
these types of convictions can
help to quickly identify indi-
viduals who are barred from
buying or carrying firearms.

— Misdemeanor data

While some State repositories
collect comprehensive arrest
and disposition information
about misdemeanor offenses,
most repositories collect in-
formation only about the
most serious classes of mis-
demeanor offenses.* This
lack of comprehensive mis-
demeanor arrest and disposi-
tion data has been identified
as one of the major deficien-
cies in State criminal history
record systems from the
viewpoint of judicial users.*

Master name indexes

In addition to criminal history
record files, State central re-
positories and the FBI also
maintain “master name in-
dexes.” The master name in-
dex (MNI) is a key element
of the criminal history system
of the National Instant

*National Task Force Report, su-
pra note 20, page 3.

“For example, complete misde-
meanor information sometimes is
helpful in assisting courts in distin-
guishing chronic offenders from
first or infrequent offenders. See,
ibid.
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Criminal Background Check
System (known as “NICS”)
used for point-of-sale back-
ground checks of potential
gun purchasers because it
permits the user to identify a
felony flag on a record of a
named offender.

— Contents, usage

The MNI is simply an index
of names and identifiers for
every offender for which the
repository has a partial or
complete criminal history
file. The MNI may be made
up of the identification seg-
ments of the criminal history
file, or it may be a separate
file.

In either case, if a criminal
justice agency queries a re-
pository’s MNI and a “hit” is
made, the inquiring agency
usually must then re-query
the repository for the com-
plete criminal history record
file. That query may be serv-
iced instantaneously if both
the MNI and criminal history
record file are automated. If
the repository maintains only
a hard copy of the desired
file, the query is processed
manually.

— Number of records
indexed

The FBI maintains an auto-
mated MNI with about 38.5
million entries, to which it
adds more than 149,000 new
entries per month.”” All

47FBI CJIS Division memoran-
dum, August 20, 1999, citing

States and the District of
Columbia have automated
some or all of their master
name indexes. All but six
States have 100% of their
records in an automated
MNI.*®

Section 3: The current
status of the Nation’s
criminal history record
systems

Background

The Bureau of Justice Statis-
tics (BJS), U.S. DOJ, has
completed its latest survey in
a series that assesses the
quality of the criminal history
record information main-
tained by State repositories,
as well as the policies of the
States in such areas as crimi-
nal history file automation,
felony flagging procedures,
and data quality audit activ-
ity. The survey covered the
status of all State record sys-
tems through 1999.* Infor-
mation in this section that
describes the status of State
criminal history record sys-
tems is drawn from this 1999
survey.

Identification Automated Services
Volume Statistics Report.

481999 Survey, supra note 6, table
4. Table 4 is included in this report
as appendix 10.

495ee, 1999 Survey, supra note 6.
The survey was the sixth such sur-
vey SEARCH has prepared for BJS.
Previous surveys in the series cov-
ered 1989, 1992, 1993, 1995, and
1997.

Data on Federal record sys-
tems is drawn from other
sources.

This section looks at the fol-

lowing:

e  The number of records in
State and Federal crimi-
nal history record sys-
tems.

e The extent of automation
in State criminal history
files, State criminal fin-
gerprint files, and Federal
files.

e Reporting of information
to the repositories, in-
cluding the type of in-
formation reported,
reporting requirements,
and the time frame for
reporting.

e Access methods for
authorized requestors.

e Response times.
Number of records

The number of criminal his-
tory records maintained by
the State central repositories
and the FBI is enormous —
and continues to grow.

— State records

According to the 1999 sur-
vey, which SEARCH con-
ducted for BJS, more than 59
million individual offenders
were in the criminal history
files of the State central re-
positories as of December 31,
1999.%° In comparison, the
repositories held only 30.3

SOIbid., table 2. Table 2 is in-
cluded in this report as appendix 11.
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million subjects in their
criminal history files in 1984,
and 42.4 million in 1989.>'
Thus, the number of criminal
history files maintained by
State repositories has almost
doubled from 1984 to 1999.
More than 7.6 million dispo-
sitions were reported to 48
State repositories in 1999.%
In comparison, 4.7 million
dispositions were reported in
1992 to 33 State repositories
that provided disposition data
for the 1992 survey, and 3.5
million dispositions were re-
ported by the 34 States that
provided data to a similar
survey in 1989.

— Federal records

At the Federal level, the
FBI’s Criminal Justice In-
formation Services (CJIS)
Division maintains auto-
mated, fingerprint-based
criminal history record in-
formation with respect to
more than 43 million indi-
viduals in IIL. The records
represent all people with an
FBI record who were born in
1956 or later; all persons
born prior to 1956 whose first
arrest fingerprint card was
submitted to the FBI on July
1, 1974, or later; and numer-
ous older records converted
to the automated system in
the CJIS Division’s Manual

11992 Survey, supra note 38, ta-
ble 2.

321999 Survey, p. 2 and table 3.
Table 3 is included in this report as
appendix 12.

53Source: Mr. Robert Mudd,
Management Analyst, CJIS Divi-
sion, FBI.

Conversion Project, as well
as certain fugitives and repeat
offenders. They include re-
cords relating to Federal of-
fenders, as well as records of
State offenders voluntarily
reported to the FBI by State
agencies. Not included are
some 5 million older records
that the FBI will keep in
manual format. The CJIS Di-
vision’s criminal history re-
cord system includes
information about arrests for
felonies and ““serious or sig-
nificant” misdemeanors. Re-
cords are not maintained with
respect to arrests for drunken
driving, vagrancy, disturbing
the peace, and most types of
traffic offenses.

Extent of automation

There is enormous variation
in the extent to which State
central repositories have
automated their criminal
history records. Automation
is universally considered to
be a critical component of a
successful criminal history
record system. Automation:

e Reduces the cost of
maintaining a criminal
record system.

e Improves the system’s
ability to record disposi-
tions and otherwise
amend and update files.

e Speeds retrieval times.

e Vastly improves a sys-
tem’s ability to be
audited.

e Improves security by
making it more difficult
for information to be im-

properly accessed or
modified.

e Improves a system’s
ability to monitor prob-
lems by facilitating the
use of delinquent dispo-
sition monitoring systems
and other types of re-
porting and audit proto-
cols.

Simply stated, automation
makes recordkeeping easier,
less expensive, more reliable,
and far more effective over-
all. And, of course, automa-
tion makes it possible for a
system to interface with the
national criminal history re-
cord system.

— State criminal history
files

State repositories have been
making rapid progress in the
last decade in automating
their criminal history files.
Eighteen respondents to
SEARCH’s survey assessing
the state of State criminal
history repositories in 1995
reported that 100% of their
criminal history records were
automated.> That figure had
grown to 20 States when
SEARCH conducted its sur-
vey two years later.” By
1999, 40 States reported that
more than 75% of their
criminal history records were
automated,™ compared to 26
States in 1992.”

541999 Survey, supra note 6, table
2. See, appendix 11.

Ibid.

*Ibid,

71992 Survey, supra note 38, ta-
ble 2.
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By 1999, only 5 jurisdictions
had automated less than 50%
of their files (compared to 13
in 1992), and only 2 States
lacked any automated crimi-
nal history records (as op-
posed to entries in the
MNID).*®

Twenty-two States indicated
that they were steadily auto-
mating their manual criminal
history records each time an
offender with a prior manual
record was arrested.” Over-
all, about 52.8 million of the
estimated 59 million criminal
history records maintained by
the State repositories nation-
wide were automated as of
year-end 1999.%

— State criminal
fingerprint files

In addition, the States have
made an enormous invest-
ment in and commitment to
the automation of criminal
fingerprint files. As of 1990,
for example, more than one-
half of the States were oper-
ating statewide criminal jus-
tice automated fingerprint
identification systems
(AFIS).”" At the beginning of
the 21* century, every State
operates or has access to

581999 Survey, supra note 6, table
2. See, appendix 11.

Ibid, table 4. See, appendix 10.

Ibid., table 2. See appendix 11.

8'Robert R. Belair and Robert L.
Marx, Legal and Policy Issues Re-
lating to Biometric Identification
Technologies (Sacramento:
SEARCH Group, Inc., April 1990)
appendix I.

automated fingerprint tech-
nology.”

As described in more detail
in chapter IV, an AFIS is a
computer-based identification
system that matches the fin-
gerprints of search subjects
with fingerprints held in an
automated database. Finger-
print impressions are scanned
into the computer system and
converted to a digital format
that can be matched against
digital codes assigned to
other fingerprints that have
been similarly scanned. The
States are also actively im-
plementing livescan and
cardscan fingerprinting and
other “paperless” technolo-
gies, which also are described
in more detail in chapter IV.

— Federal files

At the Federal level, more
than 43 million files main-
tained by the FBI in the III
are fully automated, includ-
ing numerous older records
converted to the automated
system during the CJIS Divi-
sion’s Manual Conversion
Project.”® Approximately 5
million older records are
maintained in manual form
and there are no plans to
automate them.*

62Source: Mr. Thomas J. Roberts,
Assistant Program Manager, IAFIS,
FBI.

63Source: Mr. Robert Mudd,
Management Analyst, CJIS
Division, FBI.

nterstate Identification Index
(Il1) National Fingerprint File
(NFF) Program: A Summary, CJIS
Division, FBI, revised December
1999.

Reporting of information
to the repositories

Criminal history record in-
formation is reported to the
State repositories and to the
FBI by criminal justice agen-
cies at every level of gov-
ernment — Federal, State,
and local — and at each stage
of the criminal justice system
— by police departments,
prosecutors, courts, and cor-
rections agencies.

For example, when a local
police agency in California
arrests an individual, the
agency transmits fingerprints
and information about the
arrestee to the State central
repository operated by the
California Department of
Justice. As the individual
proceeds through the criminal
justice process, the prosecu-
tor’s office, courts, and cor-
rections agencies provide
disposition data about the
individual to the repository.

In a growing number of
cases, the reporting agency
transmits the arrest or dispo-
sition information via elec-
tronic mail (email) through a
State’s dedicated law en-
forcement telecommunica-
tions network that links
justice agencies throughout
the State to a central criminal
history repository. All States
have been linked to the FBI
CJIS Wide-Area Network
(WAN), allowing them to
electronically transmit crimi-
nal history information and
accompanying graphic data
such as fingerprint images to
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the CJIS Division’s head-
quarters in Clarksburg, West
Virginia.”” Some justice
agencies may still use the
mail to transmit criminal
history information and fin-
gerprint images to their
State’s repository, which may
also mail the information to
the FBI. However, justice
officials at both the State and
Federal levels are working
toward the eventual comple-
tion of a nationwide tele-
communications system that
will permit the electronic ex-
change of criminal history
information and related
graphics throughout the
country in a paper-free,
“lights-out” environment.

%The CJIS WAN was installed to
facilitate information transfers for
the FBI’s IAFIS, which began op-
erations in July 1999. Ten States
were technically capable of IAFIS
participation when it went on-line:
California, Florida, Georgia, Missis-
sippi, New Mexico, North Carolina,
South Carolina, Texas, West Vir-
ginia, and Wisconsin. Twenty-two
States were transmitting fingerprint
images to IAFIS as of February
2000, although only a handful was
sending significant numbers.
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(See figure 2, which shows
the flow of information to
State central criminal record
repositories.)
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Figure 2: Flow of information to State central criminal record repositories
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— Types of information
reported

The types of criminal history
information reported to the
repositories vary according
to: (1) what type of agency is
sending the information (that
is, police department, district
attorney, corrections agency);
and (2) State or Federal stat-
utes, regulations, and policies
imposing reporting require-
ments.

Customarily, the first agency
to make an entry about an
individual is a police depart-
ment or other law enforce-
ment agency that arrests the
individual. The arresting
agency usually provides the
following information to the
State central repository:

e Name (and any known
aliases).

e Sex, race, birth date, and
Social Security number.

e Address (both home and
business).

e Auto registration or
driver’s license informa-
tion.

e Any pertinent physical
characteristics (weight,
height, eye and hair
color, and tattoos or other
distinctive physical char-
acteristics).

The agency also reports the
charges for which the indi-
vidual was arrested. In most
cases, the arresting agency
must also submit a full set of
fingerprints to the State cen-
tral repository for all felony
arrests. Most States also re-
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quire that fingerprints be
forwarded for at least some
misdemeanor arrests.*

Other agencies provide dis-
position data as the arrested
individual proceeds to subse-
quent phases of the criminal
justice process. For example,
the prosecutor’s office should
notify the repository if initial
charges are dropped or modi-
fied or if new charges are
added. Courts should notify
the repository of any final
dispositions, such as if the
individual is acquitted or
convicted. If the individual is
sentenced to correctional su-
pervision, correctional facili-
ties should report receipt and
release information to the
repository.

— Reporting
requirements

State and Federal statutes and
regulations impose criminal
history reporting require-
ments on criminal justice
agencies. Most of these re-
porting requirements are
aimed at ensuring that “down
stream” criminal justice
agencies — prosecutors,
courts, probation/parole of-
fices, and corrections agen-
cies — provide accurate and
prompt disposition data to the
State central repository.

661999 Survey, supra note 6, table
6, included in this report as appen-
dix 13. Only three jurisdictions —
Delaware, the District of Columbia,
and New Hampshire — do not re-
quire arresting agencies to submit
fingerprints to the State central re-
pository for felony arrests.

For example, 35 States have
statutes or regulations re-
quiring prosecutors to report
decisions to decline prosecu-
tion in criminal cases to the
State repository,”’ while 47
States, Puerto Rico, and the
U.S. Virgin Islands have laws
or regulations requiring
courts to report dispositions
in felony cases.®

However, there is still sub-
stantial variation among dis-
position reporting
requirements. Thirty-two
States require law enforce-
ment agencies to notify the
State central repository when
an arrested person is released
without formal charging after
fingerprints have been sent to
the repository, while 19 ju-
risdictions have no such re-
quirement. In this regard,
only North Carolina requires
police departments to charge
or release a suspect prior to
sending fingerprints to the
State repository.

— Time frame within
which reporting takes
place

How quickly criminal history
record information is re-
ported to the State central
repository varies greatly de-
pending upon the type of
agency doing the reporting
and other factors.

According to SEARCH’s
1999 survey of State central

bid., table 5, p. 23.

% bid.

%Ibid., table 7, included in this
report as appendix 14.
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repositories, the average
number of days between ar-
rest and receipt of arrest data
and fingerprints by the State
repository is 13, ranging from
less than 1 day in California
(for information submitted
electronically) and in the
District of Columbia (where
the Metropolitan Police De-
partment is both the reporting
agency and the State reposi-
tory) to up to 93 days in the
State of Mississippi.”’ The
average time between receipt
of fingerprints by the State
repository and entry of names
and identifying data into the
master name index is 21
days, ranging from zero days
in Delaware to up to 150 days
in Texas.”'

The reporting time frames are
often longer for “down
stream” criminal justice
agencies. The average num-
ber of days between final trial
court dispositions and receipt
of information by the State
repository is 30 days, ranging
from less than 1 day in Colo-
rado, Delaware, the District
of Columbia, and New Jersey
to 110 days in Wisconsin.””
The average time between
receipt of final trial court dis-
positions by the State re-
positories and entry of the
dispositions into criminal

7OIbid., p- 5 and table 12. Table 12
is included in this report as appen-
dix 15.

"bid., p. 6 and table 12.

721bid., p- 6 and table 13. Table 13
is included in this report as appen-
dix 16.

history databases is 39 days
or less.”

Access methods for
authorized requestors

— Criminal justice
inquiries

The majority of criminal jus-
tice inquiries to State reposi-
tories for criminal history
record information are re-
ceived on-line from remote
computer terminals. On-line
remote terminals provide di-
rect access to the repository’s
MNI for the purpose of per-
forming searches and to the
criminal history files for the
purpose of obtaining re-
cords.”

The remote terminal may be
physically located in a police
department, courthouse, cor-
rections facility, or other
criminal justice facility. In a
growing number of jurisdic-
tions, remote terminals have
been installed in individual
police cars, giving police of-
ficers access to criminal his-
tory records in the field.
Other criminal justice in-
quiries to the repositories
come via the telephone,
walk-in, teletype, or mail.

PIbid., p. 6.

74, L .
Characteristics and Operational

Capabilities of State Criminal His-
tory Repositories to Supply Prompt
and Accurate Criminal History In-
formation,” an unpublished report
provided to BJS, April 25, 1989, by

Fisher-Orsagh Associates, Inc., p. 2.
(This involved a survey and analysis

of 20 State central repositories con-
ducted in 1988-1989.)

— Noncriminal justice
inquiries

While most noncriminal jus-
tice inquiries are mailed to
State repositories, a growing
number are electronically
transmitted because of the
need for a quick response so
an important position can be
filled. In California, for ex-
ample, background checks
for school district employees
must be completed before
positions can be filled. The
requirement was instituted
following the 1997 on-
campus murder of a high
school student by a substitute
janitor and ex-felon whose
background check was not
completed even though he
had already been on the job
for 10 days. California in-
stalled livescan automated
fingerprint systems in law
enforcement agencies
throughout the State, in part
to assist in mandated pre-
employment background
checks, whose results are re-
turned in 72 hours or less.
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— Computer searches

Computer searches for crimi-
nal history records are usu-
ally made using the subject’s
name, date of birth, sex and
race. In certain cases, a
search can be conducted us-
ing only a name and birth
date. These so-called “name
searches” can provide one of
three results:

1. If there is an exact match
or “hit,” the criminal
history file is provided to
the individual conducting
the search. (If there is no
exact hit, systems in
some States search for
alternative spellings of
the subject’s name in a
process known as “fuzz-
ing.” In addition, some
systems “fuzz” the sub-
ject’s date of birth by
using the given date of
birth plus or minus 1, 2,
Or more years.)

2. If there are multiple
“hits” due to similarities
in names and birth dates,
the full identification
segments of the candidate
records can be retrieved
and reviewed to deter-
mine whether there is an
identification. In addi-
tion, some systems
prompt the searcher to
provide additional infor-
mation to narrow the
search and increase the
probability of a hit.

3. If no match is made, the
inquirer is given a “no
record” response, often
worded to indicate that
no record could be found

using the information
provided.

If fingerprints are submitted
with search requests, they
may be used to verify the
results of name searches. If
name searches fail to identify
matching records, finger-
prints can be utilized to per-
form “technical” searches of
fingerprint files to determine
whether the search subjects
have records under different
names. Many States require
that the subject’s fingerprints
be submitted with all non-
criminal justice access re-
quests and permit the release
of records only when a fin-
gerprint comparison posi-
tively verifies that the record
relates to the subject of the

75
request.

Response times

Response times vary accord-
ing to the purpose of the re-
quest and the communication
mode used to conduct the
search. Customarily, queries
for criminal justice purposes
receive a higher priority than
noncriminal justice searches
and thus enjoy a significantly
shorter response time.

As would be expected, on-
line searches via remote ter-
minals are the fastest. The
goal of the FBI’s IAFIS, for
example, is to respond to
identification verification
requests within 2 hours when
the requests originate from an
AFIS. (AFIS and other jus-

1999 Compendium, supra note
21, p. 10.

tice technology innovations
are discussed in detail in
chapter IV.) The FBI seeks to
respond to name-only III
searches in under a minute.

Similarly, statewide auto-
mated fingerprint systems
can usually respond to elec-
tronically transmitted re-
quests in a matter of hours or
less. Requests also have been
submitted by using facsimile
(fax) machines or the tele-
phone (for name-only
searches). Information verifi-
cation requests submitted by
mail require the longest re-
sponse time. However, fin-
gerprint images mailed on
10-print cards can now be
digitized at the repositories
by card scanners, which sig-
nificantly reduces the amount
of time necessary to classify
the prints and to search for
matches. Even mailed re-
quests can be returned in a
week or so using this process.
Identification verification
requests mailed to the FBI
before automation required 2
months or longer for a re-
sponse.

Section 4: The product
of the repositories —
the criminal history
record

This section looks at the re-
pository’s product — the
criminal history record —
and includes a discussion of:

e The accuracy and com-

pleteness (data quality) of
criminal history records.
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e  Proper linking of arrest
and disposition data on
records, which is one of
the most difficult data
quality problems faced
by repositories.

e The content and format
of criminal history re-
cords, including differ-
ences in content, format,
and terminology.

Accuracy and
completeness

The issue of the accuracy and
completeness of criminal
history records was identified
as an important concern dur-
ing the earliest stages of the
development of a national
criminal history record pro-
gram.”® More recently, the
data quality issue has
emerged as one of the most
important and timely issues
confronting the criminal jus-
tice community.

As noted earlier, criminal
history record information
plays an essential role at vir-
tually every stage of the
criminal justice process. For
example:

e The ability of a police
officer to obtain an arrest
or search warrant may
turn on the subject’s
criminal history record.

e A prosecutor may or may
not decide to formally

"project SEARCH, Technical
Report No. 2: Security and Privacy
Considerations in Criminal History
Information Systems (Sacramento:
California Crime Technological
Research Foundation, July 1970).

charge an individual
based upon a past record.

¢ In many States, judges
are required to consider a
subject’s criminal history
record in determining
whether to grant or deny
bail and in sentencing a
convicted offender.

If criminal history records are
not accurate or if the record
lacks a disposition, the record
cannot be used at all. If it is
used, there is a substantial
risk that the user will make
an incorrect or misguided
decision. In this regard, for-
mer U.S. Attorney General
Richard Thornburgh once
posited that there is a
“straight-line relationship”
between high-quality crimi-
nal history record informa-
tion and the effectiveness of
the Nation’s criminal justice
system.”’

Accurate and complete
criminal history information
also protects the privacy in-
terests of individuals, ensur-
ing that innocent people are
not mistakenly arrested and
that inaccurate information is
purged from an individual’s
criminal history record. Fi-
nally, accurate criminal his-
tory record information
affects more than just the

"“Keynote Address” in SEARCH
Group, Inc., National Conference
on Improving the Quality of Crimi-
nal History Records: Proceedings of
a BJSISEARCH Conference, NCJ
133532 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, January 1992) p.
6. Hereafter, Data Quality Confer-
ence.

criminal justice community.
Increasingly, criminal history
records are being used for a
variety of noncriminal justice
purposes, including the
screening of individuals prior
to public or private employ-
ment in sensitive positions
and the screening of persons
seeking to purchase firearms.

In the view of most experts,
inadequacies in the accuracy
and completeness of criminal
history records is the single
most serious deficiency af-
fecting the Nation’s criminal
history record information
systems.

Although SEARCH’s 1999
survey found that in 32 States
and the District of Columbia,
representing 64% of the Na-
tion’s population and 66% of
its criminal history records,
60% or more of arrests within
the past 5 years had final dis-
positions recorded, there is
still widespread variation
among the States in the ex-
tent to which they maintain
complete disposition data.”
In the survey, 10 State re-
positories reported that for
arrests logged within the past
5 years, 90% or more have
final dispositions recorded,
while in another 10 States,
final dispositions are avail-
able for 50% or less of the
arrests logged within the past
5 years. When all arrests in
State criminal history files
are taken into account, the

781999 Survey, supra note 6, p. 2
and table 1. See, appendix 9.
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number of State central re-
positories with final disposi-
tions of 50% or less increases
to 14.”

For its part, about one-half of
the State-reported criminal
history records maintained by
the FBI’s CJIS Division do
not have dispositions.

While criminal justice offi-
cials generally agree that un-
reported arrests and missing
or incomplete disposition
data constitute the principal
data quality problem afflict-
ing criminal history record
systems, the inaccuracy of
arrest and disposition data
also is a problem.

Although there have been
relatively few in-depth audits
or reviews of the accuracy of
the information maintained
by State and Federal criminal
history record repositories,
most of those that have been
conducted have found unac-
ceptable levels of inaccura-
cies. These audits have also
shown, however, that auto-
mating reporting processes
and using automated edit and
review processes at the re-
positories to monitor data
entry and to prevent the entry
of incomplete or questionable
data have had a significant
favorable impact on the qual-
ity of the data entered into the
repositories’ databases. Ef-
forts to redesign data collec-
tion forms and to simplify
and standardize reporting
forms, reporting procedures,

"Ibid., table 1.
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and reporting terminology
have also been proven to
have a favorable impact on
data accuracy.®

Linking of arrest and
disposition data

Aside from the failure of
criminal justice agencies to
report complete and accurate
arrest and disposition data to
the repositories, perhaps the
most difficult data quality
problem faced by the reposi-
tories is the proper linking of
reported data to the appropri-
ate individual and case, so
that arrest, prosecutor, court,
and correctional data are
linked to the appropriate of-
fender record and the appro-
priate case event on that
record.

— Current practice

All of the States and the FBI
assign unique numbers to
identify individual criminal
offenders. These numbers —
FBI numbers and State iden-
tification (SID) numbers —
are assigned upon an individ-
ual’s first arrest® and are as-
sociated with the fingerprints
taken in connection with that
arrest. The numbers are used
thereafter to identify the indi-

*Data Quality Report, supra note
5, pp. 61-62.

81The State bureau of identifica-
tion will assign a new SID number
to a first offender and, if the arrest is
reported to the FBI, an FBI number
will be assigned and transmitted
back to the State bureau so that the
two numbers can be associated on
the offender’s record at both the
State and Federal levels.

vidual throughout his or her
criminal career and to ensure
that all criminal cases in
which he or she is involved
are included on a single com-
prehensive criminal history
record.

Although this system works
well, duplicate records for the
same individual sometimes
are created because of the use
of false names and identifiers
by arrested persons or be-
cause of clerical errors. These
duplicate records are usually
detected, however, when the
fingerprints for the newer
cases are processed, and the
records are then consolidated.

A more difficult problem is
encountered when the re-
positories try to match re-
ported prosecutor, court, and
correctional dispositions with
underlying arrest and charg-
ing information for a par-
ticular case. Although it may
be relatively easy to identify
the appropriate offender re-
cord, it may be difficult to
identify the appropriate case
on that record to which the
reported disposition data
should be matched. This is
particularly problematic
when the individual has more
than one active case or when
the reported disposition data
for a particular case do not
appear to match the recorded
charge data due to such fac-
tors as charge modifications
by the prosecutor or the ac-
ceptance of pleas to lesser
charges. Failure to properly
link reported information can
result in unrecorded disposi-
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tions or, less commonly, the
association of disposition
data with the wrong case.

— Case-tracking
systems

Some repositories apparently
have successfully imple-
mented data-linking systems
that use the subject’s name in
combination with the various
case identification numbers
assigned by criminal justice
agencies. However, the few
extensive repository audits
that have been undertaken
have shown that accurate
linking of data is best facili-
tated by systems that utilize
unique case-tracking num-
bers.”

These case-tracking numbers
are assigned at the arrest
stage (or at the case initiation
stage, if the case is not origi-
nated by an arrest) and are
included with all reported
data associated with that case
as it is processed through the
criminal justice system.

The unique tracking numbers
may be pre-printed on finger-
print cards and disposition
reporting forms or may be
assigned by arresting agen-
cies and passed along with
case papers. Whatever the
approach used, it is important

%For example, SEARCH Group,
Inc., “Audit of the Completeness
and Accuracy of Criminal History
Record Information Maintained by
the Maryland Criminal Justice In-
formation System, Final Report:
Audit Results for Baltimore County
and Baltimore City” (unpublished,
August 11, 1988).

that the unique tracking num-
ber be assigned at the time of
arrest and that it be attached
to or recorded on the arrest
fingerprint card forwarded to
the central repository. In this
way, the tracking number can
be tied to positive identifica-
tion of the arrested individual
(and his FBI/SID number)
and to the charges stemming
from the arrest.

In cases that begin by citation
or summons (without arrest),
the tracking number may be
assigned at the individual’s
first court appearance and the
individual’s fingerprints may
be taken at that time and
submitted, with the tracking
number, to the repository.

These unique-number case-
tracking systems have been
shown to virtually eliminate
data linking problems.* In
automated systems, particu-
larly if reporting to the re-
pository is automated,
procedures can be imple-
mented to ensure that track-
ing numbers are accurately
entered with all reported dis-
position data. Data entry
screens can include the
tracking number as a required
data field and system edit
procedures can reject dispo-
sition data entries that do not
include the number. An addi-
tional safeguard is to include
a check digit in the tracking
number and to institute sys-
tem edit procedures to moni-
tor accurate keying of the
number.

8 bid.

Aside from facilitating data
linking, unique tracking
numbers also increase the
effectiveness of error notifi-
cation procedures and can
greatly facilitate data quality
auditing if the numbers are
included on all source docu-
ments.

— Charge-tracking
systems

Although unique-number
case-tracking systems can
virtually ensure that disposi-
tion information is associated
with the right case cycle, they
do not necessarily provide the
basis for reliably associating
particular dispositions with
particular charges and counts
within a particular case.

Because many arrests result
in multiple police charges,
and because initial police
charges may be modified or
augmented at later stages of
the case (for example, after
prosecutor screening, grand
jury action, or plea bargain-
ing), it is common for re-
positories to receive court
dispositions that do not match
the charges initially reported
by the police. Even though
these disposition data may be
associated with the proper
case, the criminal history re-
cord may appear ambiguous
as to whether the disposition
data are complete and accu-
rate.

This problem has been suc-
cessfully addressed in some
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States by implementing a
refinement of the unique-
number tracking system, usu-
ally referred to as “charge-
tracking.”

Under this approach, each
charge reported to the re-
pository in a particular case is
assigned a number (01, 02,
03, for example), and these
numbers, in combination with
the tracking number for the
case, are used in subsequent
processing of the case for
reporting disposition data to
the repository. If, for exam-
ple, a charge is dropped or
modified by the prosecutor,
the action is reported to the
repository by charge number
and shown on the criminal
history record. If the prose-
cutor or a grand jury adds
new charges, the charges are
assigned new numbers and
the information is reported to
the repository. Court disposi-
tion information is then re-
ported by tracking number
and charge number, and a
disposition is reported and
recorded for each charge.
This enables the repository to
account for each charge
shown on the criminal history
record, thus eliminating a
primary source of ambiguity.

Content and format

Although the FBI and
SEARCH, among others,
have proposed model crimi-
nal history record formats
over the years, adoption of a
uniform criminal history re-
cord format has never been

84 .. . .
[llinois is an example.

made mandatory. Likewise,
no mandatory guidelines re-
garding the content of crimi-
nal history records have ever
been promulgated.

State and Federal repositories
have been left to adopt their
own record formats and ap-
proaches concerning the
types of offenses that should
be included on criminal his-
tory records and the types of
information about these of-
fenses that should be in-
cluded. Not surprisingly, this
has resulted in considerable
diversity in the formats of the
criminal history records pres-
ently generated by the State
repositories, as well as in the
content of these records.

— Differences in content

For example, while virtually
all repositories attempt to
obtain and record information
about all felony offenses,
there is diversity concerning
the types of misdemeanor
offenses, if any, included on
criminal history records.
Moreover, there are consider-
able differences in the way
State penal codes designate
particular offenses as felonies
or misdemeanors. Indeed, a
few State codes do not even
utilize these terms.

As pointed out in section 2 of
this chapter, there is also di-
versity concerning the types
of case processing informa-
tion obtained and recorded by
the repositories. While some
repositories attempt to obtain
little more than arrest charges

and final dispositions, other
repositories obtain and record
other information, including
bail and pretrial release data,
pretrial detention data, prose-
cutor charge modifications,
and correctional admission
and release data.

— Differences in format
and terminology

The formats in use vary so
greatly that it is probably true
that no two State criminal
history record formats are
identical and many of them
are not even similar.

The formats vary from co-
lumnar designs with titles
over values to various forms
of linear designs utilizing
indentations or upper- and
lower-case type to distinguish
titles from values. Some of
the records may leave some
data fields blank while others
display “unknown” in all
spaces where information is
not provided.

While most of the formats
utilize both literal descrip-
tions, as well as State penal
code citations, to display ar-
rest charges and disposition
charges, the terminology in
use differs considerably from
State to State. In some for-
mats, disposition charges
may not match arrest charges
in cases where charges were
modified or augmented after
the police reported the initial
charges. And some formats
show dispositions for all
charges, while others may
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show only one disposition
even if there are multiple
charges.

— Problems in
deciphering records

As aresult of these differ-
ences and deficiencies in
format, content, and termi-
nology, many of the criminal
history records currently cir-
culated by the repositories are
difficult to decipher, particu-
larly by noncriminal justice
users and out-of-State users.

While criminal justice per-
sonnel within a particular
State usually become familiar
enough with the State re-
pository’s criminal history
record format to be able to
interpret the records they re-
ceive, noncriminal justice
users often lack a sufficient
familiarity with criminal jus-
tice case processing and
criminal justice terminology
to be able to easily interpret
and understand the records
made available to them. In-
deed, criminal justice person-
nel often have difficulty
interpreting out-of-State re-
cords because of differences
in format and terminology.

The problem of the difficulty
of deciphering out-of-State
records has become more
serious in recent years with
the advent of the III, a na-
tional-level criminal history
record system for servicing
interstate and Federal-State
record searches and record
exchanges. (The III system is

In the past, the FBI, utilizing
its files of Federal and State
offenders, has serviced most
national searches. In servic-
ing these requests, the FBI
incorporates the State of-
fender information in its files
into a standard format, the
FBI rap sheet, with which
most criminal justice person-
nel in the country have be-
come familiar.

The new system, on the other
hand, utilizes an “index-
pointer” approach to enable
criminal justice personnel to
obtain criminal history re-
cords directly from State re-
positories in other States. As
a result, criminal justice per-
sonnel who have in the past
received out-of-State of-
fender information in a single
familiar format are now re-
ceiving such information in
numerous and diverse for-
mats. Available evidence
suggests that they are finding
these records difficult to in-
terpret. At a 1992 national
conference on data quality
issues,85 officials from three
States acknowledged during
question-and-answer periods
that interpretation of out-of-
State records has presented a
problem in the implementa-
tion of point-of-sale criminal
record checks on gun pur-
chasers.

— Calls for reform

Not surprisingly, the prob-
lems outlined above have led
to calls for reforms in the
content and format of crimi-
nal history records.

e The National Task Force
on Increasing the Utility
of the Criminal History
Record published its re-
port in December 1995
following a series of
meetings during which it
developed recommenda-
tions on improving the
content of criminal his-
tory records that were
exchanged among the
States.® The task force
also developed an easy-
to-read, non-columnar
model “rap sheet” format
to facilitate the exchange
of criminal history in-
formation.*” During its
deliberations, the task
force determined that re-
forms were needed to re-
spond to the variety of
formats, content, and
terminology that made it
difficult for out-of-State
users, and particularly
noncriminal justice users,
to decipher the criminal
history records they re-
ceived.

86SEARCH Group, Inc., Increas-
ing the Utility of the Criminal His-
tory Record: Report of the National
Task Force, NCJ 156922 (Wash-
ington, D.C.: U.S. Department of
Justice, Bureau of Justice Statistics,
December 1995). Hereafter, Rap
Sheet Task Force Report.

¥"Ibid., p. 23. The Task Force’s

addressed in chapter V.) 5 Data Quality Conference, supra recommended model rap sheet is
note 77. included as appendix 19.
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® Recognizing the need for
improving the value of
criminal history records,
the Bureau of Justice
Statistics, U.S. Depart-
ment of Justice, initiated
the National Criminal
History Improvement
Program (NCHIP) in
1995 to improve the
quality, timeliness, and
immediate accessibility
of criminal histories and
related records. Every
State had received an
award under this program
by the end of Fiscal Year
1998. The program dis-
bursed more than $314
million in direct grants to
States during Fiscal
Years 1995 through
2000. The NCHIP appro-
priation for Fiscal Year
2000 was $45 million.

e The Compendium of
State Privacy and Secu-
rity Legislation: 1999
Overview, prepared by
SEARCH, The National
Consortium for Justice
Information and Statis-
tics, and published by
BIJS in July 2000, re-
ported continuing prob-
lems with data accuracy
and completeness despite
regulations in many
States spelling out proce-
dures for maintaining
data quality.” The Com-
pendium also found that
III implementation was
being hampered by the
wide degree of formats
used by States to record

881999 Compendium, supra note
21.

criminal history informa-
tion that other States and
noncriminal justice users
found difficult to deci-
pher. The Compendium
suggested that imple-
mentation of the National
Crime Prevention and
Privacy Compact, which
incorporates a dissemi-
nation standard identical
to the Federal standard
applicable to the FBI’s
Identification Division,
could lead to increased
standardization of crimi-
nal history formats
among the States.

e In 1999, then-U.S. Attor-
ney General Janet Reno
indicated that incomplete
criminal history records
at the State level, par-
ticularly the absence of
dispositions, were re-
sponsible for the sale of
firearms to approxi-
mately 1,700 individuals
who were barred from
owning or possessing
weapons by the Brady
Act.” Attorney General
Reno said the lack of dis-
positions forced the FBI
to contact State criminal
history repositories to
determine how a criminal
charge listed on an indi-
vidual’s rap sheet was
disposed. The sales oc-
curred between Novem-
ber 1998, when the NICS

% Craig Whitlock, “Delays in FBI
Checks Put 1,700 Guns in the
Wrong Hands; System Failed to
Detect Banned Buyers Within Time
Limit” Washington Post (June 25,
1999) p. AOL.

went on-line, and mid-
June 1999.

e Finally, the FBI and BJS
have issued voluntary re-
porting standards that in-
clude recommended
minimum data elements
for arrest and disposition
information reported to
the State repositories and
to the FBI. The standards
are discussed in more
detail in chapter VI and
the full text is set out as
appendix 20.

— Transmission
specifications

Efforts have been under way
since 1995 to develop a more
readable and uniform rap
sheet along with specifica-
tions to permit the rap sheet’s
electronic interstate transmis-
sion. Initially, the National
Task Force of Increasing the
Utility of the Criminal His-
tory Record, comprised of
Federal, State, and local jus-
tice officials and related in-
terest groups, drafted a
sample transmission format
and an interim rap sheet pres-
entation format to facilitate
this goal.”

The Joint Task Force on Rap
Sheet Standardization began
in 1996 to transform the pro-
posed formats into opera-
tional processes through
which the interstate elec-
tronic transfer of a uniform

90Rap Sheet Task Force Report,
supra note 86.

Use and Management of Criminal History Record Information: A Comprehensive Report Page 43

2001 Update



rap sheet could be accom-
plished. The Joint Task Force
has released several rap sheet
transmission specifications
for testing, the most recent of
which — 2.01, based on eX-
tensible Markup Language
(XML) — was in draft form
in mid-2001.”" The Joint Task
Force membership includes
representative from the FBI;
the FBI’s CJIS APB; the Na-
tional Law Enforcement
Telecommunications System;
SEARCH, The National Con-
sortium of Justice Informa-
tion and Statistics; and state
and local law enforcement
agencies.

*!The Joint Task Force’s “Inter-
state Criminal History Transmission
Specification” is available at
http://www.search.org.
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Chapter lll: Overview of laws regulating criminal
history record systems

This chapter summarizes
relevant law applicable to
criminal history records, and
focuses on two dominant
criminal history record in-
formation issues.

Section 1: Constitutional
and common law doctrines,
discusses the impact of these
doctrines on the collection,
maintenance, or dissemina-
tion of criminal history re-
cord information.

Section 2: Statutory and
regulatory requirements,
reviews the various Federal
and State statutes and regula-
tions that govern the collec-
tion, maintenance, and
dissemination of criminal
history record information.

Section 3: Two key issues
— data quality and dis-
semination, discusses in de-
tail these dominant criminal
history record issues. As for
data quality, how accurate
and complete should criminal
history record information be,
and how can legal directives
and other strategies help im-
prove data quality? As for
dissemination, how confi-
dential should criminal his-
tory record information be
and, to the extent that the re-
cords are not confidential,
who should be permitted to
see them and for what pur-
poses?

Section 1:
Constitutional and
common law doctrines

Constitutional doctrines

The courts have ruled that
constitutional privacy princi-
ples have little impact on the
collection, maintenance, or
dissemination of criminal
history record information by
criminal justice agencies. It is
no exaggeration to say that
the U.S. Constitution is
largely neutral with respect to
the dissemination of criminal
history record information.

The Constitution does recog-
nize a legitimate privacy in-
terest in sensitive personal
information.”” In 1976, how-
ever, the U.S. Supreme Court
held, in Paul v. Davis, that
constitutional privacy princi-
ples do not limit dissemina-
tion by criminal justice
agencies of information about
official acts, such as an ar-
rest.”

In a statutory context, the
Court has recognized a pri-
vacy interest in an automated
comprehensive criminal his-
tory record.”* Most experts,
however, think it is unlikely

"Whalen v. Roe, 429 U.S. 589
(1977).

%424 U.S. 693,713 (1976).
94Department of Justice v. Re-
porters Committee for Freedom of

the Press, 489 U.S. 749 (1989).

that this principle will be ap-
plied in such a way as to
permit the Constitution to
pre-empt State statutes that
make criminal history record
information available to the
public or to specified public
users.

In a 1995 ruling with privacy
implications, the Court re-
jected a violation of privacy
rights claim based on a
marijuana-possession arrest
that was initiated when a
Phoenix, Arizona, police of-
ficer accessed inaccurate
criminal history information
through the laptop computer
in his patrol car.” The Court
ruled 7-2 that the arresting
officer acted in good faith,
and that the defendant’s con-
stitutional right to fourth
amendment “exclusionary
rule” protection did not apply
because the court employee
responsible for the misinfor-
mation’s presence had no
stake in the criminal pro-
ceedings that followed.

Common law doctrines

Common law privacy doc-
trines have also proven to be
largely irrelevant to the han-
dling of criminal history re-
cord information. Sovereign
immunity, civil and official
immunity, and the need to

% Arizona v. Evans, 514 U.S. 1
(1995), 115 S.Ct. 1185.
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show tangible harm arising
from the alleged misuse of
the criminal history records
pose insurmountable obsta-
cles to most common law
actions by record subjects.”

Section 2: Statutory
and regulatory
requirements

The collection, maintenance,
and dissemination of criminal
history record information
are governed by a mosaic of
Federal and State statutes and
regulations.

Federal statutes and
regulations

At the Federal level, the
Congress by law and the U.S.
Department of Justice (DOJ)
by regulation have estab-
lished minimum requirements
for the management of crimi-
nal history record systems,
leaving it to the States to de-
velop more specific laws and
policies to attempt to ensure
that State criminal history
records are complete, accu-
rate, easily accessible to law-
ful users, and held in
confidence with respect to the

96Intergovernmental Relations
Standing Committee, Technical
Memorandum No. 12: Criminal
Justice Information: Perspectives
on Liability (Sacramento: SEARCH
Group Inc., August 1977) pp. 5-20.
Robert R. Belair and Paul L. Woo-
dard, Case Law Digest: Court Deci-
sions on the Handling of Criminal
History Records — Summaries and
Analysis (Sacramento: SEARCH
Group Inc., July 1981).

public and other authorized
users.

— Statutes

The Federal Bureau of Inves-
tigation’s (FBI) basic statu-
tory authority to maintain
criminal history records is
found in Section 534 of Title
28 of the United States Code.
Specifically, subsections
(a)(1) and (a)(4) authorize the
Attorney General to “acquire,
collect, classify and preserve
identification, criminal iden-
tification, crime and other
records” and to “exchange
such records and information
with, and for the official use
of, authorized officials of the
Federal Government, the
States, cities and penal and
other institutions.”’

During the early 1970s, at a
time when public concern
about privacy, automation,
and governmental and private
information systems was
running high, the Congress
considered several legislative
proposals that would have
imposed a uniform national
information management
scheme for State and local
handling of criminal history
record information.

Although the Congress never
enacted comprehensive leg-
islation, it did enact a 1973
amendment to the Omnibus
Crime Control and Safe

TOther Federal laws and regula-
tions authorizing the Attorney Gen-
eral to disseminate criminal history
records are set out in chapter V,
footnote 181.

Streets Act of 1968, the so-
called Kennedy Amend-
ment,” providing that all
criminal history record in-
formation collected, main-
tained, or disseminated by
State and local criminal jus-
tice agencies with financial
support made available under
the Act must be complete and
secure, must be made avail-
able for review and challenge
by record subjects, and must
be used only for law en-
forcement and other lawful
purposes.

— Regulations

In 1976, the U.S. DOJ’s Law
Enforcement Assistance Ad-
ministration (LEAA) issued
comprehensive regulations to
implement the amendment.
Although the regulations did
not expressly require the
States to establish central
criminal history record re-
positories, the commentary
published with the regula-
tions noted that the accuracy
and completeness standards
were written with State cen-
tral repositories in mind. In-
deed, provisions dealing with
completeness state that com-
plete records “should” be
maintained in State central
repositories.”

980mnibus Crime Control and
Safe Streets Act of 1968, 42 U.S.C.
§ 3789g(b), as amended by § 524(b)
of the Crime Control Act of 1973,
Pub. L. No. 93-83, 87 Stat. 197
(1973).

928 C.FR. § 20.21(a)(1).

Page 46 Use and Management of Criminal History Record Information: A Comprehensive Report

2001 Update



State statutes and
regulations

As intended, the LEAA
regulations proved instru-
mental in stimulating the
States to enact their own stat-
utes dealing with criminal
history records, including the
establishment of State central
repositories.

Approximately one-half of
the States have enacted com-
prehensive criminal history
record statutes and all of the
other States have enacted
laws dealing with at least
some aspects of criminal
history records. Many of
these laws impose require-
ments that are stricter than
the requirements in the
LEAA regulations.'®

Virtually all States have en-
acted legislation governing at
least the dissemination of
criminal history records. The
overwhelming majority of
State laws follow the scheme
of the Federal LEAA regula-
tions, which distinguish be-
tween information referring
to convictions and current
arrests on the one hand, and
nonconviction data on the
other. Nonconviction infor-
mation refers to arrests that
are more than 1 year old and
are without recorded disposi-
tions or that have dispositions
favorable to the accused,
such as when the police or
prosecutor drop the charges
or when the accused is ac-
quitted at trial.

1001999 Compendium, supra note
21,p. 4.
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A majority of States now
permit access to some crimi-
nal history records by at least
some types of noncriminal
justice agencies and private
entities to screen applicants
for security clearances, li-
censing, and for suitability
for sensitive positions in se-
curity and child and elder
care.

Each State permits subjects to
review their records and to
institute procedures to correct
errors. Virtually all States
require the fingerprinting of
persons arrested for serious
offenses and the submission
of such fingerprints to the
State repository and, in addi-
tion, most of the States have
statutory or regulatory provi-
sions requiring criminal jus-
tice agencies to report
disposition information to the
repository.

Section 3: Two key
issues — data quality
and dissemination

In the years since the issu-
ance of the LEAA regula-
tions, State legislative
activity, as well as media and
public policy debate, have
focused on two key issues
with respect to criminal his-
tory record information: data
quality and dissemination.

This section discusses these

two issues in more detail,

including a look at:

e Federal data quality
regulations.

e State laws and strategies
designed to improve data
quality, such as manda-
tory reporting require-
ments, transaction log
requirements, and other
data quality safeguards.

e Dissemination of crimi-
nal history records for
criminal justice and non-
criminal justice purposes;
dissemination trends; and
statutory dissemination
policies at the beginning
of the 21* century.

Federal data quality
regulations

As noted previously, data
quality was one of the pri-
mary concerns motivating
passage of the Kennedy
Amendment in 1973 and the
subsequent adoption of the
LEAA regulations. Reflect-
ing sensitivity to the wide
disparity in the quality of re-
cords in State criminal his-
tory record systems, the
Kennedy Amendment pro-
vides that State criminal his-
tory records must be
complete and accurate, but
does not set specific data
quality standards. The LEAA
regulations provide some-
what more specific guidance
to the States, although the
regulations still leave the
States wide discretion to set
their own standards by State
legislation and regulations.

Specifically, the Federal
regulations require all cov-
ered criminal justice agencies
to implement operational
procedures designed to en-
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sure that criminal history re-
cord information is complete
and accurate.'”'

— Completeness
provisions

To be complete, the regula-
tions state that a record of an
arrest must contain informa-
tion concerning any disposi-
tion occurring within the
State within 90 days after the
disposition has occurred. In
an effort to promote the dis-
semination of complete and
up-to-date criminal history
records, the regulations also
require that State and local
agencies must query the State
central repository prior to
disseminating any criminal
history information to ensure
that the agency has the most
recent disposition data avail-
able.'”

— Accuracy provisions

The regulations address accu-
racy by defining the term lit-
erally to mean, “no record
containing criminal history
information shall contain er-
roneous information.”'”” To
promote accuracy, two types
of operational procedures are
required:

9128 CFR. § 20.21(a).

1028 C.ER. § 20.21(a)(1). The
regulations provide two exceptions
where prior contact with the State
central repository is not necessary:
(1) when the agency is sure that the
criminal history information is the
most recent available; or (2) when
time is of the essence and the re-
pository is incapable of responding
within the necessary time period.

103,8 C.ER. § 20.21(a)(2).

e A process of data
collection, entry, storage,
and systematic audit that
will minimize the possi-
bility of recording or
storing inaccurate infor-
mation.

e Procedures for sending
notices of corrections to
all criminal justice agen-
cies known to have re-
ceived inaccurate
information of a material
nature.

As a practical matter, this
provision requires agencies to
maintain dissemination log-
books so that corrections can
be sent to individuals who
have received incorrect in-
formation.'™ Finally, the
regulations require agencies
to give subjects an opportu-
nity to review their criminal
history records and to estab-
lish procedures for correcting
erroneous information.'”

State data quality laws
and strategies

The Federal LEAA regula-
tions had the intended effect
of prompting the States to
adopt laws to ensure the ac-
curacy and completeness of
criminal history records.
Prior to adoption of the
regulations in 1974, only 14
States had enacted any type
of statutory data quality safe-
guards. Fifty-two States have
now adopted laws that deal
with some aspect of data

1048 CER. § 20.
1956 C.ER. § 20.21(g).

quality.'” These laws and
implementing regulations are
discussed in the following
sections.

— Mandatory reporting
requirements

An important element of vir-
tually all State data quality
laws is mandatory arrest and
disposition reporting. In all,
52 jurisdictions, as a matter
of statute, regulation, or es-
tablished practice, require
State and local agencies to
report arrest and disposition
data to the State central re-
pository for all serious of-
fenses (usually felonies and
specified serious misdemean-
ors). Required information
generally includes an arrest
subject’s name and identifi-
cation information; arrest
event information (for exam-
ple, date, place of arrest);
arrest charges; and inked fin-
gerprint impressions. Finger-
print cards with space for the
required textual information
were once the most common
method for transmitting this
information to State criminal
history repositories, but a
growing number of justice
agencies are now utilizing
automated fingerprint identi-
fication systems (AFIS) to
supply State repositories with
the required data. All 50 U.S.
States had access to AFIS
technology at the end of the
1990s. Some States relied

1% he term “State” includes the
District of Columbia, Puerto Rico,
and the U.S. Virgin Islands. Every
State except the Virgin Islands has
enacted a data quality statute.
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almost exclusively on elec-
tronically transmitted data,
while others installed auto-
mated systems in metropoli-
tan areas while continuing to
use fingerprint cards that
were mailed by rural juris-
dictions to State repositories.

— Transaction log
requirements

The second most common
form of statutory data quality
safeguard, after mandatory
arrest and disposition report-
ing requirements, is transac-
tion log requirements. Thirty-
five States have enacted stat-
utes requiring criminal justice
agencies to maintain logs
identifying recipients of
criminal history record in-
formation and the dates of the
disseminations.'”’ Twenty-
three of the 35 States include
detailed and specific transac-
tion log requirements.'”

171999 Compendium, p. 43.
These 35 States are: Alabama,
Alaska, Arkansas, California, Con-
necticut, Delaware, Florida, Geor-
gia, Hawaii, Idaho, Indiana, Kansas,
Louisiana, Maine, Maryland, Mas-
sachusetts, Michigan, Mississippi,
Montana, Nebraska, Nevada, New
Hampshire, North Carolina, North
Dakota, Ohio, Oklahoma, Oregon,
Pennsylvania, Puerto Rico, South
Carolina, South Dakota, Vermont,
Virginia, Washington, and Wyo-
ming.

% bid, p. 7.
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— Other requirements

Many States have also
adopted a variety of other
statutory safeguards:

e 35 States require the
State central repository to
conduct some type of
data quality audits.'”

e 28 States require the re-
positories to audit State
and local criminal justice
agencies that submit re-
cords to the repository.110

e 17 States require the re-
pository to conduct an
annual in-house audit.'""

e 15 States require both an
in-house repository audit

109Ibid. These 35 States are:
Alaska, Arizona, Arkansas, Califor-
nia, Connecticut, Delaware, Florida,
Georgia, Hawaii, Idaho, Illinois,
Towa, Kansas, Kentucky, Louisiana,
Maryland, Massachusetts, Michi-
gan, Missouri, Montana, Nebraska,
Nevada, New Hampshire, North
Carolina, North Dakota, Oklahoma,
Oregon, Pennsylvania, Puerto Rico,
South Carolina, South Dakota,
Texas, Virginia, Washington, and
Wyoming.

110Ibid. These 28 States are:
Alaska, Arkansas, California, Con-
necticut, Delaware, Florida, Geor-
gia, Hawaii, Idaho, Iowa, Kansas,
Kentucky, Louisiana, Maryland,
Minnesota, Missouri, New Hamp-
shire, North Carolina, North Da-
kota, Oklahoma, Pennsylvania,
Puerto Rico, South Carolina, Texas,
Vermont, Virginia, Washington, and
Wyoming.

111Ibid. These 17 States are:
Alaska, Arizona, California, Illinois,
Kentucky, Louisiana, Maryland,
Missouri, New Hampshire, North
Carolina, North Dakota, Oregon,
Pennsylvania, South Carolina,
South Dakota, Texas, and Wyo-
ming. (Alaska requires in-house
audits every 2 years. Arizona’s law
requires periodic in-house audits.)

and audits of contributing
agencies.'"

Statutes in 13 States require
the repository to implement a
delinquent disposition moni-
toring system (for example, a
system designed to periodi-
cally identify arrest entries
for which dispositions are
probably available but not
reported).'” Six States im-
pose training requirements on
personnel involved in enter-
ing data into criminal history
record systems.'"* Seven
States have adopted statutory
provisions that address the
use of automated programs to
provide systematic editing
procedures for the purpose of
detecting missing or noncon-
forming data.'"

112Ibid. These 15 States are:
Alaska, Arizona, Kentucky, Louisi-
ana, Maryland, Missouri, New
Hampshire, North Carolina, North
Dakota, Oregon, Pennsylvania,
South Carolina, South Dakota,
Texas, and Wyoming.

113Ibid. These 13 States are: Con-
necticut, Delaware, Florida, Geor-
gia, Hawaii, Illinois, Iowa,
Louisiana, Missouri, Montana, Ne-
braska, New Hampshire, and
Washington.

114Ibid. These 6 States are: Ala-
bama, Alaska, Georgia, Kentucky,
Louisiana, and Wyoming.

"Ibid, pp. 7-8. These 7 States
are: Alaska, Connecticut, Hawaii,
Kentucky, Nebraska, South Caro-
lina, and Virginia.
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— Data quality strategies

In addition to statutory re-
quirements, State central re-
positories report that they
have voluntarily employed a
number of data quality im-
provement strategies, even
though those strategies are
not mandated by statute. For
example, 26 State reposito-
ries and the District of Co-
lumbia report that they are
currently using a delinquent
disposition monitoring sys-
tem that generates a list of
arrests with no dispositions.
Repositories in 31 States and
the District of Columbia
make field visits to contrib-
uting agencies. Twenty-nine
State repositories send form
letters indicating data quality
problems, and repositories in
38 States, the District of Co-
lumbia, and the U.S. Virgin
Islands telephone contribut-
ing agencies to discuss prob-
lems.'' Further, repositories
in 38 jurisdictions are using
some type of tracking number
system to link disposition and
charge information.'"’ In ad-
dition, 23 jurisdictions have
undergone data quality audits
in the past 5 years,'"® and 32
States and the District of
Columbia have conducted
audits of agencies that con-
tribute criminal history in-
formation to the repository or

1161999 Survey, supra note 6, pp.

7-8, and table 15.
117

Ibid., p. 7 and table 16. Table

16 is included in this report as ap-
pendix 17.

"81bid., p. 8 and table 20. Table

20 is included in this report as ap-

pendix 18.

obtain information from the
repository.'"

Dissemination of
criminal history record
information

There is wide agreement, as a
policy matter, about the im-
portance and the need for the
highest possible quality of
criminal history record in-
formation. There is far less
agreement as a policy matter
with respect to the other issue
that has dominated criminal
history record information
policy — the purposes for
which criminal history record
information should be dis-
seminated.

— Dissemination for
criminal justice
purposes

From the outset, it has been
recognized that criminal his-
tory record information
should be available for virtu-
ally all purposes related to
law enforcement and the ad-
ministration of criminal jus-
tice. Indeed, the criminal
history record owes its crea-
tion to the recognition that
such a record would be of
critical importance for crimi-
nal justice decisionmaking.

In recent years, there has
been a significant increase in
the availability and use of
criminal history record in-
formation within the criminal
justice community for a wide
variety of criminal justice
purposes. These purposes

"Ibid., p. 8 and table 19.

include using criminal history
record information for:

e Bail and other pretrial
determinations.

e Prosecution, including
decisions about upgrad-
ing charges.

e The enhancement of
sentences, including, in
particular, enhancement
with respect to chronic
offenders.

e Preparing pre-sentence
reports and making pro-
bation eligibility deci-
sions.

e Correctional classifica-
tion purposes.

e Parole eligibility deter-
minations.

As noted in chapter I, numer-
ous State statutes have been
adopted in recent years that
not only reflect these trends
but, in fact, require criminal
justice decisionmakers to
take criminal history record
information into account.'®

— Dissemination for
noncriminal justice
purposes

Use of criminal history re-
cord information for non-
criminal justice purposes,
however, has been a much
more problematic matter. In
recent years, many public and
private noncriminal justice
agencies have made persua-
sive arguments for access to
these records. Governmental

G atutes Report, supra note 8,
tables 1-10. Selected tables from the
Statutes Report are set out in this
report as appendixes 1-7.
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agencies and, in particular,
national security agencies
and the military services have
argued that it is essential that
they be able to obtain crimi-
nal history information for
use in making decisions
about eligibility for military
service, for security clear-
ances, and for access to sen-
sitive facilities.

Responding to these needs,
the Congress in 1985 enacted
the Security Clearance In-
formation Act (SCIA), which
requires State and local
criminal justice agencies to
release criminal history re-
cord information to certain
Federal agencies for national
security background
checks.'”!

Private employers have also
argued persuasively that they
should be entitled to obtain
criminal history record in-
formation for background
checks on prospective em-
ployees who will be placed in
sensitive positions handling
substantial amounts of money
or other valuable assets or,
even more importantly, car-
ing for vulnerable popula-
tions, such as children or
elderly persons. In this con-
nection, the Congress passed
legislation in the 1980s per-
mitting Federally held crimi-
nal history record
information to be released for
employment background
checks for positions at certain
kinds of banking institutions

2lbub. L. No. 99-169, codified in
partat 5 U.S.C. § 9101.
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and securities organiza-
Y
tions.

Landlords have also argued
for access to criminal history
record information for back-
ground checks of employees.
Indeed, both employers and
landlords have been found
liable under the negligent
hiring doctrine for failing to
check available criminal his-
tory data in cases where the
putative subjects of those
checks subsequently engaged
in destructive and unlawful
behavior that might have
been predicted and avoided
had a background check been
completed.'” Along these
lines, the Housing Opportu-
nity Program Extension Act
of 1996 provided Public
Housing Authorities with
access to National Crime In-

12215 U.5.C. § 78q(F)(2). Today,
numerous States permit or require
the release of criminal history in-
formation for background checks
for individuals who work with chil-
dren. See, Robert R. Belair, Public
Access to Criminal History Record
Information, Criminal Justice In-
formation Policy series, NCJ
111458 (Washington, D.C.: U.S.
Department of Justice, Bureau of
Justice Statistics, November 1988)
Pp- 29. See also, Pub. L. 92-544, 86
Stat. 1109, which authorizes the FBI
to disseminate criminal history re-
cords to State and local govern-
ments for employment and licensing
purposes when authorized by a State
statute and approved by the U.S.
Attorney General (October 25,
1972).

3R obert R. Belair and Gary R.
Cooper, Privacy and the Private
Employer, Criminal Justice Infor-
mation Policy series (Washington,
D.C.: U.S. Department of Justice,
Bureau of Justice Statistics, Decem-
ber 1981) pp. 47-52.

formation Center records to
conduct criminal history
background checks on appli-
cants for public housing.'**

An important step to provid-
ing better quality criminal
history records for noncrimi-
nal justice purposes was
achieved in 1998 when Con-
gress passed the Crime Iden-
tification Technology Act of
1998 (CITA) in which was
embodied the National Crime
Prevention and Privacy
Compact.'” The compact
established for the first time a
series of procedures and re-
quirements for States to fol-
low when accessing the
criminal history records of
other States for noncriminal
justice checks. It eliminated
the need to maintain dupli-
cate criminal history records
at the State and Federal lev-
els. More importantly, it fa-
cilitated access to State-level
criminal history records,
which are typically more cur-
rent, and therefore more ac-
curate, than those maintained
at the Federal level.

The compact may also help
standardize the variety of
formats States use to report
criminal history information
to one another. Previously,
justice officials in one State
found it difficult to decipher
the presentation of codes and
other information on another

"*Pub. L. No. 104-120.

'¥42 U.S.C. § 14601. The Com-
pact text and a section-by-section
analysis is included as appendix 21.
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State’s rap sheet. This diffi-
culty was even more pro-
nounced for noncriminal
justice agencies and organi-
zations that obtained criminal
history information to con-
duct background checks and
to determine employment
suitability.

Another tool to help improve
the comprehension of crimi-
nal history records is the
“Interstate Criminal History
Transmission Specification,”
developed by a task force of
Federal, State, and local law
enforcement agency repre-
sentatives and related interest
groups. The transmission
specification is designed to
merge separate segments of a
multi-State rap sheet into a
single rap sheet in time se-
quence and absent redundant
data. Several versions of the
specification have been re-
leased for testing. The most
recent version, numbered
2.01 and based on eXtensible
Markup Language (XML),
was still in draft form in mid-
2001."%°

Also embodied in CITA was
the Volunteers for Children
Act, which amended the Na-
tional Child Protection Act of
1993"" to authorize organi-
zations that deal with chil-
dren, the elderly, and the
disabled to request authorized
State agencies to conduct
national fingerprint-based
checks of volunteers or em-

126, .. .
The draft transmission specifi-
cation is available at

http://www.search.org.

2745 U.5.C. 5119a.

ployees even if the State had
not implemented procedures
to conduct such searches.

Some proponents of more
open access to criminal his-
tory records have argued that
inasmuch as an arrest and any
subsequent adjudication are
public events, the records of
those events, particularly
when maintained by govern-
mental agencies at public
expense, should be available
to the public without regard
to the requestor’s identity or
need for the record. Indeed,
at least a few States, includ-
ing Florida, Iowa, Oklahoma,
and Wisconsin, have adopted
policies under which the
public can obtain virtually all
criminal history record in-
formation for almost any
purpose. Initial studies indi-
cate that these “open record”
policies have not resulted in
significant privacy violations
or other concerns.'”

On the other hand, advocates
of stricter dissemination lim-
its argue that criminal history
record information can be
and is used to stigmatize and
harm offenders who are try-
ing to rehabilitate themselves
and re-enter society. These
advocates also argue that re-
lease of this kind of informa-
tion has a disproportionately
adverse impact on minorities
and the young. Furthermore,

"$paul L. Woodard, A Florida
Case Study — Availability of Crimi-
nal History Records: The Effect of
an Open Records Policy
(Sacramento: SEARCH Group, Inc.,
March 1990).

advocates point to the fact
that many criminal history
records are inaccurate or in-
complete or no longer timely
and, for all of these reasons,
fail to present an accurate and
representative image of the
record subject. Advocates
argue that, at a minimum,
only conviction record in-
formation should be made
available for noncriminal
justice purposes and that ar-
rest information without a
recorded disposition should
be withheld in deference to
the presumption of inno-

cence. 129

— Dissemination trends

In the decade from the mid-
1960s through the mid-1970s,
most experts felt that dis-
semination trends had moved
in the direction of increased
confidentiality and the impo-
sition of restrictions upon the
release of criminal history
records for noncriminal jus-
tice purposes. However, as
mentioned earlier, congres-
sional efforts in the early
1970s to set nationwide stan-
dards for the dissemination of
criminal history records for
noncriminal justice purposes
failed.

Similarly, the LEAA regula-
tions refrained from at-
tempting to establish a
uniform national standard for

B echnical Report No. 13: Stan-
dards for Security and Privacy of
Criminal History Record Informa-
tion, third edition (Sacramento:
SEARCH Group, Inc., July 1988)

pp- 2-5.
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noncriminal justice access.
Rather, the regulations gave
State legislatures and State
executive agencies broad
authority to set their own
standards governing the dis-
semination of criminal his-
tory records for noncriminal
justice purposes. Specifically,
the regulations authorized
noncriminal justice access if
“authorized by statute, ordi-
nance, executive order, or
court rule, decision or order
as construed by appropriate
State or local officials or
agencies.”™ The States ini-
tially used this flexibility to
enact legislation that, for the
most part, restricted private-
sector access to criminal his-
tory records and particularly
to nonconviction records."”!

This trend reversed in the
mid-1970s. Most observers
cite the U.S. Supreme Court’s
1976 decision in Paul v.
Davis"* as providing impetus
for judicial and, in particular,
statutory efforts to loosen
restrictions on access to
criminal history records. In
that case, the Court rejected a
record subject’s claim that a
law enforcement agency’s
public dissemination of a
flyer that included his name
and photograph and identi-
fied him as an active shop-
lifter violated his
constitutional right of pri-
vacy. The Court dismissed
the notion that an arrest re-
cord is private information:

30,8 C.ER. § 20.21(b)(2).
1311999 Compendium, supra note

21,p. 4.

32424 U.S. 693 (1976).
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“[Davis] claims constitu-
tional protection against
the disclosure of the fact
of his arrest on a shop-
lifting charge. His claim
is based not upon any
challenge to the State’s
ability to restrict his free-
dom of action in a sphere
contended to be private,
but instead on a claim
that the State may not
publicize a record of an
official act such as an ar-
rest. None of our sub-
stantive privacy decisions
hold this or anything like
this, and we decline to
enlarge them in this

133
manner.”

For the 15 years following
this decision, the trend in
both judicial decisions and
statutory enactments was de-
cidedly in the direction of
making criminal history re-
cord information more avail-
able to the private sector and
even to the public.

As the 1990s started, there
were signs that the pendulum
was swinging again in the
direction of privacy. Once
again the bellwether was a
U.S. Supreme Court decision.
In 1989, in Department of
Justice v. Reporters Com-
mittee for Freedom of the
Press,"™ the Court held that
an individual has a cogniza-
ble privacy interest in his
criminal history record in-
formation, even though all of
the constituent parts of the
record may be public infor-

Bpid., at 713.
134489 U.S. 749 (1989).

mation. The Court reasoned
that the compilation of an
entire history of an individ-
ual’s criminal activity, and, in
particular, its automation in a
format that makes the record
easily retrievable, vastly in-
creases the privacy risk to the
record subject and made it
appropriate to extend privacy
protections to the record.

At the start of the 1990s,
polling data also indicated
that privacy concerns were at
historically high levels."” In
addition, in the early 1990s,
serious congressional consid-
eration was given to several
pieces of Federal legislation
that restricted access to pre-
viously public record infor-
mation, such as motor vehicle
records held by State depart-
ments of motor vehicles and
change-of-address informa-
tion maintained by the U.S.
Postal Service.

This trend toward privacy
began to reverse course in the
mid-1990s as greater access
to criminal history records
was provided at both the
State and Federal levels. The
Brady Handgun Violence
Prevention Act," approved
by Congress in November
1993, facilitated national
criminal history checks to
determine whether a potential
gun purchaser’s criminal

135Louis Harris & Associates,
Inc., and Alan F. Westin, The
Equifax Report on Consumers in the
Information Age (Atlanta, Ga.:
Louis Harris & Associates, 1990) p.
5.

®pyb. L. No. 103-159.
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background prohibited the
purchaser from owning or
possessing a firearm. Also in
1993, Congress approved the
National Child Protection
Act,”” which permits non-
criminal organizations that
serve children, the elderly,
and the disabled to request
State agencies to conduct
national criminal history
background checks of poten-
tial employees or volunteers.

As noted earlier, a U.S. Su-
preme Court ruling in 1995
allowed the use of evidence
in a drug prosecution, even
though the evidence was ob-
tained through the use of in-
accurate computerized
criminal history informa-
tion."”® The U.S. Court of
Appeals for the Sixth Circuit,
based in Cincinnati, Ohio,
ruled in 1996 in favor of
broader dissemination of
criminal history information
in a privacy case involving
the mug shots of eight indi-
viduals under indictment and
awaiting trial on Federal
charges.139 In that case, a re-
quest by the Detroit Free
Press to obtain the mug shots
was denied by the U.S.
DOJ’s Marshals Service on
the grounds that release of
the photographs would vio-
late the personal privacy in-
terests of the criminal
defendants. The Free Press
successfully sued the DOJ
under the Freedom of Infor-
mation Act.

B4 Us.C. 5119

138Arizona v. Evans, 514 U.S. 1
(1995).

13973 F. 3d 93 (6" Cir.).

The Topeka Capital-Journal
newspaper reported in 1998
that Kansas had implemented
25 new statutory provisions
in the past decade requiring
or allowing criminal history
background checks for cer-
tain individuals."* According
to the Capital-Journal, the
number of criminal history
background checks con-
ducted in Kansas rose slightly
from 496,669 in 1992 to
503,960 in 1997."*" Also
noted previously, Congress
approved the National Crime
Prevention and Privacy
Compact, embodied in the
Crime ldentification
Technology Act of 1998,'**
which provided a series of
procedures and requirements
to access State-level criminal
history records for noncrimi-
nal justice purposes.

Still, the always-volatile na-
ture of privacy expectations
and the potential for another
trend shift was demonstrated
in March 1999 when the U.S.
District Court for the Eastern
District of Louisiana ruled
against the Times-Picayune
Publishing Corporation, pub-
lisher of the New Orleans
Times-Picayune newspaper,
which sought the mug shot of
a prominent businessman
who had pleaded guilty to
charges filed in connection

14ORoger Myers, “Background in-
quiries by the State increasing,”
Topeka Capital-Journal, Copyright
1998. Available at
http://www.cjon-line.com/stories
/042398/cyb_background.shtml.

141, .

Ibid.
242 U.S.C. § 14601.

with a highly publicized cor-
ruption scandal involving
prominent individuals in
Louisiana.'* The Court ruled
in favor of the U.S. Marshals
Service, which cited a Free-
dom of Information Act ex-
emption clause' in its
refusal to provide the mug
shot.

To further demonstrate the
dichotomy in U.S. privacy
expectations at the beginning
of the 21* century, the U.S.
Marshals Service provides
mug shots in response to me-
dia requests only in the juris-
diction of the U.S. Court of
Appeals for the Sixth Circuit,
home of the Detroit Free
Press ruling, which reviews
appeals from Federal district
courts in Kentucky, Michi-
gan, Ohio, and Tennessee.'®
The Marshals Service rou-
tinely denies mug shot re-
quests made by media
organizations in all other cir-
cuit court jurisdictions in the
United States.

In another decision with con-
stitutional overtones, the U.S.
Supreme Court on December
7, 1999, ruled 7-2 in favor of
a California law that prohib-
ited the dissemination of po-
lice record information solely
for commercial purposes,
reversing two lower court
rulings that found the law
invalid under the first
amendment.

1337 F. Supp. 2d 472.

1445 U.S.C. § 552(b)(7)(C).
35 0urce: Mr. Bill Dempsey,
Staff Public Information Officer,

U.S. Marshals Service.
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In Los Angeles Police Dept.
v. United Reporting Pub-
lishing Corp.," the Court
considered the validity of
California Government Code
§ 6254, which was amended
effective July 1, 1996, to
limit public access to the ad-
dresses of individuals ar-
rested for crimes and of
crime victims.

While the amended law per-
mitted dissemination of the
addresses to those who de-
clared, under penalty of per-
jury, that the information
would be used for scholarly,
journalistic, political, or gov-
ernmental purposes, or by
licensed private investigators,
it could not be used directly
or indirectly to sell a product
or service.

United Reporting Service, a
company that provided the
names of recently arrested
individuals to attorneys, in-
surance companies, drug and
alcohol counselors, driving
schools, and others for mass
business solicitation mail-
ings, challenged the constitu-
tionality of the law prior to its
effective date.

Both a Federal district court
and a Federal appeals court
agreed that the law violated
United Reporting’s commer-
cial free speech rights. The
Supreme Court heard argu-
ments in October 1999.

146120 5.Ct. 483; 145 L. Ed. 2d
451; 28 Media L.Rep. 1041.
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The petitioner claimed that
the lower courts applied the
wrong analysis when exam-
ining the law under the Su-
preme Court’s commercial
speech doctrine, arguing that
the statute was no more than
an access restriction that did
not restrict speech. The re-
spondent countered that the
law was designed to prohibit
what the State considered
unsavory solicitation.

The U.S. Court of Appeals
for the Ninth Circuit had ear-
lier agreed with the United
Reporting Publishing Corp.,
ruling that the section of the
California Government Code
in question was, indeed, un-
constitutional.'”” In doing so,
the court concurred with Fifth
and Eleventh circuit appeals
courts, which struck down
similar statutes in Texas and
Georgia, and diverged from
the supreme courts of Louisi-
ana and South Carolina,
which upheld similar statutes
in those States.

— Statutory
dissemination policies in
the 21st century

Despite a fair amount of vari-
ance, most State statutory
dissemination schemes now
share at least two common
elements:

1. A majority of States now
permit access to criminal
history records for some
compelling noncriminal

97146 F. 3d 1133.

justice purposes, includ-
ing, for instance, back-
ground screening by
licensing boards and pri-
vate employers of appli-
cants for sensitive
positions, such as those
involving child care,
public safety, supervision
of property, or fiduciary
responsibilities.'**

2. Most States continue to
treat conviction records
differently from noncon-
viction records.

Customarily, States place few
or no restrictions on the dis-
semination of conviction re-
cords, and a number of States
also do not restrict the dis-
semination of open arrest
records less than 1 year old.
Nonconviction records, how-
ever, including records of
cases with no disposition re-
corded after the passage of a
year or longer, are restricted
in most States and in some
States may not be dissemi-
nated at all for noncriminal
justice purposes or may be
disseminated only for limited
and specifically defined pur-
poses.'* However, as noted
previously, there are signs
that this practice is also be-
ginning to change.

1481999 Compendium, supra note
21,p. 8.
bid., p. 9.
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Chapter IV: The evolution of information technology

The evolution of information technology, the creation of key electronic information exchange standards,
the development of security strategies that allow the Internet transfer of criminal history records, and
policy innovations are among the factors that are significantly transforming the Nation’s criminal history
environment as the 21* century dawns.

This chapter briefly describes some of the technological innovations and information management strate-
gies now in use or available to criminal history repositories to improve record quality and the ability to
exchange information. They include:

Section 1: Automated reporting to the repositories, which speeds the processing of arrest and disposi-
tion information and its reporting to the criminal history repository.

Section 2: Advances in fingerprint technology, which allow criminal history repositories to obtain
higher quality fingerprints and to respond to identification verification requests in a matter of hours while
fulfilling responsibilities to share information with other justice entities.

Section 3: Justice system integration, which provides higher quality criminal history records by reduc-
ing redundant data entry. Integration facilitates the transfer of information to agencies participating in the
criminal justice process and, ultimately, to the criminal history repository. It also allows information
sharing with appropriate noncriminal justice entities such as social service agencies.

Section 4: Data warehousing tools, which program incoming data and transform existing data so they
can be used in detailed research, analysis, and planning.

Section 5: Data exchange standards, which allow information sharing among justice agencies using
equipment manufactured by different vendors.

Section 6: Internet security strategies, which may ultimately allow the wide-scale transfer of criminal
history information on the Internet, reducing dependence on costly dedicated networks and improving
data quality at the repository level by providing cost-effective on-line access to smaller justice agencies.

Section 7: Policy innovations, which allow justice entities to maximize the capabilities of emerging in-
formation technologies and systems by developing recognized policies and requirements for system op-
eration. Policy compliance increases trust in a system, which attracts more justice participants.
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Background

An observation on the evolu-
tion of computer memory
chips first made by Intel Cor-
poration founder Gordon
Moore in 1965 has remained
remarkably consistent. Moore
noted that each new genera-
tion of chip or microproces-
sor that appeared on the
market was released 18 to 24
months after its predecessor
and contained twice as much
memory. This observation
has come to be known as
Moore’s Law.

The world’s first commercial
microprocessor — Intel’s
4004, released in November
1971 — contained 2,300
transistors and could perform
about 60,000 calculations per
second." Intel’s Pentium II
Processor, released in 1997,
contained 7.5 million tran-
sistors and could perform
hundreds of millions of cal-
culations per second.”" In-
tel’s 9.5 million-transistor
Pentium III Processor, re-
leased in May 1999, was 53%
to 108% faster than its prede-
cessor, depending on the
specifications used to test its
performance.'” Intel’s

150
Source:
http://www.intel.com/education
/teachtech/learning/mpuworks
/index.htm.
151
Source:
http://developer.intel.com/design
/PentiumIl/prodbref/.
152
Source:
http://www.intel.com/pressroom
/archive/releases/dp051799.htm.

Pentium 4 Processor, intro-
duced in November 2000 and
capable of performing up to a
billion and a half calculations
per second, delivered new
levels of performance in
processing audio, video, and
graphics applications, and in
utilizing Internet technolo-
gies.'”

These dramatic advances in
computing power made pos-
sible not only the swift ex-
change of information, but
also the use and transfer of
multimedia applications such
as sounds and intricate
graphics. New technological
capabilities, combined with
declining computer prices
prompted in part by competi-
tion among chip manufactur-
ers and other factors, sparked
tremendous interest in infor-
mation technology through-
out the United States in the
1990s.

A U.S. Commerce Depart-
ment report found that, as of
August 2000, more than 41%
of all American homes were
connected to the Internet, and
more than one-half of all
American homes contained a
computer.”* The report also
found that there were 116.5
million Americans on-line in

some location in August

153
Source:

http://www.intel.com/pressroom
/archive/releases/dp112000.htm.

4 Ralling Through the Net: To-
ward Digital Inclusion (Washing-
ton, D.C.: U.S. Department of
Commerce, October 2000).
Available at
http://www.ntia.doc.gov/ntiahome
/digitaldivide/.

2000, 31.9 million more than
there were just 20 months
earlier.'” An earlier
Commerce Department report
found that the Internet passed
the 50-million-user mark just
4 years after its introduction.
Television was available for
13 years and radio for 38
years before they attracted
that many users.'™

The U.S. business commu-
nity rushed to incorporate
new information technologies
to provide on-line access to a
variety of goods, such as
books, software, compact
disks, and airline tickets, and
services, such as banking and
bill paying. U.S. justice
agencies were equally eager
to join the information revo-
lution to take advantage of
the administrative benefits
and opportunities for im-
proved performance made
possible by emerging tech-
nologies.

Many agencies automated
information processing and
services, and a growing num-
ber began efforts to integrate
their information systems
with those of other justice
entities. Efforts also took
place to define acceptable
standards to break down the
walls that prevented infor-
mation exchanges among
different vendors’ systems,

1bid.

156Emerging Digital Economy
(Washington, D.C.: U.S. Depart-
ment of Commerce, April 1998).
available at
http://www.ecommerce.gov
/viewhtmLhtm.
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and to establish policies to
govern the electronic transfer
of criminal history data.

While information technol-
ogy grew increasingly so-
phisticated, a series of high-
profile sex offenses stoked
public interest in programs to
monitor convicted sex of-
fenders released into the
community and to check the
backgrounds of individuals
who were hired to work in
sensitive positions, including
security, and child and elder
care. The Federal Bureau of
Investigation (FBI) reported
that more than one-half of the
12,826,933 10-print finger-
print cards submitted to the
Bureau in 1997 were for non-
criminal justice background
checks."’

The increased background-
check duties strained the ca-
pacity of many repositories to
meet their responsibilities.
Agencies mailing fingerprint
cards to the FBI in March
1998, for example, waited an
average of 72 days for a re-
sponse. Organizations sub-
mitting prints for background
checks waited an average of
24 days for a response.

nology to meet the growing
demand for their services.
Ten States reported fully
automated criminal history
record files and master name
indexes in 1989, and 47
States and the District of
Columbia had automated
some records in either the
criminal history record file or
master name index." By
1999, 21 States had fully
automated files and indexes,
and all 50 States, the District
of Columbia, and Puerto Rico
had automated at least some
records in their criminal his-
tory record files.'®

Meanwhile, growing public
concerns over safety
prompted the Federal gov-
ernment to fund a variety of
programs to help justice
agencies fight crime. Crimi-
nal history repositories bene-
fited from programs such as
the National Criminal History
Improvement Program and
the Crime Identification
Technology Act of 1998,
which were designed to in-
crease the utility and accessi-
bility of criminal history
records.

The confluence of improved

ment as the 21* century be-
gins. This chapter examines
some of the technologies,
standards, and policies that
have been implemented in
recent years to facilitate the
accumulation and exchange
of criminal history informa-
tion.

Section 1: Automated
reporting to the
repositories

Although most criminal jus-
tice agencies have terminal
access to their State reposito-
ries and to FBI files to con-
duct name searches and to
obtain automated records,
many agencies still use paper
documents such as finger-
print cards and disposition
forms to report case process-
ing information to the re-
positories and to the FBI.
Increasingly, however, com-
puter technology is being
used to speed the reporting
process and save resources.

This section discusses meth-
ods for:

e Automated arrest report-
ing.

e Automated disposition

Meanwhile, a growing back- information technology, Fed- reporting.
log of unprocessed prints eral funding, and the desire to
surpassed 750,000." meet increased expectations
for public safety are com-

Increasingly, criminal history bining to significantly change
repositories looked to tech- the criminal history environ-

157Integrated Automated Finger- 159Survey Report, supra note 37,
print Identification System (IAFIS) p.- L.
Program Overview, Federal Bureau 1601999 Survey, supra note 6,
of Investigation, U.S. Department of tables 1 and 2. Tables 1 and 2 are
Justice, March 24, 1998. included in this report as appendixes

¥ bid., 9 and 11, respectively.
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Automated arrest
reporting

— Problems with manual
reporting

Historically, arrest informa-
tion'® has been reported to
State repositories and to the
FBI on fingerprint cards. In
addition to spaces for inked
fingerprint impressions, these
cards contain spaces for typ-
ing or writing in textual in-
formation. Many State laws
require fingerprint cards for
reportable offenses to be
submitted to the repositories
within 24 to 48 hours after
arrests, while most other
States require submission
“promptly” or “without un-
due delay.”

Even where these laws are
complied with, however,
mailing time and normal
processing time at the re-
pository may mean that arrest
information is not entered
into the repository’s database
until a week or more after the
arrests. In addition to the de-
lay, the manual processing of
fingerprint cards and the en-
try of arrest information by
repository personnel is a sig-
nificant drain on repository
resources.

— Automation aids in
arrest reporting

Many high-volume law en-
forcement agencies through-

10 his includes subject identifi-
cation information, as well as in-
formation specific to the arrest
event and the arrest charges.

out the country have imple-
mented automated informa-
tion management systems,
including automated booking
components. Because infor-
mation entered into these
systems for local agency use
typically includes all arrest
information required by the
State repository for its crimi-
nal history database, these
systems are often utilized as
the basis for automated arrest
reporting by computer tape or
by direct computer-to-
computer transmission to the
repositories.

— Benefits

Direct computer linkage can
provide for real-time trans-
mission, which means that
the information can be en-
tered into the repository data-
base as the arrested person is
booked at the local agency
immediately following the
arrest.

These automated booking
systems can incorporate the
same kinds of edit and verifi-
cation programs used by the
repository to guard against
the entry of inaccurate infor-
mation and ensure the entry
of all required information.
Redundant typing of arrest
information by arresting
agency personnel is elimi-
nated, as is the necessity for
data entry at the repository.

Fingerprint cards may some-
times still be mailed to the
repository for identification,
but, as explained in section 2
of this chapter, a growing

number of automated finger-
print identification systems
are being installed in munici-
pal, county-level, and re-
gional law enforcement
agencies in most States.

Automated disposition
reporting

The mailing of paper dispo-
sition forms to repositories by
prosecutors, courts, and cor-
rectional agencies is also be-
ing replaced in many
jurisdictions by automated
reporting. Many agencies
have installed automated case
management systems, which
can generate case disposition
information required by re-
positories. These data can be
generated in magnetic tape
form or directly entered into
a repository database through
an information system that is
integrated with a State’s local
justice agencies.

— Reporting by local
prosecutors, courts

Moderately priced or public
domain software has been
available for some years to
support prosecutor informa-
tion management systems. As
a result, many high-volume
prosecutors’ offices and some
smaller offices have installed
automated case management
systems. Similarly, courts in
some high-volume jurisdic-
tions have also installed
automated case management
systems. A growing number
of State repositories are im-
plementing links with local
prosecutor and court systems
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to obtain disposition infor-
mation in automated form.

— Reporting by State
courts systems

Some States with unified
court systems have imple-
mented automated informa-
tion management systems at
the State level. In some of
these States, local courts re-
port case disposition infor-
mation to the State system by
using paper forms or com-
puter tape, and the State sys-
tem then edits and combines
this information and reports
to the State criminal history
repository by direct elec-
tronic link or computer tape.

— Reporting by State
corrections

Finally, some States have
implemented State-level
automated correctional in-
formation systems or have
installed automated informa-
tion systems in some State
correctional facilities. These
systems can typically gener-
ate the correctional disposi-
tion information needed by
the criminal history record
repositories and are being
used in some States to report
the information in automated
form.

— Benefits

Automated reporting tech-
niques make disposition re-
porting more accurate,
because duplicate data entry
processes are eliminated, and
also result in faster, easier,

and more economical re-
porting.

In some cases, careful plan-
ning and cooperation among
local and State agencies has
resulted in the implementa-
tion of automated systems in
those agencies that:

e Have saved time and
money for the agencies in
performing their own re-
cordkeeping functions.

e Have made reporting to
the State repository a by-
product of these func-
tions. This occurs when
agencies cooperate in
adopting procedures,
which allow the linkage
of arrests and/or charges
to dispositions.

Section 2: Advances in
fingerprint technology

American justice agencies
first explored the potential of
digitized fingerprint images
in the mid-1960s, and the
first automated fingerprint
reading machines based on
digitized images began to
appear in the early 1970s.
Subsequent advances and
refinements improved
fingerprint technology to
such a degree that many
State-level criminal history
repositories and some justice
agencies in larger
metropolitan areas began to
implement automated
fingerprint identification
systems (AFIS) in the mid-
and late-1980s. Thirty-nine
States utilized or were
planning to procure

automated fingerprint
systems in 1993. As of 1999,
virtually all States had access
to AFIS technology.'®

This section discusses:

e The production and
transmission of digitized
fingerprint images.

e The benefits of auto-
mated fingerprint sys-
tems for criminal history
repositories.

e The scope of AFIS im-
plementation.

Automated fingerprint
processing

Prior to the invention of
AFIS and for a period of time
following its implementation,
10-print fingerprint cards
were the primary vehicles for
collecting and transmitting
fingerprint images. A law
enforcement officer would
generally collect three sets of
prints — one for the law en-
forcement agency’s records,
one for the State criminal
history repository, and one
for the FBI. The process was
time-consuming and often
resulted in poor-quality

12Gix States belonging to the
Western Identification Network
(WIN), a not-for-profit corporation
formed in 1989 to facilitate the de-
velopment of a multi-State AFIS
network, share access to an AFIS,
which is located in Sacramento,
California. The states are Idaho,
Montana, Nevada, Oregon, Utah,
and Wyoming. Other WIN members
are Alaska, California, and Wash-
ington. (Source: Mr. Thomas J.
Roberts, Assistant Program Man-
ager, Integrated Automated Finger-
print Identification System, FBI).
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prints. The FBI rejected 2%
of the criminal cards and
10% of the civil cards it re-
ceived by mail because of
smudging, smearing, and un-
der- or over-inking.'®

The process was also time-
consuming in that the cap-
tured fingerprints and ac-
companying personal and
criminal history information
were mailed to the State re-
pository, which mailed the
information to the FBI. The
Bureau’s response would be
mailed to the State criminal
history repository, which
would then mail the informa-
tion to the local law enforce-
ment agency. Weeks passed
before the law enforcement
agency learned the true iden-
tity and warrant status of the
subject individual. AFIS de-
velopment reduced this time
significantly.

— Livescan

AFIS has the capacity to use
an optical scanner, or a
“livescan” as they are called
in the criminal justice com-
munity. The subject individ-
ual’s fingers are placed one at
a time on a glass plate and
scanned. The device trans-
forms the fingerprint images
into unique bit maps consist-
ing of rows and columns of
dots, each with stored bits of
data. The digitized images

1%peter T. Higgins, “Standards
for the Electronic Submission of
Fingerprint Cards to the FBL,” Jour-
nal of Forensic Identification, Vol.
45, No. 4 (July/August 1995) pp.
409-418.

can then be attached to an
email for electronic transmis-
sion through a network to a
criminal history repository.

The repository’s AFIS
quickly searches its stored
digitized images for a match.
Responses can be returned
on-line in a matter of hours or
less. AFIS eliminates the
need to take multiple sets of
prints, as the images can be
easily copied. Technicians
can also determine finger-
print quality on site and re-
take inferior quality prints
before sending them to the
repository.

The benefits of
automated fingerprint
systems for criminal
history repositories

Automated fingerprint sys-
tems provide the following
benefits for criminal history
repositories:

1. Faster searches:
Searching card-based
fingerprint files for a
match to a submitted
print is a time-consuming
task. The files are broken
down into categories
based on the Henry Fin-
gerprint Classification
System, which classifies
fingerprints based on
ridge formations and
other unique patterns,
termed “minutia.”'* De-

1%4Gir Edward Henry, Assistant
Commissioner of the Criminal In-
vestigation Department at Scotland
Yard, devised the Henry Fingerprint
Classification System at the end of
the 19th century.

spite this breakdown,
each classification cate-
gory still contains thou-
sands of cards in most
State criminal history re-
positories. A technician
searching for a match to a
submitted fingerprint
must retrieve a card from
a file and then examine
its image through a mag-
nifying glass. Automated
fingerprint systems can
search through thousands
of digitized print images
in seconds. The FBI’s
powerful Integrated
Automated Fingerprint
Identification System
(IAFIS) can examine 3
million fingerprints per
second.'®

2. Less storage space:
Digitized fingerprint im-
ages require far less
space for storage than do
fingerprint cards.
Whereas California’s
database of more than 9
million fingerprints
would fill a warehouse
full of print cards, the
same sized database
would fill an average
room if digitized.

3. Higher quality
fingerprints: The use of
livescan devices to cap-
ture fingerprints during

165Eric C. Johnson, “From the
Inkpad to the Mousepad: IAFIS and
Fingerprint Technology at the Dawn
of the 21* Century,” Technical
Bulletin series (Sacramento:
SEARCH Group, Inc., December
1998). Published with funding from
the Bureau of Justice Assistance,
U.S. Department of Justice. Here-
after, IAFIS Technical Bulletin.
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booking ensures that
higher quality prints will
ultimately be transmitted
to the criminal history
repository. Livescan
technology allows a
booking officer or tech-
nician to review prints as
they are taken to ensure
quality. Poor quality
prints can be retaken
immediately. Original
prints can be copied,
eliminating the potential
for mistakes that may oc-
cur when multiple sets of
prints are obtained. AFIS
technology permits the
replacement of one fin-
gerprint image or an en-
tire set of digitized prints
stored in a repository if
more recently submitted
fingerprints are of higher
quality.

4. Faster filing: While
approximately two-thirds
of all arrest subjects have
been arrested previously,
one-third have not, and
therefore do not have ar-
rest records on file at the
repository. When their
fingerprints are submitted
to a repository and a
match is not found, the
prints must be classified
before storage — another
time-consuming process
during which a technician
with a magnifying glass
pores over the images to
categorize them. AFIS
can accomplish this task
in a small fraction of the
time.

5. Cost efficiencies: While
a State may spend several
million dollars purchas-

ing an AFIS when hard-
ware, software, and
training costs are taken
into account, the finan-
cial savings eventually
realized make the pur-
chase worthwhile. Stor-
age costs are
substantially lower for
digitized fingerprint im-
ages. The more efficient
processing, retrieval, and
examination of finger-
prints free personnel for
more productive tasks
and could ultimately lead
to staff reductions. Less
reliance on the mail to
exchange fingerprint
cards means less postal
charges and more sav-
ings.

The scope of automated
fingerprint identification
system implementation

While virtually all State
criminal history repositories
have implemented automated
fingerprint systems, there are
significant variations as to
how they use the technology.
Some States have been elec-
tronically transmitting fin-
gerprint images and
accompanying personal and
criminal history data to the
FBI for several years, and 10
States were able to electroni-
cally transmit fingerprint and
criminal history data to the
FBI when the Bureau’s
IAFIS started service in July
1999.' Twenty-two States

166The States were California,
Florida, Georgia, Mississippi, New
Mexico, North Carolina, South
Carolina, Texas, West Virginia, and

were transmitting electronic
fingerprint data to the FBI by
February 2000, although only
a handful was sending trans-
missions in any significant
numbers.'"’

Most State repositories are
not yet capable of electroni-
cally transmitting data to the
FBI, even though they have
implemented AFIS internally.
Some States are installing
livescan devices in every
county for transmitting data
to the State criminal history
repository. Others plan to
install livescan devices in
larger metropolitan areas, but
law enforcement agencies in
rural areas will continue to
mail fingerprint cards to State
repositories.

Section 3: Justice
system integration

Integration occurs when a
computerized information
system maintained by one
entity is programmed to
electronically interact and
share data with a computer-
ized information system
maintained by another entity.
The potential benefits of in-
tegrated or interlinked infor-
mation systems that would
permit the unfettered elec-
tronic exchange of informa-
tion between justice agencies
attracted great interest in the
late 1990s. However, many

Wisconsin. (Source: Mr. Thomas J.
Roberts, Assistant Program Man-

ager, IAFIS, FBI.)

7681 State EFCON Submission

Totals, 2-1-2000 to 2-29-2000.
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of the agencies that attempted
integration projects found the
planning, design, and imple-
mentation process to be more
than they bargained for.

Funding for projects that ex-
tended beyond bureaucratic
boundaries and long-
established budgeting prac-
tices was a problem. Turf
battles were common, as in-
dividual agencies fought to
maintain what they perceived
as “control” over the data
they had collected. Techno-
logical innovations were nec-
essary to connect legacy
information systems manu-
factured by different vendors
that shared no existing inter-
faces.

Still, many of the agencies
whose persistence resulted in
some form of information
system integration achieved
results that demonstrated the
value of their efforts, and that
have encouraged other justice
agencies to follow suit. This
section examines:

e The technology of inte-
gration.

e  The benefits of
integration for criminal
history repositories.

e Criminal history
repositories that have im-
plemented some form of
information system inte-
gration and the benefits
they have achieved.

e Integration’s future and
its potential impact on
criminal history reposito-
ries.

The technology of
integration

Information system integra-
tion is not a radical concept.
However, justice agencies
that established integrated
networks in the past — the
Western Identification Net-
work is a good example —
most often utilized equipment
manufactured by the same
vendor. One barrier to ex-
panded integration was the
inability of information sys-
tems manufactured by differ-
ent vendors to share
information electronically.
This problem was addressed
in the 1990s by the develop-
ment of programming,
termed “middleware,” that
allowed two separate and
already existing programs to
work together. Middleware
allowed the intermingling of
data in separate systems
maintained by different jus-
tice agencies on different
hardware and software plat-
forms.

Another development that
contributed to increased inte-
gration efforts by justice
agencies in the 1990s was the
creation of commonly ac-
cepted standards that gov-
erned the composition of data
transmitted between agen-
cies. For example, standards
governing the size, resolu-
tion, compression, and other
components of fingerprint
images allowed justice agen-
cies to transmit data to the
FBI’s IAFIS no matter what
vendor’s equipment was used

to capture the images. Stan-
dards will be discussed in
more detail in section 5.

The benefits of
integration for criminal
history repositories

While integration benefits all
justice agencies participating
in an integrated information
system, criminal history re-
positories may be the prime
beneficiaries. Criminal his-
tory records are accumula-
tions of information
submitted from a variety of
sources during the criminal
justice processing of the indi-
viduals who are the subjects
of the records. In a truly inte-
grated system, this informa-
tion is of higher quality than
that gathered by traditional
means, in part because an
integrated information system
reduces the need for redun-
dant data entry.

For example, an individual’s
vital statistics entered into a
police department’s computer
system during booking can be
automatically transmitted
from agency to agency as an
individual is processed
through the criminal justice
system. The potential for
mistakes such as the transpo-
sition of numbers in an indi-
vidual’s birth date or the
misspelling of his or her
name — incidents that, piece
by piece, begin to erode the
veracity of data — can be
eliminated.
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Integrated systems also allow
the quick transfer of infor-
mation, so records on file at a
repository are more current
when they are accessed by
agencies seeking to verify an
individual’s identity or
criminal history background.
They permit local and re-
gional court systems to easily
transfer disposition data to
the State repository following
a trial’s completion, again
improving the quality of a
State’s criminal history re-
cords.

Further, repositories can re-
spond more quickly to re-
quests for service when they
are transmitting data to re-
questing agencies through
integrated systems. Such
systems also allow simulta-
neous access to the same re-
cord from multiple locations
around the clock.

The integration of
criminal justice
information and benefits
achieved

While the benefits of infor-
mation system integration are
well known, there are signifi-
cant challenges that must be
met before integration can
occur. Issues that arise when
planning, funding, imple-
menting, and maintaining an
integrated system require in-
novative procurement proce-
dures that generally transcend
established practices. As of
mid-2001, no State had im-
plemented a truly integrated
system that allowed the col-
lection and transfer of data
from the patrol car to the

State criminal history re-
pository and to all points in
between. However, the
criminal justice community’s
interest in information system
integration was increasing
throughout the country, and a
growing number of justice
agencies were already begin-
ning to enjoy its benefits. A
few are identified here:

e Colorado Crime Infor-
mation Center: The
center, Colorado’s crimi-
nal records repository, is
directed by the Colorado
Bureau of Investigation,
which is one of five
member agencies of the
Colorado Integrated
Criminal Justice Infor-
mation System (CICJIS).
CICIJIS creates a single,
virtual criminal justice
information system by
utilizing middleware
tools to connect the five
participating agencies’
databases to a central
machine that can be ac-
cessed by any of the five
legacy systems’ front-
ends. The system has im-
proved public safety by
making higher quality in-
formation available to
criminal justice agencies
and to individual deci-
sionmakers. It also aids
decisionmaking by in-
creasing the availability
of statistical measures for
evaluating public policy;
makes workers more
productive by reducing
redundant data collection
and input efforts; and
provides access to more

timely, accurate, and
complete information for
both criminal justice
agelggcies and the pub-
lic.!

¢ Georgia Crime Infor-
mation Center (GCIC):
Georgia’s criminal re-
cords repository has
benefited from the State’s
Criminal Justice Records
Improvement Plan, which
focuses on increased
automation and integra-
tion between local and
State justice agencies.
Since the plan was ap-
proved in 1996, the num-
ber of counties
submitting automated
court dispositions to
Georgia’s criminal his-
tory repository has grown
from four to 30. The
number of felony arrests
for which final disposi-
tions are recorded grew
from 60% in 1994 to
82% in 1999.'”

¢ Los Angeles County
Consolidated Criminal
History Reporting Sys-
tem (CCHRS): Before
CCHRS implementation,
judges, law enforcement
officers, and prosecutors
had to check eight dispa-
rate and incompatible

168
Source:
http://www.state.co.us/gov_dir_
[cicjis/index.html.
169
Source:
http://www.search.org/integration
/state_profile.asp?KeyID=35.

Use and Management of Criminal History Record Information: A Comprehensive Report Page 65

2001 Update



legacy'” databases'”" in
order to piece together a
subject’s most up-to-date
criminal history; this
process could take 45 to
90 minutes. CCHRS
(nicknamed Cheers) pre-
sents an individual’s
criminal history record
through a single query in
less than 2.5 seconds.
CCHRS 100-gigabyte,
single-source data ware-
housing system contains
criminal history informa-
tion on more than 8 mil-
lion subjects. It can alert
judges to a defendant’s
special circumstances,
such as risk of suicide or
drug history, and can
provide a list of potential
suspects based only on
incomplete information
such as an individual’s
unique tattoo, nickname,
or physical characteris-
tics.'”?

e The Florida Integrated
Criminal History Net-
work: The network uses
state-of-the-art livescan
fingerprint technology to
capture, transmit, and
share electronic finger-

170 .
Legacy systems are mainframe
or microcomputers in which com-
panies or organizations have in-
vested considerable time and
money.

"ICCHRS combined information
from systems maintained by Los
Angeles County’s jails, prosecutors,
courts, the sheriff’s, probation and
juvenile departments, a countywide
warrant system, and the State.

172

Source:
http://www.search.org/integration
/local_profile.asp?KeyID=48.

print and arrest data. The
network’s AFIS compo-
nent contains more than
1.8 million criminal of-
fender fingerprints. Its
computerized criminal
history component in-
cludes identification, ar-
rest, disposition, and
custody segments.

Delaware Criminal Jus-
tice Information Sys-
tem: The system
instantly retrieves from a
single-source, accurate,
comprehensive, and un-
derstandable criminal
history data on all indi-
viduals passing through
the criminal justice sys-
tem. The system has pro-
vided tremendous time
and cost savings in ob-
taining information, has
reduced staff workload,
has provided faster policy
analysis and more accu-
rate identification, and
has produced more ef-
fective sentencing and
incarceration of crimi-
nals.

The Pennsylvania Jus-
tice Network (JNET):
Brings together 13 State
public safety agencies in
a common network to
make criminal history
files widely available to
State and local police, as
well as to prison and pro-
bation officials. JINET
utilizes an Internet-
browser-based system
running on a State-
operated intranet and a
middleware solution to

integrate disparate
agency systems through-
out the State in a modular
fashion.

Integration’s future and
its potential impact on
criminal history
repositories

A number of factors will
most likely fuel the increased
pace of integration and in-
crease its impact in the com-
ing years on justice agencies
and criminal history reposito-
ries. Innovations in informa-
tion technology will provide
new and desirable capabili-
ties. Pressures for the use of
criminal history records for
noncriminal justice back-
ground checks and other pur-
poses are likely to grow,
prompting repositories to ex-
plore technological methods
to respond to increased public
expectations. The successful
implementation of integrated
systems by justice agencies
will provide useful best prac-
tices, standards, and other
information that will spare
other interested agencies
from “reinventing the wheel”
when they consider integra-
tion.

In addition to those men-
tioned above, a number of
other justice agency integra-
tion projects with positive
ramifications for collecting,
updating, and disseminating
criminal history records are
already well into the plan-
ning, testing, or early imple-
mentation stage throughout
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the country, including pro-
jects in Oregon, New Mex-
ico, Nebraska, Kansas,
Texas, Indiana, Kentucky,
South Carolina, North Caro-
lina, Virginia, Ohio, New
Jersey, Pennsylvania, and
Rhode Island. Previous inte-
gration successes have dem-
onstrated the benefits these
projects can achieve if prop-
erly pursued. Faster data
collection, higher data qual-
ity, and the ability to elec-
tronically interact with other
justice agencies are just a
few.

Section 4: Data
warehousing tools

The term “data warehousing”
describes a process that al-
lows data from different and
often disparate electronic
sources to be collected in a
single database for use in
queries, detailed analysis, and
report preparation. The proc-
ess builds a database of ana-
lytic data that is encoded
upon collection to interact
with similar data elements in
a database. Traditional or
transactional databases gen-
erally collect only raw data
that are not easy to query or
analyze. Commercial entities
utilize data warehousing
techniques to target segments
of society for promotional
campaigns. Justice agencies
use data warehousing tech-
niques to analyze crime sta-
tistics and related information
to uncover activity patterns,
to predict events, and to allo-
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cate resources. This section
examines:

e The data warehousing
process.

e The benefits of data
warehousing.

e The scope of data
warehousing in justice
agencies.

The data warehousing
process

A data warehouse is a man-
aged database in which the
data are subject-oriented, in-
tegrated, time-variant (so
they do not solely reflect the
point of time in which they
were collected), and non-
volatile (in that the existing
data are appended rather than
replaced by new data).'” A
data warehouse separates a
system’s analytical data from
its operational data so it can
be analyzed more quickly
without slowing the perform-
ance of the operational sys-
tem.

Data can be integrated from
multiple sources, allowing
users to cross-reference data
from these applications. Time
is the primary filter for data
warehouse activity. An ana-
lyst may query a database
seeking the number of times
a certain activity occurred
during a specific week,
month or year, or the analyst

" Toru Sakaguchi and Mark N.
Frolick, “A Review of the Data
Warehousing Literature,” Journal of
Data Warehousing, 2(1), 1997, pp.
34-54. Available at
http://www.nku.edu/~sakaguch
/dw-web.htm.

may conduct a year-to-year
comparison of the activity.

Data warehouses are expen-
sive and challenging to es-
tablish, but decreasing
hardware prices, increased
computing power, and the
development of powerful
server operating systems and
related programs have al-
lowed a greater number of
organizations to implement
them.

The benefits of data
warehousing

Data warehouses provide us-
ers with a number of benefits,
including:

e Analytic capabilities that
far exceed those of tradi-
tional transactional data-
bases. Data are stored in
relational tables so they
can be examined in many
different ways without
prior knowledge of what
similarities may exist
between data elements.
The process allows for
more in-depth data analy-
sis to extract buried or
previously unknown
pieces of information or
patterns from large data-
bases. (Transactional da-
tabases store information
based on each transaction
and do not easily provide
for the comparison of
data stored during one
transaction with data
stored during other trans-
actions.)

e Greater storage capacity,
which allows the mainte-
nance of a larger number
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of older records, thus
permitting more detailed
and precise analysis.

e Integration opportunities
made possible by the
availability of an effec-
tive platform for com-
bining multiple-source
applications.

e Easier access to data.
Users can conduct que-
ries on their own without
having to seek help from
information specialists.

e Larger databases, be-
cause data warehouses
can pull information to-
gether from multiple
sources.

e The ability to handle
more users, transactions,
queries, and messages
than transactional sys-
tems without overtaxing
the data warehouse.

e The ability to make well-
informed decisions based
on quantitative factors
derived from historical
data.

The scope of data
warehousing in justice
agencies

A growing number of justice
agencies have incorporated
data warehousing capabilities
into their information man-
agement strategies, and oth-
ers are planning and
designing systems with such
capabilities. They include:

e The Los Angeles
County Consolidated
Criminal History Re-
porting System, which
collects data from eight

incompatible legacy sys-
tems to respond to identi-
fication queries in less
than 2.5 seconds.

The Nebraska Criminal
Justice Information
System (CJIS). The
CIJIS data warehouse be-
ing assembled in mid-
2001 will house informa-
tion from the Nebraska
State Patrol’s criminal
history system, proba-
tion, corrections, the sex
offender registration
system, and new detainee
file.

Coplink Concept Space.
Developed by the Uni-
versity of Arizona’s Arti-
ficial Intelligence
Laboratory in association
with the Tucson, Ari-
zona, Police Department,
Coplink allows investi-
gators to access informa-
tion and to research
connections between six
different types of data:
people, locations, organi-
zations, vehicles, crime
types, and weapons.

Iowa Criminal Justice
Information System.
Data warehousing solu-
tions help the State pro-
ject indigent defense
needs and predict addi-
tional prison needs fol-
lowing the
implementation of
tougher criminal and
truth-in-sentencing laws.

Section 5: Data
exchange standards

Data exchange standards can
be described as a “language”
created by different partici-
pants in a system who wish to
understand each other. They
usually include agreed-upon
definitions of terms and an
understanding of how these
terms will be used in a sys-
tem.'”* Standards can also
include an agreement on a
format governing the size,
resolution, compression, and
other elements of a graphic
image, or on the types of
hardware and software that a
system will employ.

The importance of standards
was demonstrated during the
creation of the FBI’s IAFIS,
when the American National
Standards Institute (ANSI)
published the Data Format
for the Interchange of Fin-
gerprint Information in No-
vember 1993.'” The standard
was developed during a series
of workshops held by the FBI
and the National Institute of
Standards and Technology
(NIST) and attended by rep-
resentatives from Federal,
State, and local criminal jus-
tice agencies. It dictated the

" Center for Technology in Gov-
ernment, Tying a Sensible Knot: A
Practical Guide to State-Local In-
formation Systems (Albany, N.Y.:
State University of New York, June
1997). Available at
http://www.ctg.albany.edu
/resources/pdfrpwp/iis1.pdf.

175 ANSI/NIST-CSL 1-1993.
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content, format, and meas-
urements necessary for ex-
changing fingerprint data
with the Bureau. For the first
time, automated fingerprint
systems manufactured by
different vendors could ex-
change information electroni-
cally, paving the way for a
national fingerprint network.

Standards are also important
when States are interested in
electronically exchanging
information within their own
borders, and are often among
the first components devel-
oped when an integrated in-
formation system is designed.
Agencies considering partici-
pation in an integrated system
may have years of data stored
on legacy systems and, there-
fore, may be reluctant to mi-
grate to new and unfamiliar
technology in order to inte-
grate with other agencies.

Standards can facilitate the
exchange of information
between legacy systems
manufactured by different
vendors so each agency can
participate in an integrated
system while continuing to
use the system with which it
is most comfortable. Stan-
dards may also define the
types of information that will
be exchanged between agen-
cies, as well as the format by
which it will be exchanged,
the resolution and compres-
sion of exchanged images,
and even the levels of secu-
rity that will be applied to
information exchanges. This
section will examine:

e How standards are devel-
oped.

e  What standards govern.

How standards are
developed

The creation of standards is a
time-consuming but neces-
sary process in the develop-
ment of an information
system. Generally, standards
are decided upon when the
operational users of a planned
system are brought together
to discuss their needs and the
types of information they will
need to exchange. For exam-
ple, the Criminal Justice
Data Element Dictionary was
created for Florida’s Of-
fender-Based Transaction
System with the assistance of
hundreds of members from
the State’s criminal justice
community who submitted
both oral and written com-
ments. In Michigan, the
Court Data Standards Task
Force, comprised of judges,
clerks, and court administra-
tors from different types of
courts throughout the State,
held three meetings in 1997,
during which time it devel-
oped standards to integrate
the operations of 39 inde-
pendent computer systems
that previously served the
State’s courts.

What standards govern

Standards govern every con-
ceivable aspect of electronic
information exchange be-

tween justice agencies. They
may dictate the way a justice
agency enters a license plate

number, date of birth, a sus-
pect’s descriptive data, or the
address of a crime into an
information system. Stan-
dards may define the format
of a transmitted mug shot or
fingerprint image, including
the image’s size, resolution,
grayscale, compression, and
other factors. They may dic-
tate what types of informa-
tion are required when a file
is created, and the levels of
security that must be supplied
to various types of informa-
tion.

An ongoing national effort
began in the mid-1990s to
devise a set of standards to
enable the automated trans-
mission of a model criminal
history record or “rap sheet.”
The first “Interstate Criminal
History Transmission Speci-
fication” was released for
testing in 1998. The most
recent version of the trans-
mission specification, num-
bered 2.01 and based on
eXtensible Markup Language
(XML), was still in draft
form in mid-2001."7°

In Florida, standards are be-
ing developed for the Crimi-
nal and Juvenile Justice
Information System to gov-
ern telecommunications and
networking, data elements,
image transmission, and
hardware and software com-
patibility. In Kansas, stan-
dards have been created to
govern applications, data,

" The draft specification is avail-
able at http://www.search.org.

Use and Management of Criminal History Record Information: A Comprehensive Report Page 69

2001 Update



imaging, networks,
messaging, and hardware for
the State’s Criminal Justice
Information System. In North
Carolina, the Criminal Justice
Information Network Data
Sharing Standard
Development Project began
in 1998 to document common
data definitions; standardize
common offense code identi-
fiers; and create standards for
programming interfaces and
common database views.

Section 6: Internet
security strategies

Hundreds of justice agencies
throughout the country use
the Internet to inform the
public about pertinent issues
by establishing World Wide
Web sites, but only one State
is using the Internet as its
primary network for ex-
changing criminal history
information and transmitting
it to the State repository:
Kansas.

Kansas’ groundbreaking use
of the Internet in this fashion
may dramatically increase the
number of justice agencies
that are able to integrate their
information services. Prior to
Kansas’ breakthrough, the
prevailing school of thought
taught that costly dedicated
networks with limited access
were the only electronic
transmission methods safe
enough to protect the privacy
and confidentiality rights of
those whose criminal histo-
ries were exchanged. Moving
to the Internet meant making

the information accessible to
hackers and others who were
not authorized to view it.

However, recent dramatic
developments in security and
encryption methods have
prompted justice agencies to
view the Internet transmis-
sion of criminal history re-
cords in a new light. Use of
existing information ex-
change networks may spare
smaller justice agencies from
having to fund the creation of
their own networks. This
section examines:

e The “Kansas model” for
use of the Internet to ex-
change criminal history
records.

e The Internet’s potential
for smaller justice agen-
cies, and how increased
access will benefit crimi-
nal history repositories.

Kansas’ use of the
Internet to exchange
criminal history records

Kansas justice officials faced
a dilemma when work began
on the State’s Criminal Jus-
tice Information System in
1996. The State could install
a dedicated high-speed net-
work for information and
graphics exchanges, or it
could provide the services by
piggybacking on the existing
Kansas Wide-Area Informa-
tion Network (KANWIN) for
a cost savings of $2.5 mil-
lion. To use KANWIN, Kan-
sas officials would have to
create a security strategy to
protect the highly sensitive
criminal history information

they would be transmitting
that would also meet the ex-
acting standards required for
participation in the National
Crime Information Center
and the National Law En-
forcement Telecommunica-
tions System.

Kansas officials decided to
use KANWIN by creating a
virtual private network
(VPN), which allows one
information system to inter-
act with another information
system over the Internet us-
ing security features previ-
ously available only to
private networks. This is ac-
complished through security
tools such as firewalls, en-
cryption, authentication, and
other resources.

The Kansas Criminal Justice
Information System (KCJIS)
uses the following security
components:

e Firewalls, which are
systems designed to pre-
vent unauthorized access
to or from a private net-
work by examining mes-
sages passing through the
firewall and blocking
those that do not meet
specified criteria.

e Secure identification
tokens to identify spe-
cific users. Tokens con-
tain code numbers that
change on a regular basis.
A system user will enter
his or her password plus
the number displayed on
the token to gain access
to the system. Each
password/number combi-
nation is used only once.
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e Certificates, to identify
specific devices used to
transmit data. A certifi-
cate authority issues a
“public key” to a system
user, who uses the key
for identification when
encrypting a message.
The individual who re-
ceives the message must
use the public key plus
his or her own private
key to decrypt the mes-
sage. The KCJIS became
its own certificate
authority to facilitate the
system’s implementation.

e Encryption, to protect
unauthorized access to
information transmitted
over KANWIN.

e Intrusion detection,
which monitors informa-
tion packets moving
through the network to
identify patterns that in-
dicate hostile activity or
misuse.

e Internet scanner, to
continuously monitor the
system to identify vul-
nerabilities.

The FBI’s Criminal Justice

Information Services Advi-
sory Policy Board approved
Kansas’ security strategy in
December 1998.

The Internet’s potential
for smaller justice
agencies, and how
increased access will
benefit criminal history
repositories

Kansas’ successful imple-
mentation of a VPN to permit
Internet use for the transfer of
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criminal history records is a
significant development for
smaller justice agencies.
These agencies may now be
incorporated into integrated
justice networks that were
previously too costly to join
because of the necessity for
private, dedicated networks.

Naturally, the participation of
a greater number of agencies
will increase data quality at
the State criminal history re-
pository, and will benefit
agencies from throughout the
country that may access the
data.

Section 7: Policy
innovations

Dramatic increases in the use
of state-of-the-art communi-
cation technologies by justice
agencies have necessitated
the formulation of new poli-
cies to govern the exchange
of criminal history informa-
tion in the electronic realm.
Issues such as privacy, confi-
dentiality, accessibility, and
accountability must be ad-
dressed on the national, State,
and local levels to ensure that
individual rights and long-
recognized protections are
not casualties of the rush by
justice agencies to automate
and integrate information
systems.

Policies are also necessary to
govern the responsible use of
shared criminal history in-
formation so justice agencies
are confident that records
they contribute to integrated

systems will not be misused.
The creation and implemen-
tation of effective policies
will improve the quality of
available criminal history
information by encouraging a
greater number of justice
agencies to participate in and
contribute to integrated in-
formation systems.

This section will examine:

e How policies are formu-
lated.

e Policies governing
integrated justice infor-
mation systems.

How policies are
formulated

Ideally, policies governing
the electronic exchange and
use of criminal history re-
cords are formulated when
the system is being designed,
although they may also be
developed and instituted
when the need for such poli-
cies becomes apparent. Poli-
cies may also come about as
the result of legislative activ-
ity. Justice-related organiza-
tions may examine issues of
concern and propose model
policies that can be tailored
and instituted by interested
governmental entities.

In Ohio, for example, the
Criminal Justice Information
Services Policy Board meets
regularly to address such
topics as improving criminal
justice data quality, monitor-
ing system development, de-
termining State and local
training needs, and develop-
ing policies and procedures
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regarding the accessibility to
and interfacing among local,
State, and national criminal
justice information systems.
The board is comprised of
representatives from the
Buckeye State Sheriffs’ As-
sociation, the State Bureau of
Criminal Identification and
Investigation, the State Bu-
reau of Motor Vehicles, the
Clerks of Court Association,
the County Commissioners
Association, the departments
of Administrative Services,
Rehabilitation and Correc-
tion, and Youth Services, the
Judicial Conference, the of-
fices of Criminal Justice
Services and the Governor,
the Ohio Association of
Chiefs of Police, the Ohio
Prosecuting Attorneys’ Asso-
ciation, the Ohio State High-
way Patrol, the Supreme
Court of Ohio, and regional
crime information centers.

In Florida, The Policies and
Standards Work Group of the
Criminal and Juvenile Justice
Information System devel-
oped a set of guiding princi-
ples for the efficient and
effective sharing of criminal
and juvenile justice informa-
tion among users and provid-
ers throughout the State. The
Florida Legislature codified
the guiding principles into
law in 1996.

Policies governing
integrated justice
information systems

The most comprehensive and
far-reaching policy governing
the electronic exchange of

criminal history records is the

National Crime Prevention
and Privacy Compact, which
was embodied in the Crime
ldentification Technology Act
of 1998 approved by the U.S.
Congress.'”’ The compact
provides a formal legal basis
for justice agencies to follow
when referencing the Inter-
state Identification Index (III)
for authorized noncriminal
justice purposes, such as for
background checks con-
ducted for security clear-
ances, licenses, and
applicants for employment in
sensitive occupations such as
child and senior care.

It established a council of
State and Federal officials to
formulate policies governing
noncriminal use of State
criminal history records. The
compact created a true na-
tional partnership between
Federal and State representa-
tives to oversee the use of 111
information for noncriminal
purposes. Approval by two
State legislatures was re-
quired for the compact’s pro-
visions to become effective.
Georgia became the second
State to ratify the compact on
April 28, 1999. Montana was
the first State to ratify the
compact (April 8, 1999).
Other States that have ratified
the Compact are: Nevada
(May 14, 1999), Florida
(June 8, 1999), Colorado
(March 10, 2000), Iowa
(April 7, 2000), Connecticut

742 U.S.C. § 14601. See, ap-
pendix 21.

(June 1, 2000), South Caro-
lina (June 22, 2000), Arkan-
sas (February 21, 2001),
Kansas (April 10, 2001),
Alaska (May 7, 2001), Okla-
homa (May 17, 2001), and
Maine (June 8, 2001). (See
chapter 5, section 4.)

Page 72 Use and Management of Criminal History Record Information: A Comprehensive Report

2001 Update



Chapter V: National criminal history record checks

and the Interstate Identification Index

This chapter describes proce-
dures for conducting national
criminal record checks for
criminal and noncriminal
justice purposes and provides
an in-depth look at the Inter-
state Identification Index (III)
system and the National
Crime Prevention and Pri-
vacy Compact.

Section 1: Maintenance and
use of current Federal Bu-
reau of Investigation files,
addresses the use of Bureau
files to conduct national
criminal history checks, in-
cluding current file mainte-
nance and use practices;
authorized categories of file
users; and file access for
criminal justice and non-
criminal justice inquiries.

Section 2: The Interstate
Identification Index system,
describes the III concept and
explains how the I1I
processes search inquiries
and record responses.

Section 3: Interstate Identi-
fication Index system im-
pact, identifies the principal
benefits and impacts of the
III system for the States and
the Federal government.

Section 4: The National
Crime Prevention and Pri-
vacy Compact, explains the
major provisions of the
Compact and how it relates to
the fully implemented III
system.

Background

Most persons arrested for
criminal offenses have prior
arrest records, and many have
arrest records in more than
one State. Federal Bureau of
Investigation (FBI) officials
estimate that of all Federal
and State arrest fingerprint
cards processed by the Bu-
reau, which includes submis-
sions for most of the
country’s serious-offense
arrests, two-thirds of the ar-
rest subjects have prior ar-
rests. Further, of the criminal
subjects in the FBI’s auto-
mated files of State and Fed-
eral offenders, an estimated
25 to 30% are “multi-State”
offenders; that is, they have
both Federal and State re-
cords or arrests in more than
one State.'”®

Obviously, then, there is a
need for an efficient means of
performing a national crimi-
nal record search, other than
the impractical approach of
making separate queries to all
States and jurisdictions that
operate central criminal his-
tory record repositories.

Prior to 1971, the means of
obtaining access to a national
search was by application to

178
Statutes Report, supra note 8,
p- 1.

the FBI, which, under con-
gressional authorization dat-
ing back to 1924, maintained
criminal record files con-
taining fingerprints and arrest
and disposition information
pertaining to Federal and
State offenders. Most search
applications were handled by
mail and required manual
processing by FBI personnel.

In 1971, the FBI’s National
Crime Information Center
(NCIC) implemented an on-
line interstate computerized
system called the Computer-
ized Criminal History (CCH)
Program. Like the FBI man-
ual system, CCH was a “na-
tional repository” system;
that is, full criminal history
records for Federal and State
offenders from participating
States were maintained in the
FBI’s centralized database.
The system was used for both
criminal justice and non-
criminal justice purposes.
Access for criminal justice
purposes was by name search
or by Federal or State of-
fender identification numbers
submitted through terminals
connected to the nationwide
NCIC network. Applications
for searches for authorized
noncriminal justice purposes
required either a State or
Federal offender identifica-
tion number for an on-line
record or the submission of
fingerprint cards by mail to
the FBI.
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The CCH system continued
to operate throughout the
1970s even though State par-
ticipation was poor, due pri-
marily to objections to the
cost and difficulty of main-
taining duplicate files on
State offenders at both the
State and Federal levels. The
FBI’s centralized files were
continued during this period,
and the Bureau began auto-
mating them in 1974.

Most State officials preferred
the development of a “de-
centralized” national criminal
history record system; that is,
a system that would not entail
the continuance of a duplica-
tive national repository of
State offender records, but
that instead would undertake
to strengthen the State re-
positories and provide the
means of tying them together
into a viable interstate system
relying on State-maintained
records.

Prior to the 1970s, it was
generally conceded that most
of the existing State reposito-
ries lacked the technology
and the policy and organiza-
tional structure necessary to
effectively participate in such
a program. By the end of that
decade, however, substantial
progress had been made in
improving existing State re-
positories, establishing re-
positories in States that
lacked them, and providing
these agencies with the tech-
nology, organizational capa-
bility, and policy structures
necessary to create a decen-
tralized national criminal

history program based on
shared responsibilities and
mutual commitments.

Recognizing this progress,
the U.S. Department of Jus-
tice and State officials ap-
proved the Interstate
Identification Index (III) con-
cept in 1978. The FBI and
selected States began phased
testing and implementation of
the concept in 1980. At pre-
sent, 43 State repositories are
participating as record pro-
viders for criminal justice
purposes (see section 2 of
this chapter). Only four of
those States are also provid-
ing records for noncriminal
justice purposes, but the ap-
proval of the National Crime
Prevention and Privacy
Compact in October 1998 is
making it easier for addi-
tional States to participate in
this way (see section 4 of this
chapter).

Section 1:
Maintenance and use
of current Federal
Bureau of
Investigation files

This section discusses how
the FBI maintains finger-
prints and criminal history
records, and how these files
are used. This discussion in-
cludes:

e Practices for submitting
and storing fingerprint
and criminal history data.

e  Authorized users of FBI
files for criminal justice
or noncriminal justice
purposes, and the data

they are entitled to re-
ceive.

Current record
maintenance practices

Under the authority of Title
28, Section 534 of the United
States Code, the FBI cur-
rently maintains fingerprints
and criminal history records
for persons arrested for Fed-
eral offenses. The FBI also
maintains State offender re-
cords that, to a great extent,
duplicate the records con-
tained in State repositories.

For their mutual benefit,
State and local arresting
agencies throughout the
country are encouraged to
submit arrest information to
the FBI for all arrests for
“criterion offenses,” defined
as all felonies and all misde-
meanors except designated
nonserious ones. Arrest in-
formation submitted to the
FBI by those agencies in-
cludes fingerprints, subject
identification information,
and charge information.

For many years, this infor-
mation was submitted to the
FBI on standard 10-print
cards that provided space for
fingerprint images and tex-
tual information, such as the
arrest subject’s name, vital
statistics, arrest offense, and
other information. As de-
scribed in chapter IV, the
evolution of automated fin-
gerprint technology began to
bring about a change in this
process in the mid-1980s,
when the FBI and a growing
number of States started to
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implement automated finger-
print identification systems
(AFIS).

In all except a few States,
fingerprints and related arrest
information are submitted to
the FBI through the State
criminal history record re-
pository pursuant to the “sin-
gle-source submission”
program, under which the
FBI does not accept finger-
print submissions directly
from arresting agencies. This
approach ensures that the
State repositories are not by-
passed at the critical arrest
fingerprint reporting stage.

In the few States that have
not implemented single-
source submission, finger-
prints and arrest information
may be submitted directly to
the FBI by State and local
law enforcement agencies.
The FBI thus has records of
some State offenses that were
not reported to the State re-
positories, primarily records
established before single-
source fingerprint reporting
was implemented or before
the State repositories began
automating records in the
past quarter-century.

The FBI accepts and records
final disposition and correc-
tional information for these
State arrests. Both arrest and
disposition reporting to the
FBI are voluntary, however,
and the incidence and quality
of reporting varies from State
to State. Arrest reporting to
the FBI is thought to be good
in most States, but is known
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to be poor in a few States.
Disposition reporting to the
FBI from most States is in-
complete, perhaps averaging
about 50%.'” By compari-
son, felony trial court dispo-
sition reporting to the State
repositories is estimated to be
significantly higher, with re-
porting in 14 States at 95% or
higher.'®

As of mid-2001, the FBI was
obtaining disposition infor-
mation from 19 State reposi-
tories by machine-readable
data computer tape, which
results in more complete and
timely reporting.

The FBI maintains more than
43 million automated crimi-
nal history records of Fed-
eral, State, and foreign
subjects, including numerous
older records converted to
automated format during the
Manual Conversion Project
conducted by the FBI’s
Criminal Justice Information
Services (CJIS) Division. The
FBI will maintain approxi-
mately 5 million older re-
cords in manual format.

Authorized users of data

Criminal history records
maintained by the FBI are
available for criminal justice

17
9Source: Mr. Robert Mudd,
Management Analyst, Criminal
Justice Information Services Divi-

sion, FBI.

1801999 Survey, supra note 6, ta-

ble 8.

and noncriminal justice pur-
poses. The FBI is authorized
by law'®' to provide criminal
record services to the fol-
lowing major categories of
users:

e Federal and State
criminal justice agencies
for criminal justice pur-
poses, including the
screening of applicants
for criminal justice em-
ployment.

e Federal noncriminal jus-
tice agencies for official
purposes authorized by
Federal statute or execu-
tive order, such as na-
tional security purposes
and background screen-
ing of Federal employ-
ees.

o  The Federal Aviation
Administration for con-
ducting criminal history
background checks on
individuals applying for
positions that provide un-
escorted access to aircraft
or to secured areas of an
airport.

e Federally chartered or
insured banks and
authorized segments of
the securities and com-

18128 U.S.C. § 534; PL 99-169, as
amended by PL 99-569 and PL 101-
246, 5 U.S.C. § 9101; Exec. Orders
10450 and 12968; PL 91-452; PL.
101-647; PL 92-544, 86 Stat. 1115;
PL 100-413, 102 Stat. 1101; PL 94-
29, as amended by PL 100-181, 15
U.S.C. § 78q(f)(2); PL 97-444,7
U.S.C. §§ 12a, 21(b)(4)(e); PL 99-
399,42 U.S.C. § 2169; PL 101-604,
49 U.S.C. 44936; 28 CFR 0.85(b);
U.S. Dept. of Justice Order 556-73,
28 CFR 16.30-16.34; 5 CFR 732 &
736; PL 103-159; PL 103-209; PL
103-322.
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modities industries, for
employment screening.

e State and local govern-
mental agencies for li-
censing and employment
purposes, if authorized
by a State statute ap-
proved by the U.S. At-
torney General.

e States with appropriate
statutes to access and re-
view State and Federal
criminal history records
through the national
criminal history back-
ground check system to
determine whether care
providers for the elderly,
disabled, and children
have criminal histories
that impact their fitness
to assume such responsi-
bilities.

e Licensed firearms dealers
to determine the eligibil-
ity of potential gun pur-
chasers.

Authorized government
agencies receive the FBI’s
complete criminal history on
offenders with all reported
arrests regardless of whether
there is a disposition for each
arrest notation and regardless
of the nature of recorded dis-
positions. It should be noted
that information about State
offenses submitted to the FBI
and incorporated into the
FBTI’s files has been inter-
preted to be Federal informa-
tion subject to the Federal
Privacy Act and other Federal
standards that provide for the

disseminations outlined
above.'®

Pursuant to these standards,
noncriminal justice agencies
in some States are able to
receive State offender infor-
mation from FBI files that
they could not obtain directly
from repositories in States
that have laws regulating
noncriminal justice use which
are more restrictive than the
Federal standard. Conversely,
in States with more open
laws, some noncriminal jus-
tice agencies can obtain State
records but are denied access
to FBI data.

Section 2: The
Interstate
Identification Index
system

This section provides a de-
tailed look at the III system
and its use in conducting na-
tional criminal record
searches for criminal justice
and noncriminal justice pur-
poses. It also explains how
the III system differs from
the national search system
used prior to 1980, and how
implementation of the system
permits the FBI to discon-
tinue maintaining records of
State offenders.

"2\When a Federal agency re-
ceives “records” from a State
agency, these records become Fed-
eral records for purposes of Federal
law. Records Disposal Act, 44
U.S.C. § 3301; Forsham v. Harris,
445 U.S. 169, 185 (1980); Kissinger
v. Reporters Committee for Free-
dom of the Press, 445 U.S. 136,
151-52 (1980).

Interstate Identification
Index system approach

The III system is an inter-
state/Federal-State computer
network that currently pro-
vides the means of conduct-
ing national criminal history
record searches to determine
whether a person has a record
anywhere in the country. It
has replaced the centralized-
database system described in
section 1 of this chapter,
which utilized a database of
Federal and State offenders'®
maintained by the FBI for
conducting national searches.
In contrast, the III system is
designed to tie the automated
criminal history record data-
bases of State central reposi-
tories and the FBI together
into a national system by
means of an “index-pointer”
approach.

Under this approach, the FBI
maintains an automated
master name index, referred
to as the National Identifica-
tion Index (NII), which in-
cludes names and identifying
data concerning all persons
whose automated criminal
history records are available
by means of the III system.'®
If a search of this index indi-
cates that the search subject
has a III-indexed record, the

183State offenders™ are persons
arrested and prosecuted under State
law.

184

Both the FBI and the State re-

positories have some records of
older offenders that have not been
automated because the persons have
been criminally inactive. These
manual records are not available via

the III system.
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index will “point” the in-
quiring agency to the FBI
and/or to one or more of the
State repositories from which
the record or records may be
obtained. The inquiring
agency may then obtain the
records directly from the in-
dicated sources by means of
the NCIC and the National
Law Enforcement Telecom-
munications System
(NLETS). The FBI also
maintains the National Fin-
gerprint File (NFF), a data-
base of fingerprints, or other
uniquely personal identifying
information, relating to an
arrested or charged individual
maintained by the FBI to
provide positive identifica-
tion of record subjects in-
dexed in the III System.

The major advantages of the
IIT approach, when fully im-
plemented, stem from its de-
centralization component;
that is, the shift from reliance
on FBI-maintained State of-
fender records for national
search purposes to reliance
on State-maintained records
for such purposes. The two
main advantages are: (1)
criminal history records
maintained by the State re-
positories are more accurate
and complete than State of-
fender records maintained by
the FBI'® and (2) if State
repositories provide record

B This is primarily due to the fact
that the submission of arrest and
disposition information to the State
repositories by State and local agen-
cies is mandated by law in most
States, whereas the submission of
such information to the FBI by such
agencies is voluntary.
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responses for national search
purposes, the FBI can dis-
continue the maintenance of
its files of State offender re-
cords.

Interstate Identification
Index system
implementation status

— System availability
status

From an availability stand-
point, the III system is fully
operational nationwide. The
NCIC system and interfaced
State telecommunication
systems, together with the
FBI’s Integrated Automated
Fingerprint Identification
System (IAFIS) and inter-
faced State AFIS systems,
provide III system access to
Federal, State, and local
criminal justice agencies
throughout the country. The
system is used to conduct
national searches, both name-
and fingerprint-based, and to
provide record responses
from FBI and State repository
sources for both criminal jus-
tice and noncriminal justice
purposes. Procedures for
conducting searches for
criminal justice purposes dif-
fer from those for conducting
searches for noncriminal jus-
tice purposes.

— Criminal justice
searches

III searches for criminal jus-
tice purposes, such as for
purposes related to criminal
investigations and prosecu-
tions, are conducted pursuant
to Federal regulations.'® For
these purposes, criminal jus-
tice agencies may conduct
name searches and offender-
identification-number
searches of the NII. If there is
a hit, they may obtain the
out-of-State record segments
on-line via NLETS or NCIC.

Criminal justice agencies
may also obtain national fin-
gerprint-based searches for
criminal justice purposes by
transmitting search subjects’
fingerprints to the FBI by
mail or by electronic means.
This is often done to ensure
that arrested persons do not
prevent discovery of their
prior records by using aliases.

III records provided by the
FBI and the State repositories
for criminal justice purposes
include all criminal history
record information relating to
the record subjects, including
favorable and unfavorable
dispositions, as well as ar-
rests without recorded dispo-
sitions regardless of how old
the arrests are. Figure 3
shows how III record re-
quests and record responses
are routed for criminal justice
purposes.

1878 CFR Part 20, Subpart C.
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Criminal justice
agencies throughout
the country can obtain
criminal history
records through the III
system. Record
request messages are
transmitted to the
State repository by
means of the State o
telecommunications Local Criminal
network. The Justice Agency
repository forwards Ll

State A

S

the message to the III
computer by means of
the NCIC network.
The III computer
switches the messages
to State repositories
that maintain records
on the inquiry subject
and/or to the FBI if
the subject has a
Federal record or a
record in one or more
States not
participating in III.

//

State Repository

Il RECORD RESPONSE ROUTE: CRIMINAL JUSTICE PURPOSE

Il Participating State Repositories

State A

Local Criminal State B

Justice Agency

State Repository

FBI Automated
Records

Il Participating State Repositories

FBI Ill Computer

N

Illl RECORD REQUEST ROUTE: CRIMINAL JUSTICE PURPOSE

State B

FBI Automated
Records

Records supplied
from the FBI’s
automated files are
returned to the
inquiring State
repository via the
NCIC network.
Participating State
repositories utilize the
NLETS network to
transmit record
responses. The
receiving State
repository assembles
multi-State record
components, if
necessary, and
transmits a response
to the requesting
agency. The entire
process usually takes
less than a minute.

Figure 3: lll record request and response processing for criminal justice purposes
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— Noncriminal justice
searches

III searches for noncriminal
justice purposes, such as for
military recruiting, national
security activities, State or
Federal governmental em-
ployment, or occupational
licensing or suitability, are
conducted pursuant to the
National Crime Prevention
and Privacy Compact (see
section 4). The compact per-
mits such searches for any
purpose specified in a Federal
statute or executive order, or
in a State statute approved by
the U. S. Attorney General as
authorizing III searches. Such
searches must be fingerprint-
based, and record requests
must be based upon positive
identification of record sub-
jects gay fingerprint compari-
son.'”’

To obtain a national criminal
history search under the
compact provisions, a non-
criminal justice agency
authorized under State law is
required to submit the search
subject’s fingerprints to the
State repository in the State
where the agency is located.
The repository is required to
first conduct a search of its
State-level criminal history

"7 There are some limited circum-
stances, based on Federal law, under
which the III system may be used
for conducting name searches for
noncriminal justice purposes. An
example is the United States Hous-
ing Act, pursuant to which the At-
torney General has permitted II1
name searches for background
screening of public housing tenants
and applicants.
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files. If this search results in a
fingerprint-verified determi-
nation that the individual has
a criminal history record in
that State, the repository may
access the NII to determine
whether the individual has an
out-of-State record and, if so,
to be pointed to the FBI or to
the State repository from
which the records may be
obtained.

If the State-level search is
negative, the repository
transmits the fingerprints to
the FBI (in card or electronic
form) for a search of its fin-
gerprint files. If this search
results in positive identifica-
tion of the subject, the FBI
will notify the State reposi-
tory and the repository may
use the NII to obtain the out-
of-State record or records.

Federal noncriminal justice
agencies and other organiza-
tions authorized to obtain
national criminal record
searches under Federal law
submit search subjects’ fin-
gerprints directly to the FBI.
If the FBI positively identi-
fies a subject, it may use the
NII to obtain any record
segments available from
State repositories.

Records exchanged by the
FBI and the State repositories
for noncriminal justice pur-
poses under the compact
must include all criminal
history record information
concerning record subjects,
with the exception of infor-
mation that has been

sealed.'® Before responding
to noncriminal justice agen-
cies that have submitted I1I
search requests, the State re-
positories screen records re-
ceived from out of State, if
necessary, and delete any
information that cannot be
released to particular agen-
cies under their State dis-
semination laws. As
explained in chapter III,
criminal history record dis-
semination laws differ greatly
from State to State concern-
ing the types of noncriminal
justice agencies that may ob-
tain criminal history record
information, the purposes for
which such information may
be used, and the types of in-
formation that may be re-
leased to particular agencies.
Figure 4 shows how III re-
cord requests and record re-
sponses are routed for
noncriminal justice purposes.

188,
The Compact sets out a narrow
definition of “sealed information.”
Compact, Art. I, Sec. 21.
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Figure 4: lll record request and responses for noncriminal
justice purposes

A State noncriminal justice agency authorized by law to obtain a III
record search must submit the search subject’s fingerprints to its
State repository. If the repository positively identifies the subject as
having an in-State criminal record (“Ident.”), its files will contain
an FBI number for the subject that can be used to access III to de-
termine whether the subject also has a Federal record or a record in
another State. If the repository is a III participant, its files will con-
tain “flags” indicating whether the subject has a record in another
State (or a Federal record), making III inquiries unnecessary if the
subject is not a “multi-State” offender. If the subject does have an
out-of-State record, the III computer automatically transmits record
request notifications to any NFF State repository maintaining a re-
cord on the subject and/or to the FBI if the subject has a Federal
record or a State offender record for which the FBI has III respon-
sibility. The NFF returns full-record responses to the originating
State repository, which screens the records and forwards to the re-
questing noncriminal justice agency all information that can be re-
leased under State law.

If the State repository cannot identify the subject in its files (“Non-
ident.”), it forwards the fingerprint card — or, in increasing num-
bers, the digitized fingerprint images — to the FBI for processing.
If the FBI positively identifies the subject as having a Federal re-
cord or a record in a non-NFF State, it provides these records from
its automated files. If the subject has a record in one or more NFF
States, those repositories are automatically notified to provide the
records directly to the originating State repository.

If the subject cannot be identified at the State or Federal level, an
appropriate ‘“no-record” response is returned to the requesting
agency.

Federal noncriminal justice agencies submit fingerprints directly to
the FBI, which processes the requests essentially as described
above, assembles record components, as necessary, including ob-
taining records from NFF States, as appropriate, and provides an
appropriate record response to the requesting Federal agency.

— Decentralization
implementation status

Although the III system is
fully operational nationwide
and is being used to conduct
national searches and ex-
change records for both
criminal justice and non-
criminal justice purposes, the
decentralization aspect of the
system concept has not yet
been fully implemented. This
aspect of the system — the
shift from reliance on FBI-
maintained records of persons
arrested and prosecuted under
State law to a reliance on
State-maintained records of
State offenders — is being
implemented on a State-by-
State basis. Under this im-
plementation approach, State
repositories that are partici-
pating as record providers for
III national search purposes
have undertaken these re-
sponsibilities in two stages:
first, they have assumed re-
sponsibility for providing
records for criminal justice
purposes only, and, at some
later point, they have as-
sumed responsibility for pro-
viding records for
noncriminal justice purposes
as well.

— Interstate
Identification Index
record responses for
criminal justice
purposes

In the first stage of III par-
ticipation, a State repository
assumes the responsibility of
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providing designated criminal
history records on-line in re-
sponse to III record requests
for criminal justice purposes
only. Because all of the
States’ criminal record laws
authorize interstate and Fed-
eral-State record exchanges
for criminal justice purposes,
there has been no legal im-
pediment in any State to III
participation at this level.
However, participating State
repositories need efficient
automated criminal history
record systems capable of
interfacing with the III sys-
tem and meeting system sup-
port requirements, such as
response time standards.

As of mid-2001, repositories
in 43 States were participat-
ing in the III system as record
providers for criminal justice
purposes.' These States are
usually referred to as “III
States” or “III participants.”
All of the other State reposi-
tories are in the process of
upgrading their systems to
enable III system participa-
tion in the near future. In the
meantime, the FBI is pro-
viding III record responses
for State offenders of States

189The States are Alabama,
Alaska, Arizona, Arkansas, Califor-
nia, Colorado, Connecticut, Dela-
ware, Florida, Georgia, Idaho,
[llinois, Indiana, Iowa, Maryland,
Michigan, Minnesota, Mississippi,
Missouri, Montana, Nebraska, Ne-
vada, New Hampshire, New Jersey,
New Mexico, New York, North
Carolina, North Dakota, Ohio,
Oklahoma, Oregon, Pennsylvania,
South Carolina, South Dakota,
Texas, Utah, Virginia, Washington,
West Virginia, Wisconsin, and
Wyoming.

whose repositories are not II1
participants.

The FBI also continues to
provide records of some State
offenders in III States. Some
IIT States have agreed to be
responsible for providing
only records of persons ar-
rested and/or charged as first-
time offenders in the State
after the date when III par-
ticipation began. Other re-
positories assumed
responsibility for new first-
time arrestee records as well
as for some pre-existing re-
cords of in-State offenders if
their automated State files
contained at least as much
information about those re-
cord subjects as the FBI’s
files contained." The FBI
continues to provide all State
offender records for which III
State repositories have not
assumed responsibility."”'

Table 1 shows totals and
State-by-State breakdowns of
the records indexed in the I1I
system as of August 2, 2001,
the latest available figures. At
that time, the system pro-
vided access to 43,533,575

1 The FBI's files contain records
of some arrests for State offenses
that were not reported to the State
repositories. This occurred primarily
before the FBI instituted its “single-
source submission” policy, dis-
cussed earlier. For the same reasons,
the files of the State repositories
include some arrests that were not
reported to the FBI.

The FBI also continues to pro-
vide some records of persons in III
States whose records have not been
automated at the State level (pri-
marily older persons who have not
recently been criminally active).

automated criminal history
records. Of these, 25,614,711
records were available for
criminal justice purposes
from the 43 III State reposito-
ries and 17,918,864 records
were available for such pur-
poses from the FBI. Column
1 of the table (““State-
supported Records”) shows
the numbers of records for
which the repositories in I1I
States have assumed respon-
sibility for criminal justice
response purposes. Column 2
(“FBI-supported Records™)
shows the numbers of records
of State offenders of III
States for which the FBI
continues to be responsible.
Column 3 (“Others”) shows
the number of III-indexed
records of persons arrested
and prosecuted in States (and
territories) whose repositories
are not participating in the III
system, as well as the number
of Federal offender records
and foreign offender records
indexed in the system. The
FBI provides the records
listed in Columns 2 and 3 in
response to III record re-
quests for criminal justice
purposes.
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Interstate Identification Index (III)

Total Subjects

August 3, 2001

State-supported Records

FBI-supported Records

(III Participants) (III Participants) (Non-III, U.S. Territories,
Federal and Foreign)
STATE RECORDS STATE RECORDS NON-III STATE RECORDS
Alabama 114,832 Alabama 428,405 S .
Alaska 56,939 | Alaska 73,555 E‘;g;ff of Columbia }Zg’gg
Arizona 201,911 Arizona 664,223 Kansas 401’ 414
Arkansas 179,442 Arkansas 155,163 Kentucky 367 ’ 574
California 4,800,352 California 792,048 Louisiana 707’064
Colorado 585,002 Colorado 182,438 Maine 70’541
Connecticut 188,754 Connecticut 149,509 Tennessee 729’ 688
Delaware 109,778 Delaware 70,491 Vermont 47,833
Florida 2,767,855 Florida 582,314 ’
Georgia 1,829,046 Georgia 188,657
Idaho 136,070 Idaho 37,627 SUBTOTAL 2,640,092
Illinois 437,605 Illinois 1,484,134
Indiana 129,666 Indiana 394,237 U.S. TERRITORY RECORDS
Towa 92,362 Iowa 271,357 .
Maryland 103,844 | Maryland 739,943 éumaemman Samoa 6 g;g
Massachusetts 551 Massachusetts 298,054 Northern Mariana 4’ 504
Michigan 875,040 Michigan 151,122 Puerto Rico 95’903
Minnesota 311,157 Minnesota 48,205 Virgin Islands 11’983
Mississippi 24,954 Mississippi 185,076 ’
Missouri 450,454 Missouri 236,473
Montana 76,789 Montana 53,697 SUBTOTAL 129,977
Nevada 180,430 Nevada 217,765
Nebraska 26,039 | Nebraska 144,769 lljz(ri:lr ;11 3’72?"5%
New Hampshire 11,118 New Hampshire 104,490 ’
New Jersey 1,194,524 New Jersey 80,038
New Mexico 51,581 New Mexico 251,959
New York 2,450,366 New York 292,011
North Carolina 768,725 North Carolina 68,573
North Dakota 21,379 North Dakota 33,240
Ohio 833,638 Ohio 242,795
Oklahoma 166,466 Oklahoma 257,774
Oregon 496,732 Oregon 90,517
Pennsylvania 914,602 Pennsylvania 403,103
Rhode Island 459 Rhode Island 109,062
South Carolina 845,188 South Carolina 56,406
South Dakota 61,559 South Dakota 87,528
Texas 2,719,436 Texas 245,957
Utah 235,721 Utah 53,541
Virginia 736,974 Virginia 281,455
Washington 289,211 Washington 462,461
West Virginia 17,829 West Virginia 130,657
Wisconsin 52,999 Wisconsin 460,140
Wyoming 67,332 Wyoming 20,795
TOTAL 25,614,711 TOTAL 11,281,764 TOTAL 6,637,100
Total Records 43,533,575*
*The number of total records exceeds total subjects due to multi-State offenders
Table 1: Records indexed in the Ill system as of August 3, 2001
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— Interstate
Identification Index
record responses for
noncriminal justice
purposes

Four of the 43 III States
(Florida, New Jersey, North
Carolina, and Oregon) have
assumed responsibility for
providing their III-indexed
criminal history records for
noncriminal justice purposes
as well as for criminal justice
purposes. These States are
usually referred to as “NFF
States” because they submit
offender fingerprints and
charge/disposition informa-
tion to the FBI pursuant to
the National Fingerprint File
concept (discussed below).
NFF States must have legal
authority to provide full
criminal history records to
the FBI and to other State
repositories for any non-
criminal justice purpose
authorized by Federal law or
by any other State’s law. As
noted earlier, in responding
to III record requests, they
are required to provide all
unsealed information relating
to record subjects. The in-
formation is screened and
edited, if necessary, under the
laws of the receiving State
repositories before it is made
available to noncriminal jus-
tice agencies.

States in which the reposito-
ries lack the record dissemi-
nation authority to participate
in the NFF may provide such
authority by amending their
criminal history record laws.

They may also do so by rati-
fying the National Crime
Prevention and Privacy
Compact. Among other
things, the compact author-
izes party State repositories
to make records available to
the FBI for Federally author-
ized noncriminal justice pur-
poses, and to any State
repository for any noncrimi-
nal justice purpose that is
authorized by law in that
State. Because a compact
supersedes conflicting provi-
sions of State law, the act of
ratifying the compact has the
effect of amending a State’s
record dissemination law.
Ratification of the compact
also binds party State re-
positories to their roles in
processing national searches
for noncriminal justice pur-
poses.

— Discontinuance of
Federal Bureau of
Investigation records of
State offenders

Because NFF State reposito-
ries are obligated to provide
their III-indexed State of-
fender records (those for
which they have assumed III
responsibility) for both
criminal justice and non-
criminal justice purposes, the
FBI no longer needs to
maintain duplicates of these
records for national search
purposes. Hence, after a State
begins NFF participation, the
State repository and criminal
justice agencies in the State
no longer follow the practice
of forwarding fingerprints

and charge/disposition infor-
mation to the FBI for all per-
sons arrested for or charged
with criterion offenses in the
State (as described in section
1 of this chapter). Instead,
they forward criminal history
record information to the FBI

as follows:

1. Upon the arrest'* of a

person who has never be-
fore been arrested in the
State, the repository for-
wards to the FBI only the
person’s fingerprints to-
gether with textual sub-
ject identification
information.'”® The iden-
tification information is
used to add the person to
the NII, or to update the
index, if necessary, if the
person is already in the
index, and to set a pointer
indicating that the re-
pository maintains a
criminal history record
concerning the individual
that is available for
authorized III purposes.
The individual’s finger-
prints are added to the
NFF (see figure 5).

2. Upon the arrest of a
person who has been ar-
rested previously in the

2 This includes persons who are
charged with criminal offenses by
summons or citation without being
arrested.

3Standard fingerprint cards,
which usually are forwarded by
mail, contain spaces for both finger-
print images and textual subject
identification information. Increas-
ingly, both types of information are
transmitted to the FBI by electronic
means.
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State and whose State of-
fender record is the re-
sponsibility of the State
repository for III pur-
poses, no fingerprints or
charge/disposition data
are forwarded to the
FBL"™*

3. Upon the arrest of a
person who has been
arrested previously in the
State but whose State
offender record remains
the responsibility of the
FBI for III purposes, the
State repository forwards
fingerprints and charge/
disposition information
as per pre-NFF practices
so that the FBI can keep
the record current.

Thus, an NFF State
repository is relieved of the
burden of submitting charge/
disposition data to the FBI
for first-time in-State
offenders and of submitting
fingerprints or charge/
disposition data upon the
arrest of persons whose prior
in-State records are the
repository’s responsibility for
III purposes. The FBI is
relieved of the burden of
processing these submissions

NER repositories do send elec-
tronic notices of such arrests to the
FBI, which enables the FBI to pro-
vide notices to law enforcement
agencies that have entered active
“wanted person” notices concerning
the arrested persons. The reposito-
ries also submit revised subject
identification information, as neces-
sary, to keep the NII updated and
they may send better-quality finger-
prints for the NFF if previously
submitted fingerprints were of poor
quality.

and maintaining duplicate
records of these persons. Full
criminal history records of
these persons are maintained
only at the State repository
level.

At present, about 59% of the
State offender records avail-
able by means of the III sys-
tem for criminal justice
purposes are the responsibil-
ity of the 43 III State reposi-
tories, and the other
approximately 41% are the
responsibility of the FBI.
However, the FBI is respon-
sible for approximately 86%
of the State offender records
provided by the system for
noncriminal justice purposes,
with the other 14% being the
responsibility of the four NFF
State repositories. In time,
when all of the State reposi-
tories are participating in the
III system and are NFF par-
ticipants as well, and when
the records of State offenders
for which the FBI retains III
system responsibility have
been purged from the system
because of the old age or
death of the subjects, the FBI
will maintain and provide no
records of State offenders. It
will maintain only Federal
offender records and the re-
cords of a few foreign of-
fenders. At that time, the
decentralization component
of the III system will have
been fully implemented.
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Figure 5: Reporting and maintenance of records in a decentralized Il system

Figure 5a shows procedures for the reporting of arrest and custodial fingerprints and case disposition data
to the FBI by State repositories that are not participating in the decentralization phase of the III system
(referred to as non-NFF repositories). This includes repositories that are not participating at all in III, as
well as repositories that are participating in III as record providers for criminal justice purposes only.
Since these repositories are not providing records from their files to all Federal and out-of-State non-
criminal justice agencies authorized to obtain national record searches, criminal justice agencies in these
States continue to submit fingerprints and charge/disposition information to the FBI for all arrests for cri-
terion offenses. This is done in order that the FBI may provide record services (Federal offender and State
offender records) to authorized noncriminal justice users.

Figure 5b shows how reporting and record maintenance works for State repositories that participate in the
decentralization phase of III implementation (often referred to as implementation of the NFF). These re-
positories (referred to as NFF repositories) assume an obligation to provide interstate record services to
all authorized III users for both criminal justice and noncriminal justice purposes. Thus, there is no need
for these States to continue submitting fingerprints and criminal history data to the FBI for arrests of per-
sons whose records are the States’ responsibility for III purposes. They submit fingerprint and offender
identification information only for the first arrest of an individual for a criterion offense within each State.
This enables the FBI to include the record subject in the III index (and set a “pointer” to the submitting
State), and to include the subject’s fingerprints in the NFF.
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Section 3: Interstate
Identification Index
system impact

This section, in addressing
the impact of the III system,
describes the following:

e Benefits of III participa-
tion.

e Benefits of NFF partici-
pation.

e Burdens of III participa-
tion.

Benefits of Interstate
Identification Index
participation

— Improved record
quality

Full III implementation will
offer significant benefits to
criminal justice practitioners
and to noncriminal justice
agencies that obtain records
through the system. Since
studies and audits have indi-
cated that records maintained
at the State level are some-
times more complete and
timely than comparable State
offender records maintained
by the FBI, the ability to ob-
tain records directly from
State repositories is expected
to result in an improvement
in the quality of available
information. Further data
quality improvements will
result from computer match-
ing of State and Federal re-
cords and the resolution of
identified discrepancies.

— Cost savings

III participation affords cost-
saving benefits whether a
State repository participates
fully or only as a record pro-
vider for criminal justice pur-
poses. The III computer
interface automatically up-
dates State files to add newly
assigned FBI numbers, elimi-
nating the mailing of forms
and the manual matching and
data entry previously per-
formed by State personnel.
The repositories are also able
to set single-State/multi-State
flags in their files indicating
whether their records on par-
ticular offenders are complete
or whether there are addi-
tional data available from
other States or the FBI.

— Increased system
security

In addition, an increase in
system security results from
III requirements for written
agreements with all user
agencies concerning security
measures designed to prevent
unauthorized access to or use
of system data. These meas-
ures include:

e Physical and system se-
curity.
e Transaction logging.

e Organizational/
administrative
requirements.

e Sanctions for noncompli-
ance.

Benefits of National
Fingerprint File
participation

There will be additional
benefits for repositories that
participate in NFF (providing
records in response to III re-
quests for both criminal jus-
tice and noncriminal justice
purposes) and for the FBI.

— Duplicate files
eliminated

Maintenance of duplicate
State and Federal files for
offenders from these States
will be discontinued. State
repositories will be relieved
of the burden of submitting
second and subsequent arrest
fingerprints and charge/
disposition information to the
FBI for offenders whose in-
State records are the States’
responsibility for I1I
purposes. The FBI will be
relieved of the burden of
maintaining these State
offender records. This will
free personnel and resources
that can be applied to other
programs to further improve
Federal and State criminal
record files.

— Uniform
dissemination standard

Full I implementation will
establish a single uniform
standard governing the inter-
state exchange of criminal
history record information for
purposes of noncriminal jus-
tice dissemination. This stan-
dard will replace the varied
and sometimes conflicting
standards set out in current
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Federal and State laws, which
have severely restricted inter-
state dissemination of State
repository records for non-
criminal justice purposes. At
the same time, however, State
repositories receiving full
criminal history records from
other State repositories or the
FBI will be able to screen
these records and delete any
information that cannot be
released for intrastate pur-
poses under their own dis-
semination laws.

— Faster response times

Some noncriminal justice
users will enjoy faster re-
sponse times because the re-
positories in their States will
receive automated record re-
sponses from the FBI rather
than the mailed responses
that are now provided.

Burdens of Interstate
Identification Index
participation

There are some new burdens
to the States associated with
III participation. Most of the
States that are not now par-
ticipating will need to up-
grade the technical capability
of their repositories in order
to interface with III and
achieve required system sup-
port levels. This work is in
progress in most of these
States. In addition, there are
some modest start-up costs
for system software and other
changes necessary for the
basic III interface.

Use and Management of Criminal History Record Information: A Comprehensive Report
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Once full participation be-
gins, the repositories assume
increased responsibilities for
providing records in response
to out-of-State inquiries that
are now serviced by the FBI
— both criminal justice and
noncriminal justice inquiries.
However, because many
criminal justice responses are
already handled electroni-
cally, and because the vol-
ume of noncriminal justice
record responses is low,'”
these new burdens should not
be significant in States that
have efficient systems.

Section 4: The
National Crime
Prevention and
Privacy Compact

This section discusses the
National Crime Prevention
and Privacy Compact, which
governs the use of the I1I
system for noncriminal jus-
tice purposes.'”®

Background

It was apparent to the State
and Federal officials who
developed the III concept that
full participation in the index-
pointer system would eventu-
ally require most States to
modify their existing laws
and policies governing the
availability of criminal his-

195Analysis has shown that the
“hit rate” for noncriminal justice
searches is 7-8% for all categories
of subjects.
1% The compact text, and section-
by-section analysis, is included as

appendix 21.

tory records for noncriminal
justice purposes in order to
meet the proposed interstate
standard on record availabil-
ity. In addition, Federal and
State officials recognized a
need to formally commit the
FBI and participating State
repositories to long-term par-
ticipation in a decentralized
system.

These goals could possibly
have been realized through
the enactment of Federal
legislation in combination
with uniform State laws or
independent State legislative
action. However, there was a
strong consensus from the
emergence of the III concept
that favored the use of an
interstate/Federal-State com-
pact to implement the system
for the following reasons:

e A compact must be
ratified in identical form
by all parties and, after
ratification, no party can
unilaterally amend it.

e Ratifying parties can
withdraw from the com-
pact only through the
same formal action used
for ratificat